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DATA PROTECTION

The first claimant, Al-KO Kober 
Ltd, was the UK-based entity of a 
leading towing and trailer business 
(the ‘Company’). The Company’s 
products included the ‘AKS1300’ and 
‘AKS3004’ stabilisers, for use in towing 
caravans (the ‘AKS stabilisers’). The 
second claimant, Mr Jones, was the 
Company’s Marketing Manager. The 
defendant, Mr Sambhi, was said to be 
developing his own rival product, which 
he referred to as “the Torquebar.”

Mr Sambhi used a series of 84 videos, 
published on his ‘Torquebars’ YouTube 
channel, to attack the Company, Mr Jones 
and the AKS stabilisers. These included 
footage of caravan accidents, juxtaposed 
with wording suggesting that these were 
caused by the AKS stabilisers. Despite 
repeated requests from the Company and 
its solicitors to remove the content, Mr 
Sambhi continued to upload new videos 
to YouTube, which included increasingly 
personal attacks on Mr Jones. Following 
further correspondence, including a letter 
before claim dated 16 August 2017, the 
claimants applied to the High Court for:

• An interim injunction against 
malicious falsehood in favour 
of the Company; and 

• An order under Section 10(4) of the 
DPA requiring Mr Sambhi to cease 
processing Mr Jones’s personal data.

Interim relief in ‘freedom 
of expression’ cases
Under English law, there are significant 

barriers to obtaining an interim injunction 
based in defamation or malicious 
falsehood, because such a ruling would 
have the serious consequence of 
interfering with the defendant’s right to 
freedom of expression under the Human 
Rights Act 1998 (‘HRA’). Section 12(3) 
of the HRA states that a court may only 
grant an interim injunction restraining 
publication of information if it is satisfied 
that the applicant is likely to be successful 
at trial. Further, there is a long standing 
rule that the court hearing the interim 
application must be satisfied that no 
judge or jury could reasonably conclude 
at trial that the statements were true.

Having said that, the defendant cannot 
simply sit back and offer no justification 
at all for their comments, on the 
assumption that the judge will leave 
the matter to trial. At the very minimum, 
they should file a witness statement 
verified by a statement of truth, in which 
they explain the basis on which they 
asserts that their statements are true.

Al-KO Kober v. Sambhi - establishing 
malicious falsehood
In order to make out a case in malicious 
falsehood, the claimant must show that 
the defendant has published words 
which are false, that those words refer to 
the claimant or his property or business 
and that they were published maliciously. 
An action in malicious falsehood is 
often brought together with, or in the 
alternative to, an action in defamation, 
but one of the main differences is that 

there is no need to prove damage to 
reputation for the purposes of malicious 
falsehood. However, the claimant 
must show either that they suffered 
‘special damage’ (i.e. loss which can 
be quantified in monetary terms) as a 
direct and natural result of publication, 
or that the words upon which the action 
was founded were calculated to cause 
pecuniary damage to the claimant.

In this case, the main obstacles 
for the Company lay in showing 
that the statements were (i) false 
and (ii) published maliciously.

It was the Company’s case that the 
videos conveyed the following meanings:

• The AKS stabilisers were 
inherently unsafe products 
which had caused accidents;

• The AKS stabiliser was a “killer” 
and the Company was knowingly 
risking lives in selling it;

• The Company was “scamming” 
its customers; and

• Mr Jones had been exposed as lying 
about the AKS stabiliser and the 
Company had instructed solicitors to 
“hush” the matter up. 

Mr Sambhi did not dispute the Company’s 
interpretation of the videos and instead 
claimed that the above statements 
were all true, but offered no support or 
evidence for this. Upon questioning, 
it became apparent that his case was 
built on a false premise, namely that 
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the Company and Mr Jones had “lied” 
about the ability of the AKS stabilisers 
to prevent “snaking” of towed vehicles.

The Judge was satisfied that this was not 
the case, and the Company had provided 
the Court with evidence demonstrating 
the safety of its products, including 
its compliance with various regulatory 
and testing standards. The Judge 
therefore concluded that no judge or 
jury, properly directed, could reasonably 
conclude that the allegations were true.

The Court accepted the principle that 
a statement may be so unfounded 
that the fact of the defendant putting it 
forward might, in and of itself, be taken 
as evidence of a lack of honest belief 
in its truth. Any future publication by 
Mr Sambhi of the allegations would 
undoubtedly be malicious, since it should 
be clear to him from the judgment that 
his statements were untrue. For the 
above reasons, the Court concluded 
that this was an appropriate case in 
which to grant the claimants an interim 
injunction pending trial or further order.

Section 10 DPA and Al-KO Kober
The DPA governs the processing of 
‘personal data’ (i.e. data relating to a 
living individual who can be identified 
from the data) by data controllers. 
‘Processing’ includes any form of use 
of the data, including transmission or 
dissemination, and a ‘data controller’ 
is anyone who controls the purposes 
for which and manner in which 

personal data is processed. Subject 
to certain exceptions, Section 10 DPA 
provides that an individual may at any 
time by written notice require a data 
controller, at the end of a reasonable 
period, to cease processing their 
personal data, on the ground that 
the processing of that data is likely to 
cause substantial and unwarranted 
damage or distress to them or another.

Within 21 days of receipt of the notice, 
the data controller must respond in 
writing either stating that they have 
complied with, or intend to comply with, 
the notice, or stating their reasons for 
regarding the notice as unjustified and 
the extent (if any) to which they intend 
to comply with it. Pursuant to Section 
10(4), a court may take such steps as it 
thinks fit to require an uncooperative 
data controller to comply with the notice.

The letter before action dated 16 
August 2017 constituted a notice for 
the purposes of Section 10 DPA from 
Mr Jones (via his solicitors) requiring Mr 
Sambhi to cease processing Mr Jones’s 
personal data by using his words and 
images in the YouTube videos. Whilst 
there are multiple exceptions to Section 
10 DPA, it was common ground between 
the parties that none of them applied. 
Instead, Mr Sambhi sought to rely on a 
non-existent exception, namely that the 
footage and words used were already 
in the public domain. He therefore 
had no justification for his failure to 
comply with the Section 10 notice.

The Court was satisfied that the 
processing of Mr Jones’s personal data in 
this manner by Mr Sambhi amounted to an 
unwarranted personal attack on him and 
that Mr Jones was suffering substantial 
damage and distress as a result. 

In these circumstances, the Court 
considered that it was appropriate 
to grant a wide order requiring Mr 
Sambhi not to process, further process 
or cause or permit to be processed 
any audio recording, video recording, 
still photograph or other information, 
including by disclosing it to the public, 
amounting to Mr Jones’s personal data.

Conclusion
The judgment demonstrates the 
flexibility of Section 10 DPA in that it 
may be a useful tool for protecting 
against attacks on reputation. In 
many cases, obtaining an order under 
Section 10 may be an easier route to 
getting derogatory material removed 
from the internet than trying to make 
out a case in malicious falsehood and/
or defamation. It should be noted that 
there are a number of exceptions to 
Section 10, including for processing of 
‘journalistic, literary or artistic material.’

In addition, and more importantly, the 
DPA only applies to the use of personal 
information. The defendant in this case 
could have avoided the court order 
by anonymising the content and not 
extending his campaign to personal 
attacks referencing Mr Jones.

Under English law, there are significant barriers 
to obtaining an interim injunction based in 

defamation or malicious falsehood, because such 
a ruling would have the serious consequence of 
interfering with the defendant’s right to freedom 
of expression under the Human Rights Act 1998.
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