
Sample Risk Assessment Checklist

1. Use of Third-Party Intermediaries

Risk Explanation

Use of intermediaries The use of intermediaries (i.e., non-Company employees acting on
the Company’s behalf in front of a government official) always
poses a risk of corruption.

Use of sales agents A large percentage of FCPA cases brought by the US government
involve sales agents exposing an international company to corrupt
transactions. Many companies are cutting back on the use of sales
agents as much as possible.

Intermediaries being paid
more than required by contract

Paying an intermediary more than required by contract is not only a
waste of Company funds; it has the potential to create a slush fund
from which intermediaries may make illicit payments.

Failure to identify all
intermediaries used by
company

The Company should have controls around the retention of
intermediaries and payments to intermediaries. If all intermediaries
are not identified, these controls will not be in place.

Duplication of intermediaries Given the risk posed by intermediaries, the fewer a company has,
the better. Therefore, the Company should analyze its
intermediaries and determine if any are duplicating efforts and can
be eliminated.

Employees not understanding
nature of an intermediary’s
role

The Company might be using intermediaries whose purpose is
vague. It may that these intermediaries are no longer serving any
purpose or any legitimate purpose.

2. Joint Ventures + Acquisitions

Risk Explanation

Joint Ventures Entering into a joint venture poses risks similar to using a third-party
sales agent, i.e., allowing a non-Company entity to conduct
business in the Company’s name and/or interest.

Acquisitions An acquiring company may inherit liability for the actions of an
acquired company based on the acquired company’s conduct pre-
acquisition (assuming sufficient jurisdiction existed) and its conduct
post-acquisition.

Failure to integrate employees
into company’s compliance
culture

Many foreign companies do not have the same compliance regime
as sophisticated US companies. The JV should, as much as
possible, adopt the Company’s compliance policies and processes.
An acquired company should be thoroughly integrated into the
Company’s compliance policies and processes as quickly as
possible
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Risk Explanation

Lack of oversight of JV It is not uncommon for joint ventures to receive a lot of attention at
their formation and then, over time, slip from view. A Company
must be disciplined in maintaining oversight over the JV.

3. Procurement

Risk Explanation

Non-existent or inadequate
procurement policy

A faulty procurement process can lead to commercial corruption,
i.e., kickbacks being given to Company employees by vendors in
return for business. It may also lead to the Company unknowingly
hiring companies affiliated with government officials. And, from a
strictly commercial -- and not compliance -- perspective, it leads the
Company to retain vendors that might not be the best suited to the
task at hand or the best value.

Failure to abide by Company
procurement policy

A Company may have an adequate procurement policy, but may be
ignoring or avoiding the policy which will lead to the same risks as if
the Company had no policy at all.

Real estate transactions Real estate transactions at other than market value are a common
method of corruptly providing value to the owner of a property.

4. Giving Gifts, Entertainment and Hospitalities

Risk Explanation

Excessive gifts and hospitality
to government customers and
other officials

Excessive gifts and hospitality to customers and potential
customers run the risk of being perceived as bribes or gratuities.
The greatest risk is providing these benefits to government officials,
including employees of state-owned entities and others considered
to be government officials.

Excessive gifts and hospitality
to commercial customers

Commercial (i.e., not state-owned) clients have become
increasingly concerned with what sort of gifts and hospitality are
being conferred upon their employees by suppliers. Many
companies now audit their suppliers and demand representations
about gifts and hospitalities.

5. Receiving Gifts, Entertainment and Hospitalities

Risk Explanation

Receipt of gifts and hospitality The receipt of excessive gifts and hospitalities by Company
personnel from vendors and potential vendors risks causing the
Company employees to choose the vendor because of the benefits
and not based on the vendor’s skill and value.
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6. Petty Cash

Risk Explanation

Inappropriate use of petty cash Inappropriate use of petty cash can lead to: (1) payments to
government officials that are not discoverable by Company
auditors; (2) the creation of a “slush fund” for such payments in the
future; and (3) embezzlement by Company employees.

7. Tax

Risk Explanation

Tax assessments and
payments

The tax assessment and payment process is one rife with potential
risk. The most common type of problem is for a company to pay a
tax assessor to decrease or eliminate a company’s tax bill.

8. Human Resources

Risk Explanation

Human Resources and
Compliance

The Company’s Human Resource department must be a key
partner with its Compliance group.

New employee induction New employee induction materials should contain key compliance
policies and procedures as well as training sessions on compliance
topics. Certifications that the policies and procedures have been
read and that the training sessions have been completed are also
prudent.

Performance Evaluations Performance evaluations should have a compliance aspect to them
so that employees realize that even the best commercial
performance is subject to the norms of ethical behavior.

Hiring relatives of company
employees, government
officials and customers

Hiring relatives without the oversight of senior management or
Human Resources has a corrosive effect on morale; in that it leads
to the belief that connections matter more than qualifications. It can
also lead to perceived corruption when the new employee is related
to a government official or customer. The Company should have a
policy and set of procedures around hiring relatives.

Background checks on new
employees

Some degree of background check should be performed on new
hires to mitigate the risk of hiring someone who would engage in
unethical behavior. The level of background check should be
commensurate with the level and job function of the person being
hired.

Re-Hire of problematic former
employees

The Company should have checks in place to prevent the re-hiring
of employees who left the Company because of compliance issues.
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9. Insider Trading

Risk Explanation

Employees Trading on
Material, Non-Public
Information

All public companies face the risk of employees trading stock based
on inside information and should have a training program aimed at
insiders as well as quarterly notifications to insiders.

10.Document Retention

Risk Explanation

Incomplete document retention Lack of proper document retention could result in making potential
problems not auditable and can result in problems during litigation.
Certain statutory liabilities mount based upon lack of retention of
proper records, particularly with respect to import/export
compliance. The Company should have a document retention
policy and set of procedures.

11. Import/Export Compliance

Risk Explanation

Import/Export personnel
without proper competency or
systems

Many companies have procurement or logistics professionals
overseeing their import/export compliance. Some of these
personnel are capable because they have had extensive
import/export training and experience, but others are thrust into a
role for which they are unsuited.

Poor management of
temporary import duty
exemption programs

Companies often lose track of their temporary imports and the
imported material overstays its limit. This can result in exorbitant
fines when attempting to re-export.

Unsupported usage of duty-
free or reduced-duty trade
agreements

Incorrect application of duty free and reduced duty agreements can
lead to audits and fines.

Lack of a company transfer
pricing policy and/or
inconsistent application of
Company Transfer Pricing
Guidelines

Lack of transfer pricing policy and/or incorrect application of that
policy can lead to goods being imported at improper value and
eventual audits and fines.

Inconsistent application of the
company asset transfer policy

Lack of company asset transfer policy and/or incorrect application
of that policy can lead to goods being imported at improper value
and eventual audits and fines.

Accuracy in the value match
between commercial and
intercompany invoices

Inaccuracies can lead to audits and fines.

Incorrect country-of-origin
declarations

Inaccuracies can lead to audits and fines.

Accuracy of the inclusion of
royalty or license fees in the

Inaccuracies can lead to audits and fines.
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Risk Explanation

declared import values

Accuracy of import/export
classifications

Inaccuracies can lead to audits and fines.

Inconsistent usage of ERP
system for the transfer of
equipment

Inconsistent usage means that controls that are a part of an ERP
system are not utilized and/or evaded. Inconsistent usage also can
make Company audits and responding to government audits
difficult.

12.Economic Sanctions & Restricted Party Compliance

Risk Explanation

Performing work in or related
to sanctioned countries

Doing work either in or related to countries subject to
comprehensive sanctions like Cuba, Iran, Syria, Sudan and North
Korea can violate U.S. law.

Transshipment of goods to
sanctioned countries

The Company must have procedures in place to mitigate the risk
that goods are transshipped from one non-sanctioned country to a
sanctioned country.

Hiring of sanctioned country
nationals

Procedures should be in place governing the hiring of persons from
sanctioned countries as there may be restrictions on their hire and
job function.

13.Anti-boycott Compliance

Risk Explanation

Identifying all offending boycott
language

U.S. law requires that companies refrain from agreeing to honor
boycotts of any countries against which the U.S. does not have
sanctions; this typically concerns Israel. The Company should have
procedures in place to review all tenders and contracts for boycott
language.

14.Anti-Money Laundering

Risk Explanation

Serving as a vehicle for trade
based money laundering

Criminal actors often attempt to utilize legitimate companies to
facilitate the movement of their criminal proceeds. A company that
ignores clear red flags that it is being used a conduit to move
questionable funds may be found liable for money laundering under
U.S. law. Alternatively, criminal proceeds traceable to a company’s
assets may be subject to forfeiture.

Identifying significant cash
transactions in the United
States and movement of
currency into or out of the
United States.

Any company that engages in a cash transaction in the United
States that exceeds $10,000 in U.S. currency must file a report of
that transaction with the U.S. government (known as a Form 8300).
In addition, any transportation of cash in excess of $10,000 into or
out of the United States must similarly be reported to the U.S.
government. Cash includes cash- like equivalents such as traveler
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Risk Explanation

checks and other negotiable instruments in bearer form (where title
passes upon delivery). The Company should have procedures in
place to either prohibit such transactions or outline how to identify
such transactions and file appropriate forms with the U.S.
government.

15.Competition

Risk Explanation

Agreements among horizontal
competitors

Explicit and/or tacit agreements among horizontal competitors
regarding price, non-price terms of sale (e.g., credit terms), and/or
geographic allocation of territories are typically per se unlawful.

Price information exchanges Although not per se unlawful, an exchange of (current) price
information between or among competitors can present an
opportunity to agree on actual prices and can raise serious red
flags in any antitrust investigation or lawsuit. If accompanied by
proof of impact on prices, price information exchanges can
themselves be unlawful.

Collective refusals to do
business

Agreeing with a competitor not to do business with a third party
(whether a customer or another competitor) can be, and often is,
unlawful.

Tying of products Where the seller has market power in the market for product X, it
should consult legal counsel before requiring the purchase of
separate product Y in order to obtain X. In some cases, such a tie
can be unlawful. [As a proxy for market power, courts will consider
market share – as a general rule, a share above 30% may suggest
the possibility of power].

Minimum Resale Price
Maintenance (RPM)

Agreements on resale pricing are no longer per se unlawful under
federal law. But, state law varies, and some states still view
agreements about minimum resale prices as per se unlawful.

“Gun jumping” (sharing of
information or decision-making
prior to a merger or acquisition
being consummated)

Prior to consummation of a merger or acquisition, sharing of certain
competitively-sensitive information (current prices, pricing
strategies, etc.), or joint decision-making regarding the same, can
be viewed as impermissible coordinated behavior.


