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CCPA Backstory
A tale of a personal mission…

Path to Legislation
October 12, 2017 – Mactaggart formally submits
January 1, 2020 – Effective date of the

application for ballot initiative in California.

CCPA. California Residents may begin
filing civil actions where permissible.

June 21, 2018 – Assemblyman Ed Chau
introduces Assembly Bill 375, named the
“California Consumer Privacy Act.”

July 1, 2020 – Deadline

August 31, 2018 – Senate Bill 1121,
the “Technical Corrections”
amendments bill approved.

for the Attorney General to
adopt regulations. Attorney
General may begin to
enforce the CCPA.

January 8 – February 13, 2019 – California Attorney
General Becerra hosting public forums and accepting
public comment regarding the AG’s regulations

June 28, 2018 – Last opportunity to withdraw ballot initiative. AB 375
voted on and signed into law. Mactaggart withdraws ballot initiative.

May 2018 – Mactaggart submits the signatures of 629,000 California
residents to qualify for the November 2018 statewide ballot.
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Nevada’s Revised Privacy Law (SB 220)
• Introduced February 18, 2019
• Approved unanimously
• Signed into law by Governor Steve Sisolak
on May 29, 2019.
• Amends Nevada Revised Statutes Ch. 603A
on Security and Privacy of Personal
Information.
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“Cyber/Privacy Law” in the USA? . . . A Patchwork

General laws
requiring
privacy and
security
measures

Civil or
criminal
liability for
hacking
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Contractual
duties re:
security and
breach
notification

Notification
to
individuals
and
regulators

Regulator
enforcement
consent
decrees, and
related
requirements

Sectoral
privacy and
security laws

Regulator
and industry
standards,
guidelines,
and
frameworks
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Breaches at All-Time High
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Overview and Requirements
Scope and Application

CCPA: What is a “Business”?
• Does business in California
• Collects, receives, or accesses California residents’ personal information
• Decides why and how such personal information is used, AND
• Satisfies at least one of the following criteria:
– Gross revenue over $25M per year;
– Collects or shares the personal information of >50,000 CA
consumers, households or devices per year; or
– Derives 50% or more of its revenue from selling
personal information

The CCPA also applies to an entity that controls or is
controlled by a covered business that shares common
branding.
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Nevada: What is an “Operator”?
• Owns or operates a website or online service for commercial purposes;
• Collects and maintains covered information from consumers who reside in Nevada and
use or visit the Internet website or online service; AND
• Purposefully directs its activities toward Nevada, consummates transactions with Nevada
or its residents, purposefully avails itself of the privilege of conducting activities in
Nevada or otherwise engages in any activity that constitutes a sufficient nexus with
Nevada.
• An Operator IS NOT:
– A third party acting on behalf of an owner of an Internet website or online service;
– A financial institution subject to the Gramm-Leach-Bliley Act (“GLBA”)
– A entity subject to the Health Insurance Portability and Accountability Act (“HIPAA”)
– A manufacturer, repairer or servicer of motor vehicles where data is retrieved from a connected
vehicle or provided by a consumer in connection with a motor vehicle technology or service.
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CCPA: Other Entities / Persons
Service
Provider

•
•

Other
“Person”
(we also
call it a
“Certified
Partner”)

•
•

Third
Party

•
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A for-profit entity that processes PI on behalf of a business and for a “business
purpose”
Must have a written contract that prohibits retaining, using or disclosing the PI for
any purpose (including any commercial purpose) other than:
• performing the services specified in the contract for the business; OR
• as otherwise permitted by the CCPA

Liability
Shifting

A person that receives PI for a “business purpose”
Must have a written contract that:
• prohibits the person from selling the PI;
• prohibits retaining, using or disclosing the PI for any purpose (including any
commercial purpose) other than performing the services specified in the
contract;
• prohibits retaining, using or disclosing the PI outside of the direct business
relationship between the person and the business; AND
• includes a certification that the person understands the above restrictions and
will comply with them

Liability
Shifting

An entity or person that is not a “business” and does not receive PI subject to a
written contract with a “service provider” or “certified partner.”

Selling PI? 
Notice & OptOut

Deletion
Requirements

Contractual
Certification
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CCPA: Exemptions and Exceptions
Exemptions for personal information processed pursuant to federal privacy
regimes:
• the Gramm-Leach-Bliley Act (GLBA)**
• the Driver’s Privacy Protection Act (DPPA)**
• the Health Insurance Portability and Accountability Act (HIPAA)
• clinical trial information collected under the Common Rule
**Data collected under these exemptions can arguably serve as the basis of a private right of action under
the CCPA in the event of a qualifying data breach.

PRACTICE NOTE: CCPA exempts only the personal information collected pursuant to these
statutes, but a business may collect other types that are subject to the CPPA (e.g., IP
address, cookie data, employee data, etc.)
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“Consumer”
• CCPA
– a natural person who is a California resident . . . however
identified, including by any unique identifier.
– AB 25: an amendment excluding certain employee data
has passed committee:
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• Nevada
– a person who seeks or acquires, by purchase or lease,
any good, service, money or credit for personal, family
or household purposes from the Internet website or
online service of an operator.
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CCPA: “Personal Information” is Defined Broadly
DEFINITION – Information that identifies, relates to, describes, is capable of being associated with, or could reasonably be
linked, directly or indirectly, to a particular consumer or household. Categories of PI include:

THE USUAL SUSPECTS
• Name
• SSN
• Financial Information
(exc. GLBA)
• Contact Information
• Signature
• Physical Characteristics
• Insurance Policy Number
• Other Gov’t IDs
• Health Data (exc. HIPAA)
• Passport
• Drivers License
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INTERNET OR
OTHER
ELECTRONIC
NETWORK ACTIVITY
• Search History
• Browsing History
• Cookie Data
• Interest Data
• IP Address
• Online Interactions

BIOMETRIC AND
GEOLOCATION
INFORMATION

PROFESSIONAL,
EMPLOYMENT AND
EDUCATION-RELATED
INFORMATION

SENSORY DATA
• Audio
• Electronic
• Visual
• Thermal
• Similar
Information
• Olfactory

BEHAVIORAL AND PROFILING
DATA
• Tendencies
• Products/Services Considered
• Inferences
• Interest Data
• Search History
• Products/Services Bought
• Purchasing History

PROTECTED CLASSIFICATIONS
• Race
• Citizenship
• Color
• National Origin
• Military Status
• Religion
• Gender Identity and
Expression
• Sex
• Medical Condition or Disability
• Marital Status
• Age
• Genetic Information
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Nevada: “Covered Information” is Defined Less Broadly
DEFINITION – Any one or more of the following items of PII about a consumer collected by an operator through a website or
online service and maintained by the operator in an accessible form:

First and Last
Name

Home or Other Physical
Address with a Street and
City or Town Name

Telephone Number

Social Security
Number
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Email Address

Identifier Allowing
Physical or Online
Contact

Any other information
concerning a person
collected from the
person online that in
combination with an
identifier makes the
information personally
identifiable

15

CCPA: Key Obligations
A Business must:
• Update its Privacy Notice to DISCLOSE:
– the categories of PI it collects, sells and otherwise discloses for a business
purpose;
– the categories of sources of the PI;
– the business or commercial purposes for collecting or selling the PI;
– the categories of 3rd parties with whom the business sells or otherwise discloses
the PI; and
– a description of the consumers’ rights and the designated methods for submitting
requests.
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CCPA: Key Obligations
• CONSUMER RIGHTS:
– Right to ACCESS – Provide access to the past 12 months of the consumer’s underlying
PI.
– Right to KNOWLEDGE – Provide information requested by the consumer about the
processing of that consumer’s PI.
– Right to DELETION – Delete PI upon request (and direct service providers to delete),
subject to exceptions.
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CCPA: Key Obligations
• RIGHT TO OPT OUT
– Permit OPT-OUT OF SALES to 3rd parties (including through a “Do Not Sell My
Personal Information” homepage link), subject to exceptions.
– Obtain OPT-IN CONSENT to sell PI of a child to a third party.
– Children <13 – affirmative authorization of a parent.
– Children 13-16 (or <16?) – affirmative authorization of the child.
PRACTICE NOTE: Applies when a business has “actual knowledge” of a child’s age;
business cannot “willfully disregard”.
•

Implement REASONABLE SECURITY to mitigate the risk of a security incident (and
subsequent class action).
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CCPA: Key Obligations
• TRAIN EMPLOYEES about the business’ privacy practices or compliance and on
how to direct consumers to exercise their rights.
• NOT DISCRIMINATE against consumers who
exercise their rights under the CCPA, but
some financial incentives are permissible.
• CONTRACT with and manage service
providers.
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Nevada: Key Obligations
• ESTABLISH A DESIGNATED ADDRESS through which a consumer may
submit a verified request directing the operator not to make any sale of any
covered information.
• DO NOT MAKE ANY SALE of any covered information after receiving a
verified consumer request.
• RESPOND TO A VERIFIED REQUEST within 60 days after receipt, or within
an additional 30 days if reasonably necessary and with notice to the
consumer.
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“Sale”
• CCPA

• Nevada

– Selling, renting, releasing, disclosing, disseminating,
making available, transferring, or otherwise communicating
a consumer’s personal information to another business or a
third party for monetary or other valuable consideration.

– The exchange of covered information for monetary
consideration by the operator to a person for the
person to license or sell the covered information to
additional persons.

– Does Not Include:

– Does Not Include:

• If a consumer uses or directs the business to intentionally
disclose personal information or uses the business to
intentionally interact with a third party;

•

Disclosure to a person processing the covered
information on behalf of the operator;

•

Disclosure to a person with a direct relationship with the
consumer for the purpose of provided a product or
service requested by the consumer;

• Sharing with a service provider that is necessary to perform a
business purpose;

•

Disclosure consistent with a consumers reasonable
expectations;

• Transferring to a third party as an asset that is part of a
merger, acquisition, bankruptcy, or other transaction in which
the third party assumes control of all or part of the business

•

Disclosure to affiliates; or

•

Disclosure as part of a merger, acquisition, bankruptcy
or other asset transaction.

• Sharing an identifier to alert third parties that the consumer
has opted out of sales;
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“Verified Requests”
• CCPA
– Request 1) that is made by a consumer, a consumer on
behalf of the consumer’s minor child, or a natural person
or a person registered with the Secretary of State,
authorized by the consumer to act on the consumer’s
behalf, and 2) that the business can reasonably verify,
pursuant to regulations adopted by the Attorney
General to be the consumer about whom the business
has collected personal information.

• Nevada
– Request 1) submitted by a consumer to an operator
for the purposes of directing the operator not to make
any sale of any covered information about the
consumer, and 2) for which the operator can
reasonably verify the authenticity of the request
and the identity of the consumer using
commercially reasonable means.

– A business is not obligated to provide access or
information disclosures to the consumer if the business
cannot verify that the consumer making the request is the
consumer about whom the business has collected
information or is a person authorized by the consumer to
act on such consumer’s behalf.
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Overview and Requirements
Enforcement and Penalties

Enforcement – Attorney General (AG)
Attorneys General have broad authority to enforce the laws.
CA: Each business has a 30-day cure period before the AG may bring an
enforcement action.
REGULATIONS: AG must develop rules for enforcing and updating the CCPA
by July 1, 2020.
PENALTIES:
• CA: Injunction; civil penalty of $2,500 or (if intentional) $7,500 per violation.
• NV: Injunction; civil penalty not to exceed $5,000.
Orrick | June 25

24

CCPA Enforcement – Private Right of Action
• Consumers may bring an action when personal
information is subject to unauthorized access and
exfiltration, theft or disclosure as a result of a
failure to implement and maintain reasonable
security measures.
• Statutory damages of $100-$750 “per consumer
per incident,” or actual damages, whichever is
greater; injunctive or declaratory relief.
• 30-day notice and cure period (as with AG
enforcement) before filing.
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CCPA Enforcement (Cont’d)

SB-561 (if passed) would expand the private right
of action to any violation of rights under the
CCPA.
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Overview and Requirements
CCPA v. GDPR Comparison

CCPA v. GDPR Covered Entities and Individuals

GDPR

CCPA

Who Must Comply
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For-profit entity (“business”):
• Doing business in CA,
• Collecting PI of consumers,
• Controlling use of PI, and
• Meeting revenue / data threshold
Any person acting as “controller” or
“processor”:
• Established in EU,
• Offering goods/services in EU, or
• Monitoring subjects in EU

Who Is Protected

Individuals who are California
residents (“consumers”).

All identified or identifiable
individuals (“data subjects”).
No citizenship or
residency requirement.
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CCPA v. GDPR What is Protected

GDPR

CCPA

In-Scope Information
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“Personal Information”
Identifies, relates to, describes, is
capable of being associated with,
or could reasonably be linked with
a particular consumer or
household.

“Personal Data”
Relates to a data subject.

Exceptions
Carveouts Include:
• GLBA data
• FCRA data
• CFIPA data
• Aggregate data
• Deidentified data

Anonymous info is exempt and
some financial data may be more
easily processed through
pseudonymisation
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CCPA v. GDPR Compliance items

CCPA

GDPR
Legal Bases

Incentives and NonDiscrimination
Minors < 16
Affirmative Consent
for Data Sales

Notice and
Transparency
Consumer Rights
Data Security
Vendor Contracts

Internal
Documentation and
Recordkeeping
DPO and DPIAs
Data Transfer
Mechanism
Minors < 16
Parental Consent
for Processing

There are significant differences between the CCPA and GDPR, even where the regimes overlap. GDPRcompliant notices, policies and procedures will need to be revised or expanded to align with the CCPA.
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Potential Impact

Potential Impact - AdTech
• Are companies in the AdTech ecosystem businesses/operators?
– Publishers:
– CCPA & Nevada: Yes, if collecting personal information, as defined.
– Advertisers:
– CCPA: Likely. (Receives or accesses California residents’ personal information)
– Nevada: Likely no. (Must own or operate an Internet website or online service)
– Third Parties – e.g., SSPs, DSPs, Exchanges, Servers, DMPs:
– CCPA: Yes. (Receiving and selling personal information)
– Nevada: Likely no. (Must collect covered information from consumers who use or visit
the website or online service owned or operated by the operator).
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Potential Impact – AdTech (Cont’d)
• Is AdTech data Personal/Covered Information?
– CCPA – YES - Personal information includes:
– Unique personal identifiers, online identifiers, IP addresses, cookies, beacons,
pixel tags, mobile ad identifiers, persistent or probabilistic identifiers email
addresses, internet activity information, browsing history, search history,
geolocation data, purchasing or consumer history or tendencies, inferences
reflecting a consumers preferences, characteristics, psychological trends,
predispositions, behavior, attitudes, intelligence, abilities and aptitudes.

Probabilistic identifier
means the identification of a
consumer or a device to a
degree of certainty of more
probable than not.

– Nevada – POTENTIALLY - Covered information
includes:
– Email address, an identifier that allows a specific person to be contacted
either physically or online and any other information concerning a person
collected from the person through the Internet website or online service of the
operator and maintained by the operator in combination with an identifier in a
form that makes the information personally identifiable.
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Potential Impact – AdTech (Cont’d)
• Are companies in the AdTech ecosystem selling personal/covered information?
– Publishers:
– CCPA & Nevada: It depends.
» CCPA “Sale”: Selling . . . making available . . . or otherwise communicating a consumer’s personal
information . . . for monetary or other valuable consideration.
» Nevada “Sale”: The exchange of covered information for monetary consideration . . . to a person for the
person to license or sell the covered information to additional persons.

– Advertisers:
– CCPA & Nevada: No, they only buy audiences.
– Third Parties – e.g., SSPs, DSPs, Exchanges, Servers, DMPs:
– CCPA: Yes. (Receiving and selling personal information).
– Nevada: N/A. Third-parties are likely not operators, unless the interpretation of the law is expanded to
include the types services in the AdTech ecosystem.
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Potential Impact
CCPA: A company may be acting as both a Business and a Service
Provider under the current formulation of the CCPA
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Risk Mitigation Efforts – Compliance Program
Companies will have to determine the scope of their compliance efforts
By Engagement
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Geographically
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Risk Mitigation Efforts – Vendor and Client
Contracts
• No affirmative requirement in CCPA or Nevada for a business to have a
contract in place with service providers (in other words, nothing like
Article 28 of GDPR).
• However, two obvious benefits of proper contracting:
– Avoid the “Do Not Sell My Personal Information” button because
true “service providers” and “certified partners” are exempted; AND
– Liability shifting where relationship is a true “service provider” or
“certified partner”

Orrick June
|
25
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Risk Mitigation Efforts - Insurance
Consider whether the laws obligations and risks impact companies’ cyber
insurance coverage.
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Build On Existing Practices

Article 30 Record of
Processing
Personal Information
inventory

Processor, Vendor
and Third Party
Management
Service Provider and
Certified Partner
Handbook

Privacy Notices
Supplemental Regional
Disclosures

Data Security and
Incident Response
Address Risks Relating
to CCPA Private Right of
Action

Data Subject Request
Mechanism and
Protocol
Supplemental Consumer
Rights Guidelines

Training
Supplemental Training
Program
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Orrick’s CCPA and GDPR Readiness Assessment
Tools

Test your company against the
provisions under the CCPA

Stress test your company against
the provisions under the GDPR

•

Receive a complimentary report
summarizing the likely key impacts

•

Receive a complimentary report
summarizing the likely key impacts

•

Use the report to develop your CCPA
project plan

•

Use the report to develop your GDPR
project plan

Visit:
orrick.com/Practices/CCPA-Readiness
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The Future of the CCPA and Privacy
Regulation

CCPA Amendments
The California Legislature is currently evaluating several proposed amendments to the CCPA:

• AB 25: Exempting data collected in the context of an employer-employee
relationship.
• AB 873: Clarifying the limited of the definitions of “personal information” and
“de-identified information”.
• AB 874: Exempting public records from the scope of “personal information”.
• AB 846: Exempting loyalty programs from the non-discrimination restrictions.
• AB 1564: Providing alternatives to the requirement that businesses must
establish a toll-free number.
• AB 981: A bill proposing privacy requirements to the insurance code
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Domino Effect?
• California is a leader in state-enacted privacy law.
– Passed the first state data breach law in 2002.
– By 2018, all 50 states had similar laws 
“patchwork” regulation (no federal law)
• CCPA has already likewise become a model for
other states:
– 15 states have already proposed new privacy
laws.
– Expect differing approaches to notice
requirements, data portability, consumer rights,
etc.
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Federal Privacy Law?
• Recent momentum
– Industry interest
– Advocacy groups
– White House support?
• Notable proposals
– Data Care Act of 2018: fiduciary duties for online service providers
(care, loyalty, confidentiality)
– Privacy Bill of Rights Act: would require the FTC to promulgate
regulations that grant rights to consumers.
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• “We should be cautious in balancing the legitimate privacy needs of individuals with the
important contributions the Internet has made to increase our societal knowledge
45
sharing capabilities.” – Sen. Marco Rubio

Questions?

Orrick’s Privacy Law Webinar Series
Part 2: New U.S. Privacy Laws Impact on Fintech Companies,
Products and Services
Webinar | July 30, 2019 | 12pm – 1pm (Eastern Standard Time)
This webinar will cover what the new era of data regulation means to the highly sensitive
data that fintech companies, products and services handle.
• What are the contours of the Gramm-Leach-Bliley Act (GLBA) and Fair Credit
Reporting Act (FCRA) exceptions?
• How do the laws pertain to businesses versus service providers versus certified
partners?
• How to fold the new laws into your existing privacy diligence.
• What the new laws mean for your use of personal information.
Presenters
Heather Sussman, Global Co-Chair

Barrie VanBrackle, Co-Leader

David Curtis, Law Clerk

Cyber, Privacy & Data Innovation

Fintech

Cyber, Privacy & Data Innovation
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Heather Sussman
Heather Egan Sussman is Global Co-chair of Orrick’s Cyber,
Privacy & Data Innovation practice, and the leader of
Orrick’s Boston Office. Her practice focuses on privacy,
cybersecurity and information management, and she is
ranked by Chambers USA and The Legal 500 United States
as a leader in her field. Chambers explains companies turn
to Heather because she is "generous with her time and
endeavors greatly to educate her clients and understand a
given client’s risk profile."

Partner
Boston
T 617-880-1830 E hsussman@orrick.com
Honors
●

Chambers USA 2019

●

The Legal 500 United States 2019

●

Cybersecurity Docket’s "Incident Response 30″ 2016, 2018,
2019

●

Massachusetts Lawyers Weekly "Top Women of Law" 2015

●

Best Lawyers 2018-2019

Education
•

J.D., Boston College Law School, 2000

•

B.A., University of Massachusetts Dartmouth, 1996, magna
cum laude

Heather routinely guides clients through the existing patchwork of
laws impacting privacy and cybersecurity around the globe. In
the U.S. this includes advising on federal and state laws such as
FCRA, ECPA, TCPA, HIPAA, CAN-SPAM, GLBA, California’s
Consumer Privacy Act, state breach notification laws, and state
data security laws, as well as existing self-regulatory frameworks,
including those covering online advertising and payment card
processing. Outside of the U.S., she manages teams of talented
counsel around the world to deliver seamless advice for clients
that operate across many jurisdictional lines, developing
comprehensive privacy and cybersecurity programs that address
competing regulatory regimes. She drafts online privacy notices
for global rollout and implements data transfer mechanisms for
the free flow of data worldwide.
Heather also helps clients develop and achieve their data
innovation strategies, so they can leverage the incredible value
of data and digital technologies in ways that not only meet

compliance obligations, but also support innovation, deliver value
to the business, meet security needs and solidify brand and
consumer trust.
Heather devotes a significant part of her practice to helping
clients reduce the risk of privacy and security incidents, and she
offers a comprehensive menu of services designed to do just
this. In the event of a privacy or security breach, she helps
companies respond, successfully guiding them through
investigation, remediation, notification and any ensuing
government inquiries. Companies routinely rely on her to
manage their response to catastrophes, investigations and
government probes involving conduct by employees, contractors
and third parties.
Heather guides clients through comprehensive privacy and
cybersecurity assessments worldwide, vets privacy and security
risks in corporate transactions, conducts internal investigations
stemming from data incidents, and she drafts and negotiates
contracts concerning data-related vendors and arrangements.
She regularly counsels businesses on how to mitigate risks
associated with the collection, use, retention, disclosure, transfer
and disposal of personal data.
Her clients come from diverse business sectors, including
technology, financial services, retail, consumer products, energy
and infrastructure, healthcare and life sciences, manufacturing,
food and beverage, media, academic institutions, service
industries.
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Matthew Coleman
Matthew Coleman is a privacy and data security Law Clerk.
His practice focuses on privacy, information security,
intellectual property transactions and consumer protection.
Earlier in his career, Matthew was an Enterprise Privacy
Solutions Manager for TRUSTe, a San Francisco-based data
management consulting and certification firm, and an
adjunct law professor of Privacy Law at Santa Clara
University.

Law Clerk
New York
T 212-506-3569

E matthew.coleman@orrick.com

Education
•

JD, Santa Clara University School of Law, 2013; Emery
Merit Scholar; High Tech Excellence Award; ABA-BNA
Award for Excellence in Intellectual Property Law

•

BA (Psychology and Philosophy), with Honors, Wilfrid
Laurier University, 2011

Practice Areas
•

Cyber, Privacy & Data Innovation

•

Intellectual Property

•

Government Investigations and Enforcement Actions

•

Fintech

Matthew is a Certified Information Privacy Manager and a
Certified Information Privacy Professional with a specialization in
United States privacy law. Matthew leverages years of
experience in researching, auditing, counseling, and litigating
complex, multi-jurisdictional issues surrounding data privacy and
information governance. Matthew focuses his practice on helping
clients develop privacy programs to meet the requirements of an
incomplete patchwork of data privacy and security laws, both in
the U.S. and abroad, including HIPAA, GLBA, FCRA, ECPA,
COPPA, CAN-SPAM, CASL, PIPEDA, and the EU Data
Protection Directive. He also has extensive experience guiding
clients through various self-regulatory privacy programs such as
the EU-US Privacy Shield, Binding Corporate Rules, Standard
Contractual Clauses, APEC CBPRs, and sectoral programs
covering online behavioral advertising including the DAA, EDAA,
IAB, and the NAI.

keep clients on the safe side of the watchful eye of the law. His
understanding of overarching data management best practices
help him counsel beyond the letter of the law, but also facilitate
worldwide expansion, interoperable business processes, and
innovative uses of consumer data while maintaining user trust.
His all-encompassing approach involves developing and
executing internal and external policies for the collection, use,
disclosure, sharing, retaining, transferring, and destruction of
personal information. This includes managing contractual
relationships with vendors, employees, acquired entities, and
creditors as well as the operationalization of regular privacy
impact assessments. In the event of a data incident, Matthew
can assist with their response, auditing, and remediation needs.
Through law school, Matthew worked for the Federal Trade
Commission, pursuing enforcement actions in their Bureau of
Consumer Protection and Samsung, prosecuting and
administering patents and licensing transactions.

Matthew leans on his experience working for federal regulators to
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