
 

The RFG Weekly Roundup™ provides weekly thought leadership alerts on developments 

and trends of interest to the investment offices of non-profit endowments and 

foundations, available to members of the Regulatory Fundamentals Group. 

 

New E.U. Data Regulation Affects Businesses 

Worldwide, Has Significant Sanctions 
 

This week, Christian Schröder, Head of IP/IT and Data Privacy, Germany at Orrick, Herrington 

& Sutcliffe LLP shares his thoughts on the new E.U. Data Protection Regulation. Should you 

have any questions, do not hesitate to contact RFG or Christian. 

 

On April 14, 2016, the European Parliament adopted the General Data Protection Regulation 

("GDPR"). The GDPR finally harmonizes the E.U. data privacy law with some drastic changes. 

Its provisions will be directly applicable in all E.U. Member States beginning May 25, 2018. Do 

not get fooled by this date, actions need to be taken now in order to be prepared for these 

changes and such changes may be important for U.S. investors because companies they 

invest in, or managers they invest with, may be subject to significant penalties, as noted below. 

 

Severe Sanctions: Companies that are non-compliant with the GDPR will face a significantly 

increased risk of sanctions. Administrative fines of up to EUR 20 million (approx. 

USD 22,385,000) or 4% of the annual yearly worldwide turnover of a company could be 

issued. This applies, for example, for breaches of requirements relating to international 

transfers or the basic principles for processing, such as conditions for consent. 

 

Wider Scope: In the future, the number of companies outside the E.U. that fall under the scope 

of the E.U. data privacy laws is going to increase. The GDPR will apply, for example, to data 

processing activities of data controllers or data processors with an establishment in the E.U. In 

addition to that, businesses worldwide that wish to operate in the E.U., provide services and 

goods to residents in the E.U., or monitor the behavior of such residents, will need to comply 

with the new law since an establishment in the E.U. is no longer a requirement for the 

applicability of the GDPR. 

https://www.orrick.com/lawyers/christian-schroeder/Pages/default.aspx


 

 

Stronger Incentives for a Compliance Organization: Companies will likely have to invest in a 

much broader data protection compliance organization. They will have to implement 

appropriate privacy policies, conduct data protection impact and risk assessments as well as 

compliance checks on a regular basis. The assessments and checks will have to be 

documented to mitigate risks in case of a supervisory investigation. 

 

Compliance with data protection will have more influence on day-to-day decision making and 

may lead to less business-friendly data processing. Many companies will need to appoint a 

data protection officer. In some countries, e.g., Germany, the appointment of a data protection 

officer is already mandatory in many cases. In addition, the principles of privacy by design and 

privacy by default apply and need to be followed. Companies are required to take data privacy 

into account from the start of any product design and development process. 

 

International Data Transfers: Under the GDPR, transfers of personal data to countries outside 

of the E.U. that do not provide an adequate level of protection for such data are prohibited. 

"Safe Harbor framework" based personal data transfers are invalid and the "E.U.-U.S. Privacy 

Shield" is still under construction. E.U. Model Clause Contracts and Binding Corporate Rules 

are alternative transfer mechanisms. 

 

Why should US investors care?  

Investors in companies that fall under the scope of the GDPR should take a closer look at the 

target company's data privacy management and critical topics in this area (e.g., have 

necessary data processing agreements been entered into, are service providers that provide 

services to E.U. residents prepared for offering GDPR compliant services, which applies in 

particular to new analytical services, or which restrictions apply to internal data sharing 

between a newly acquired target company and another group of companies? It’s not too early 

to start asking diligence questions around the ability and expenses associated with 

compliance. 
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