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GDPR/Data Protection Act Overview — Definitions O

The GDPR and the Data Protection Act in the UK regulates the "processing” of
“[sensitive] personal data”

“personal data”

* Any information relating to an identified or identifiable individual.

“sensitive personal data”

= Special category of personal data, defined as information concerning and indvidual's:

v Race orethnicity
+ Political opinions

Religious or other philosophical beliefs
v Trade union membership
- Physical ormental health informaton
v Sexual preferences
v Genetic or biometric data

“processing”

* Essentiallythis means using the personal data in any way.

* Such as “collecting recording; organising; struduring; stonng; adapting or altering; retrieving; consulting; using; disclosing by
transmission, dissemination or otherwise making available; aligningor combining; restriding; erasing; or destroying'.



Principles of Processing Personal Data

Lawfulness, fairness
& transparency

Purpose limitation

Data minimisation

Storage limitation

Integrity &
confidentiality

yember 18 Accountability

«~ Personal data shall be processed lawfully, fairly and in a transparent manner.

Personal data shall be collected for specified, explicit and legitimate purposes.

Personal data shall be adequate, relevant and limited to what is necessary in relation to
the purposes for which they are processed.

Personal data shall be accurate and, where necessary, kept up to date.

Personal data shall be kept in a form which permits identification of data subjects for no
longer than is necessary for the purposes for which the personal data are processed.

Personal data shall be processed in @ manner that ensures appropriate security of the
persona data, including protection against data breaches.

The controller shall be responsible for, and able to demonstrate compliance with, the
above principles.



Data Subject Access Requests

Data Subject Access Requests

The GDPR provides for new and enhanced nights for indviduals in relation to their personal data:

Right of access. The right to receive a copy of their Personal Data and to obtain various details about
the processing;

Right to data portability. The right to receive their personal data in a structured, commonly-used and
machine readable format and have the right to transmit that information to another data controller.

Right to rectification. The right to obtain rectification of their personal data without undue delay
where that personal data is inaccurate or incomplete.

Right to erasure. The right to obtain the erasure of their Personal Data without undue delay in certain

circumstances, such as where the Personal Data is no longer necessary in relation to the purposes for
which it was collected or processed.

Right to restriction. The right to obtain the restriction of the processing undertaken by the company
on their Personal Data in certain circumstances, such as where the accuracy of the Personal Data 1s
contested by the Team Member, for a perniod enabling the company to verify the accuracy of that

Personal Data.

These nghts apply only in certain circumstances and there are also various exemptions.

ICO complaints and responses



Consent

The GDPR sets a high standard for consent. It must:

* Be unambiguous, involve a clear affirmative action (an opt-in), provide distinct (‘granular’)

consent options for distinct processing operations, be capable of being withdrawn and be
freely aiven.

* Employers must keep clear records to demonstrate consent.

* The GDPR gives a specificright to withdraw consent. Employers need to tell employees
about their right to withdraw, and offer them easy ways to withdraw consent at any time.
This should also be well documented.

» Employers should review existing consents and consent mechanisms to check they meet
the high GDPR standard.



Background Checks O

* Depends on what you are checking and why — relevant and necessary for the role
» Criminal records — DBS system - spent and unspent convictions

» Requiring the employee to obtain criminal record by subject access request is criminal
offence under Section 184 of the Data Protection Act 2018

» Third party vendors
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Germany (1/5) O

* May the works council denigrate the employer to the data protection
authorities?

— Principle of trustful cooperation
— Only after prior reporting to employer and DPO?



Germany (2/5) O

+ Will employees claim damages for data breaches?

— So far only damages granted in the event of a serious violation of the
right of personality

— Now sufficient that immaterial damage has occurred
— Labor courts will likely grant higher immaterial damages than pre-GDPR



Germany (3/5) O

 What should be done if employees assert claims to information?

— Employees increasingly asserting claims for information
— Right of access to personal data which are processed by the employer

— Comprehensive catalogue of information that employer must provide
— Information to be provided without delay and generally within one month

— Be prepared!



Germany (4/5) O

+ When must employee data be deleted?

— Delete personal data without delay where they are no longer necessary
for the purposes for which they were collected or otherwise processed

— During the ongoing employment relationship, but especially after end of
employment

— Part of a company-wide deletion concept that captures all types of data
— Statutory provisions

— Statute of Iimitations



Germany (5/5) O

« What must be taken into account when drawing up shop
agreements?

— Shop agreements can be legal basis for processing of employee data

— Specific requirements, I.a. include provisions on the fundamental rights
of data subjects and the transparency of processing

— Need to adapt "old" works agreements

— Transparency and intended purpose of processing
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A New Complex Legal Framework o

In France, the GDPR’s entry into force substantially complexified the legal framework employers have to comply with :

Before the GDPR After the GDPR

Law n® 78-17 of 6 January 1978
Law n° 78-17 of 6 January 1978 on as amended by Law n® 2018-

information technology, data files and civil 493 of 20 June 2018

liberties o
GDPR

[

An ordinance aiming at harmonizing/simplifying this legal
framework is expected by the end of 2018/early 2019



A New Global Approach

Before the GDPR: After the GDPR
prior formalities with the CNIL compliance

S * Records of data
nor simplified aeclaration processing activities

Prior declaration « Data Protection Impact
Prior authorization Assessment




Reinforcement of the CNIL’s powers (French Supervisory Authority) ‘

The CNIL 1s the Independent Supervisory Authority responsible for monitoring the

c N I L B application of this GDPR. lts powers have been increased, and now may notably fine employers

COMMISSION NATIONALE for way higher amounts
INFORMATIQUE & LIBERTES

€150.000 maximum fine €10.000.000 / €20.000.000 or
(In practice, employers rarely €3.000.000 maximum fine 2% | 4% of the company’s annnual
received fines over € 10.000) worldwide turnover maximum fine
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Strengthened Protections for the Employees’ Personal Data ‘ ’

New protections deriving from the GDPR, notably :
» Extension of the right to data portability (previously limited to consumer law):;
» An emphasize on the employee’s consent to personal data processing:.

» Abroader information of the employees.

These new protections are already producing new trends in litigatiol




Employees may Obtain Damages through Union-led Class Actions ‘

New possibility for employees to obtain damages though union-led class actions

The impact that this new tool will have is difficult to assess, as class actions are new In the French legal system

First Employment law class actions:

First class action in the Discrimination class action & Class action aiming at putting an
French Iegal system class action to put an end to a data end {0 a data protection violation
(consumer law) protection violation (no damages possible) and asking damages

After the GDPR




Areas that may not be Strongly Impacted by the GDPR ‘

1 2
Background Role of staff
checks, hiring representative

processes bodies
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The new Italian Privacy Code (Legislative Decree no. 196/2003) as modified and
implemented by the Legislative Decree no. 101/2018: main provisions

IN GENERAL

IN THE CONTEXT OF THE

EMPLOYMENT RELATIONSHIP

 ADJUSTMENT OF THE ITALIAN RULES ACCORDING TO THE PROVISIONS OF THE GDPR (ARTT. 1 AND 2)

* THE REFERENCE TO LAWS AND REGULATIONS AS A LEGAL BASIS AND A PREREQUISITE FOR THE
LAWFULNESS OF PROCESSING «FOR THE PERFORMANCE OF A TASK CARRIED OUT IN THE PUBLIC
INTEREST OR IN THE EXERCISE OF OFFICIAL AUTHORITY» (ART. 2-TER )

 THE FUTURE PROMOTION OF ETHICAL RULES BY THE ITALIAN PRIVACY AUTHORITY (ART. 2-QUATER)

* DEFINITION OF ALL CASES OF MAJOR PUBLIC INTEREST FOR WHICH THE PROCESSING OF SPECIAL
CATEGORIES OF PERSONAL DATA IS NECESSARY (ART. 2-SEXIES)

* THE ITALIAN PRIVACY AUTHORITY SHALL ISSUE A MEASURE (EVERY TWO YEARS) SETTING OUT THE
RELEVANT GUARANTEE MEASURES FOR THE PROCESSING OF GENETIC, BIOMETRIC AND HEALTH DATA
(ART. 2-SEPTIES)

THE ITALIAN PRIVACY AUTHORITY WILL
PROMOTE THE ADOPTION OF ETHICAL
RULES CONCERNING THE EMPLOYMENT
RELATIONSHIP (ART. 111 OF THE
LEGISLATIVE DECREE NO. 196/2003)

THE INFORMATION SET FORTH BY ART.
13 OF GDPR, IN CASE OF RECEIPT OF
CURRICULA SENT BY WORKERS, SHALL
BE GIVEN AT THE MOMENT OF THE
FIRST CONTACT WITH SUCH WORKER
AFTER THE RESUME HAS BEEN SENT;
AND IN SUCH CASE THE CONSENT TO
PERSONAL DATA TREATMENT WILL NOT
RESULT NECESSARY (ART. 111-BIS)




IN GENERAL

IN THE CONTEXT OF THE
EMPLOYMENT RELATIONSHIP

PRINCIPLES WITH REGARD TO THE PROCESSING OF DATA RELATING TO CRIMINAL CONVICTIONS AND
OFFENCES (ART. 2-OCTIES)

LIMITATIONS OF THE RIGHTS OF DATA ACCESS (ART. 2-UNDECIES)

ARRANGEMENTS FOR LODGING A COMPLAINT, IN ADDITION TO THE ONE TO THE ITALIAN PRIVACY
AUTHORITY, TO THE ORDINARY JUDICIAL AUTHORITY (ART. 13)

THE PROVISION FOR NEW OFFENCES (ART. 19)

THE HANDLING OF PREVIOUSLY SUBMITTED BUSINESS, ONLY IF DECLARED TOPICAL (ART. 19)

PREVIOUS ETHICAL AND GOOD CONDUCT CODES SET FORTH BY THE PREVIOUS ITALIAN PRIVACY CODE
WILL STILL BE IN FORCE FOR 1 YEAR (ART. 20)

THE GENERAL AUTHORIZATIONS RELEASED BY THE ITALIAN PRIVACY AUTHORITY STILL REMAIN IN
FORCE FOR A TRANSITIONAL PERIOD OF 150 DAYS (ART. 21)

FOR THE FIRST 8 MONTHS AFTER LEGISLATIVE DECREE NO. 101/2018 IS EFFECTIVE, IN APPLYING
ADMINISTRATIVE SANCTIONS THE ITALIAN PRIVACY AUTHORITY WILL TAKE INTO ACCOUNT «THE FIRST
PHASE OF APPLICATION OF THE SANCTIONING PROVISIONS» (ART. 22)

APPLICATION OF ART. 8 OF THE ITALIAN
STATUTE OF EMPLOYEES TO DATA
COLLECTION (ART. 113 OF LEGISLATIVE
DECREE NO. 196/2003)

APPLICATION OF ARTICLE 4 OF THE
ITALIAN STATUTE OF EMPLOYEES WITH

REGARD TO REMOTE CONTROL (ART. 114
OF LEGISLATIVE DECREE NO. 196/2003)

OBLIGATION TO GUARANTEE, IN CASES OF
REMOTE WORK, THE RESPECT FOR THE

PERSONALITY AND MORAL FREEDOM OF
THE WORKER (ART. 115 OF LEGISLATIVE
DECREE NO. 196/2003)




Employer Essentials: The Consent O

No need for consent for the processing of personal data of the employee, to the extent that at least one of the
conditions pursuant to art. 6 of the GDPR applies and, in particular:

letter b). «processing is necessary for the performance of a contract to which the data subject is party or in order to take steps at the request of
the data subject prior to entering into a contract»

No need for consent for the processing of «special categories» of personal data of the employee, to the extent that at
least one of the conditions pursuant to art. 9 of the GDPR applies and, in particular:

b): «processing is necessary for the purposes of camying out the obligations and exercising specific rights of the controller or of the data subject in
the field of employment and social security and social protection law»

C). «processing is necessary to protect the vital interests of the data subject or of another natural person»
f). «processing is necessary for the establishment, exercise or derense or legal claims»
g): «processing is necessary for reasons of substantial public interest, on the basis of Union or Member State law»

h): «processing is necessary for the purposes of preventive or occupational medicine, for the assessment of the working capacity of the
employee»



...the consent in relation to data relating to criminal convictions O

and offences

No need for consent for the
processing of data relating
to criminal convictions and

offences, to the extent that
at least one of the
conditions pursuant to art. 6
of the GDPR applies, but a

specific rule at art. 10 of the

GDPR. 1s provided

=

«Processing of personal data
relating to criminal convictions
and offences or related

security measures based on
Article 6(1) shall be carried out
only under the control of

official authority or when the
processing Is authorised Dy
Union or Member State law
providing  for .':1;::1;:bn':r,f.:vr:rlarf_%ﬂ
safeguards for the rights and
freedoms or data subjects»

art. 2—octies of the Legislative Decree n. 196/2003 (as
implemented by the Legislative Decree n. 101/2018),
maintaining the conditions for use set out in art. 10,
GDPR, provides that the processing of such data is

allowed only if authorized by a law or regulation or, failing
that, by a decree issued by the Ministry of Justice: until

the adoption of the latter, the processing of the data in
question is authorized only if in implementation of
memoranda of understanding for the prevention and

combating phenomena of organized crime stipulated with
the Ministry of the Interior or with the prefectures - UTG,
subject to the opinion of the Italian Privacy Authority




Employer Essentials: Background Checks O

Art. 113 of the Legislative Decree no. 196/2003, in relation to data collection and relevance of them, provides for the
application of art. 8 of the Italian Statute of Employees

Art. 8 of the Italian Statute of Employees

«For the purposes of recruitment, as in the course of the employment relationship, the employer is prohibited from carrying out investigations,
including through third parties, on the political, religious or trade union opinions or the worker, as well as on facts that are not relevant for the

Urposes of assessing the worker's professional aptitude»

The Italian case-law The rulings of the Italian Privacy Authority
According to the Italian case-law, infringement of Article 8 Also the ltalian Privacy Authority has repeatedly stressed

-

occurs whenever investigations ar N opinions or the need to ensure compliance with Article 8 as regards
facts which do not serve to assess the worker's investigations and aptitude tests prior to the recruitment

professional abilities phase




Employer Essentials: Access Request

Art. 15 of the
GDPR

« The data subject shall have
the right to obtain from the
controller confirmation as to
whether or not personal data
concerning him or her are
being processed, and, where
that 1s the case, access (o the
personal data...»

More informationthan before
«...and the rollowing information», including:

letter c): «the recipients or categories of recipient to whom the personal data have been or
will be disclosed»

letter d): «where possible, the envisaged period for which the personal data will be stored,
or, If not possible, the criteria used to determine that period»

par. 2. «Where personal data are transferred to a third country or to an international

organisation, the data subject shall have the right to be informed of the appropriate
safequards pursuant to Article 46 relating to the transfer»

Moreover, pursuant to Artt. 13 and 14 of the GDPR, the controlier shall provide the data subject with some information on the processing of data
and, among others, «the existence of the right to request from the controller access to and rectification or erasure of personal data or restriction of

processing concerning the data subject or to object to processing as well as the right to data portability»



Employer Essentials: Cross-Border Transfer (to extra UE countries) ‘ )







