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You've probably seen a lot of privacy forecasts for 2022 during the past few weeks. Here's one that
reflects the collective thoughts of our diverse privacy team, which includes former high level officials
from the FTC and State AG offices, and practitioners who have been advising clients about privacy
for over 30 years.

Note: Our team will discuss these issues, along with practical suggestions for how companies can
tackle privacy challenges, in a January 26 webinar at 4 pm ET. Please tune in! You can register here.

e State privacy developments will continue to drive much of the U.S. privacy debate.

o California and Colorado will launch rulemakings to implement their laws, setting an
example for other jurisdictions and prompting industry changes even beyond their borders.
Meanwhile, companies will be gearing up for the effective dates of all three state laws
(January 1, 2023 for California and Virginia, and July 1, 2023 for Colorado).

o With multiple bills already pending in other states, we may see additional state laws by
year’s end. Draft bills introduced thus far suggest a range of approaches that vary from
existing laws, suggesting compliance may become even more complex in the coming year.

o Even states without comprehensive privacy laws will seek to use their “unfair and
deceptive” trade practice authority in increasingly creative ways to address privacy. A
recent example is Arizona’s effort to challenge Google’s collection and use of location data.

e The FTC will pursue an aggressive privacy agenda, pushing the boundaries of its
legal authority and seeking to move the goalposts governing data collection, use,
and sharing.

o It will launch a broad “surveillance” rulemaking under its Magnuson-Moss procedures,
seeking strict limits on personalized advertising, lax security practices, and algorithmic
discrimination. (As we discuss here, though, the rule will likely take years to complete.)

o It will increase enforcement of sectoral privacy laws and rules (e.g., FCRA, COPPA, GLB
Privacy, Red Flags), so it can get monetary relief, post AMG. It also will try to obtain
settlements for alleged violations of the Health Breach Notification Rule - which it
“clarified” in a 2021 policy statement covers virtually all health apps.

o It will focus on tech platforms and other large companies, through both aggressive
enforcement and high-profile studies, such as its upcoming report on social media


https://podcasts.apple.com/zw/podcast/top-privacy-issues-to-watch-in-2022/id1457734764?i=1000548459585
https://kelleydrye.zoom.us/webinar/register/WN_yluCB8JSR8KoPQp30Gldbw
https://www.azag.gov/sites/default/files/2021-05/Complaint%20%28redacted%29.pdf
https://www.adlawaccess.com/2022/01/articles/the-ftcs-magnuson-moss-rulemaking-process-still-an-uphill-climb/
https://www.adlawaccess.com/2021/04/articles/supreme-court-finds-section-13b-of-the-ftc-act-does-not-allow-for-monetary-remedies/
https://www.adlawaccess.com/2021/09/articles/health-and-fitness-apps-and-iot-technologies-should-take-note-ftc-expands-interpretation-of-its-health-breach-notification-rule/
https://www.ftc.gov/news-events/press-releases/2020/12/ftc-issues-orders-nine-social-media-video-streaming-services

companies.

o In all of its privacy cases, the FTC will seek stringent remedies, including data deletion,
bans on conduct, notices to consumers, stricter consent requirements, individual liability,
and significant monetary relief based on a range of creative theories. (See our scorecard
on the FTC’s use of such theories here.)

¢ Other federal agencies will flex their muscles on privacy and data security,
scrutinizing and regulating companies within their areas of jurisdiction.

o For example, the CFPB recently ordered the tech giants to turn over information regarding
the data practices of payments systems they operate. The FCC just moved to update
breach reporting requirements under the CPNI rules. And the SEC just fined eight broker-
dealers and investment companies for their “deficient cybersecurity procedures.”

o Expect these types of actions to accelerate in the coming year, as privacy continues its
ascent as a top regulatory, consumer protection, and risk management issue.

e Developments in and around the tech platforms will continue to have ripple effects
across the entire marketplace.

o The tech platforms (yeah, them again) will continue to tighten their rules governing data
sharing, third-party cookies, use of identifiers, and access to their platforms, forcing other
companies to develop new ways to market their brands.

o “Big tech” antitrust challenges will advance through legislatures and the courts, requiring
policymakers and enforcers to finally confront the tension between competition interests
(which seek to expand access to data) and privacy interests (which seek to /imit access).

¢ Cross border data transfers will become ever more difficult, as Privacy Shield
remains unresolved and the EU accelerates GDPR enforcement.

o For example, Austria’s DPA recently held that Google Analytics violated the GDPR when it
transferred to the U.S. EU citizens’ IP address and identifiers in cookie data,
notwithstanding Google’s claim that it had protective measures in place.

o Further, the record fines being obtained for GDPR violations (a reported seven-fold spike in
2021) will increase the peril for multinational companies that transfer data as part of their
operations.

e The plaintiff’s bar will continue to test the limits of addressing privacy in private
litigation, despite some setbacks in 2021.

o The setbacks include the high bar set by the Supreme Court regarding the proof of harm
necessary to confer standing in privacy cases. In addition, neither Virginia nor Colorado
included a private right of action in their comprehensive privacy laws.

o However, the California law includes a private right of action for data breaches, and
pending legislative proposals in other states include private rights of action for privacy,
security, or both. Plaintiffs also are employing other statutory frameworks to address
privacy, such as the contract laws cited in the recent class action against Zoom, and the
call recording laws cited in session-replay lawsuits.
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¢ Congress will continue to debate whether to pass a federal privacy law.

o Yes, it's safe to assume that the never-ending debate will continue! The harder question is
whether Congress will finally pass anything.

o It's possible. Businesses have never wanted a federal privacy law more - to deal with the
specter of more state privacy laws, “overreach” by the FTC, the EU’s heightened
enforcement efforts, and the overall confusion created by fragmented privacy regimes
(i.e., all of the issues discussed above).

o The more likely scenario, however, is that Congress will pass something narrower, like a
bill to amend COPPA or provide new privacy protections for teens, which could be an area
of consensus among Democrats and Republicans. (Another possibility, just proposed by
some Democrats, is legislation to ban “surveillance advertising,” similar to the rule that the
FTC is planning. However, that would likely be a much more divisive issue in Congress.)

Privacy remains at the forefront in 2022. In our January 26 webinar, we will help you think about
what to monitor and what to prioritize. Please join us, and feel free to send us a note if you have
questions that you'd like us to address in the webinar.
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