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Under the GDPR, processors must have a lawful basis for processing any data of an EU data subject.
Consent is one of six lawful bases[1] under the GDPR, and in this installment of GDPR SIDEBAR, we'll
cover best practices that can help achieve an acceptable level of compliance with GDPR consent
requirements.

Valid consent under the GDPR must be: (1) freely given; (2) specific; and (3) informed. And a
consumer must make a clear, affirmative action to consent. This means pre-populated check boxes
aren’t going to count as valid consent for GDPR purposes. Here are a few tips for meeting GDPR’s
consent requirements:

e Make sure consent is specific. |dentify what type of processing the data subject is
consenting to, so that the data subject understands exactly what data is collected and how it is
used. Example 1 provides a consent mechanism for each specific type of communication (text
message, email, etc.). This makes it clear to the data subject what she is signing up for when
she consents to processing.

Example 1: Marketine Email Sien-Up

Keep in touch with

We'd like to keep in touch with you about the vital work we do for older people, our fundraising appeals and
opportunities to support us, as well as the products and services you can buy

‘We will never sell your data and we promise to keep your details safe and secure.

Please tick the boxes below to tell us all the ways you would prefer to hear from us:

[ Yes please, | would like to receive

communications by email Separate opt-in
[ Yes please, | would like to receive mechanisms for each
communications by telephone m E‘t}l o d Of

[ Yes please, | would like to receive

communications by mobile (text message) communication

[C] Mo thank you, | do not wish to receive How to withdraw
communications by post / consent
You can change your mind at any time by emailing| unsubscribe@dataco.com ‘

"We®, includes the charity, its charitable and trading subsidiaries, and national charities (Age Cymru, Age Scotland and
Age NI).
For further details on how your data is used and stored: Idﬂﬂt‘lty of the controller

‘ www dataco_com/datauseandztorage |
\ Additional information

about data practices

e Make sure consent is unbundled. Provide a separate consent mechanism for each type of


https://www.kelleydrye.com/people/dana-b-rosenfeld
file:///storage/av09551/www/public_html/storage/runtime/temp/enupalsnapshottemp/knp_snappy695d81fa69a882.74846039.html#_ftn1

processing the data is expected to be used for. Do not bury consent in an agreement for terms
and conditions or a general privacy policy. Example 2 offers unbundled options for separately
consenting to marketing messages and the website’s terms and conditions.

Example 2: Profile Registration

Copyright notice
This website and its content are copyright of Data R Us All rights reserved.
Any redistribution or reproduction of part or all of the contents in any form is prohibited other than the following:

= you may print extracts for your personal and non-commercial use only
= you may refer to and guote from the content for review or reference purposes within the limits of “fair dealing”, but only if you acknowledge the website as the
source of the material

You may not, except with our express written permission, distribute or commercially exploit the content. Nor may you transmit it or store it in any other website or other
form of electronic retrieval system,

L Separate opt-in
I agree to the Terms & Conditions \ S

Join our mailing list. / terms and conditions
and email marketin;
(B> DaaRUs 2

e Make sure to provide enough information. State: (1) who the controller is; (2) how the data
will be used; (3) what type of data will be used; (4) that the data subject can withdraw consent;
(5) how the data will be used for automated processing decisions; and (6) the possible risks
associated with data transfers (if applicable). Example 1 clearly separates out each of these
requirements in the consent mechanism. The additional information via a hyperlink is clearly
labeled and takes the consumer directly to a page with additional information about the
company’s data processing.

e Make withdrawing consent an easy process. Ensure that a data subject can easily
withdraw consent for processing if she so chooses. This should be a one-step process, such as
clicking a button or un-checking a box. Examples 1 and 2 provide easy, single-step opt-out
mechanisms. In Example 1, the data subject sends an email to the provided address. Example 2
makes it even easier, allowing the data subject to click a sliding button to opt out.

o Keep adequate records of data subjects’ consent. Record how and why data subjects
have given their consent to data processing. Since the controller has the responsibility to
provide a record of consent, adequate records are necessary in case processing is challenged.

e Harmonize U.S. and EU consent requirements. If doing business both in the U.S. and EU
Member States, it is easiest to implement consent practices that are sufficient for both
countries. Trying to differentiate will likely become complicated.

Stay tuned for upcoming sidebars on additional GDPR consent requirements.

[1] The six lawful bases are the following: consent; contract; legal obligation; vital interests; public
task; and legitimate interests. The Article 29 Working Party has warned that "when initiating
activities that involve processing of personal data, a controller must always take time to consider
what would be the appropriate lawful ground for the envisaged processing."
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