Kelley

FTC Settles Landmark Data
Security Breach Case

William C. MacLeod, John E. Villafranco, Christie Grymes Thompson,
Gonzalo E. Mon, Dustin J. Painter

June 21, 2005

BJ's Wholesale Club, Inc. (“B)’s”) was found to have violated the FTC Act by not providing adequate
security for its customer data. This case represents the first time that the FTC has alleged a violation
of Section 5 of the FTC Act solely for a business’s failure to maintain appropriate safeguards of
sensitive personal information. By contrast, previous FTC data security cases have focused on a
representation about security in a business’s privacy policy or other consumer communication,
demonstrated that the representation was false, and alleged that the business had therefore
engaged in deception in violation of Section 5. These deception allegations were noticeably absent in
this case.
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