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January 1, 2020 was the effective date for the California Consumer Privacy Act (CCPA). As we
reported and summarized in our Q1 2020 CCPA Litigation Round-Up, private litigants wasted no time
in filing consumer-related causes of action under the new law.

Here, we provide an update on material developments in that first wave of claims and report on
additional private lawsuits commenced in the first half of the year. We have further categorized the
recently-filed cases based on those stemming from a data breach versus not. In the latter category,
the cases are further split based on the underlying alleged violations - last quarter, non-breach
based claims related to the disclosures and opt-out mechanisms required by the CCPA as well as the
scope of “personal information” covered by the CCPA.

1. Update on Cases Reported in Q1 2020
Consolidated Zoom Cases, Case No. 5:20-cv-02155 (N.D. Cal.)

Since our last report, at least thirteen additional putative consumer class actions have been filed
against Zoom in federal court. Of those, twelve allege direct violations of the CCPA, and one alleges
violation of California’s Unfair Competition Law (UCL) based on noncompliance with the CCPA. At
least two additional putative consumer class actions have been filed against Zoom in state court on
behalf of California consumers. Of those, one alleges direct violations of the CCPA and the other
alleges violations of the UCL based on noncompliance with the CCPA.

All of the federal consumer cases against Zoom have been consolidated in the Northern District of
California as related cases under the caption /n Re: Zoom Video Communications Inc. Privacy
Litigation, Case No. 5:20-cv-02155-LHK. On June 30, 2020, Judge Lucy H. Koh issued an order
appointing nine attorneys to the Plaintiffs Steering Committee, triggering a July 30, 2020 deadline for
the plaintiffs to file a consolidated complaint.

Consolidated Hanna Andersson Cases, Case No. 3:20-cv-01572 (N.D. Cal.)

Since the February 3 filing of the original complaint against Hanna Anderson and Salesforce, at least
one additional complaint was filed against the defendants. The two cases were consolidated by Judge
Edward M. Chen on May 5, 2020 under the caption /n Re: Hanna Andersson And Salesforce.com Data
Breach Litigation, Case No. 3:20-cv-01572-EMC. An amended consolidated complaint seeks to create
three classes composed of: (1) nationwide consumers, (2) California consumers, and (3) Virginia
consumers.
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As discussed in our prior post, the original complaint, filed by California consumer Bernadette
Barnes, did not include a cause of action under the CCPA and only referenced it as a trigger for a UCL
claim. The consolidated complaint directly alleges a cause of action for violations of the CCPA on
behalf of the California Class. Plaintiffs allege that they complied with the notice and cure provision
of the CCPA, which provides that “[a]ctions pursuant to [the CCPA] may be brought by a consumer if,
prior to initiating any action against a business for statutory damages on an individual or class-wide
basis, a consumer provides a business 30 days’ written notice identifying the specific provisions of
this title the consumer alleges have been or are being violated.” Cal. Civ. Code § 1798.150(b). Under
the statute, covered entities that receive such notice can avoid liability to individual and class
consumers by “actually cur[ing] the noticed violation and provid[ing] the consumer an express
written statement that the violations have been cured and that no further violations shall occur.” /d.
The Hanna Andersson plaintiffs allege that defendants failed to cure the underlying data breach or
provide an express written statement that the violations were cured within thirty days of the
plaintiffs’ written notice, and the plaintiffs therefore seek statutory damages of $100 to $750 per
violation of the CCPA.

As many of the cases below highlight, there is a trend in CCPA litigation where plaintiffs file their
claims prior to expiration of the thirty-day cure period with the (sometimes stated) intention that
they will amend their complaints to demand statutory damages once the requisite time period runs.

2. Cases Filed in Q2 2020 Based on Data Breaches
Rahman v. Marriott International, Case No. 8:20-cv-00654 (C.D. Cal.)

On April 3, 2020, California consumer Arifur Rahman filed a putative class action against hospitality
company Marriott International. Marriott allegedly collected PIl from guests and loyalty members,
including contact details such as name, mailing address, email address, and phone number; personal
details such as employer, gender, and birthday; and preferences such as type of stay/room and
language. This information was subsequently accessed without authorization through the login
credentials of two employees, resulting in a breach affecting 5.2 million customers. Marriott
announced the breach on March 31, 2020.

Plaintiff seeks to represent “[a]ll persons in the State of California whose Personal Information was
stolen, disclosed, or accessed without authorization in the data breach incident.” Plaintiff alleges that
Marriott violated the CCPA by failing to establish adequate security measures, which resulted in the
disclosure of unencrypted and unredacted PII.

On June 29, 2020, plaintiff filed an amended complaint naming additional plaintiffs; stating that
“Im]ore than 30 days have elapsed, but Marriott has not actually cured the noticed violations, nor
has it provided the Class with an express written statement that the violations have been cured and
that no further violations shall occur”; and demanding statutory damages under the CCPA.

Consolidated Ambry Genetics Cases, Case No. 8:20-cv-00791 (C.D. Cal.)

At least four putative consumer class action cases have been filed against Ambry Genetics
(“Ambry”), a company that provides genetic testing services, following an alleged data breach in
January 2020. The breach allegedly resulted in unauthorized access to customer Pll and Protected
Health Information (PHI). Ambry allegedly failed to report the breach to the government until March
2020 and did not report the breach to customers under April 2020.

On June 16, 2020, Chief Judge Cormac J. Carney consolidated these cases under the caption Cercas



v. Ambry Genetics Corp., Case No. 8:20-cv-00791. The parties are required to submit a proposed
case management order by August 10, 2020 setting out deadlines for, among other things, the filing
of a consolidated complaint. While the complaint in the lead case Cercas does not allege a CCPA
cause of action, the remaining three complaints - Brodsky v. Ambry Genetics, Case No. 8:20-cv-
00811 (C.D. Cal.); pPascoe v. Ambry Genetics, Case No. 8:20-cv-00838 (C.D. Cal.); and McMurphy v.
Ambry, Case No. 8:20-cv-00904 (C.D. Cal.) - do allege violations of the CCPA, either directly or as a
predicate to claims under the UCL.

Gupta v. Aeries, Case No. 8:20-cv-00995 (C.D. Cal.)

On May 28, 2020, California resident Anurag Gupta and his two minor children filed a putative class
action against Aeries, which provides student data management services to schools. Aries holds
sensitive student information including academic, grade and disciplinary records, as well as
students’ medical information. They also hold parent- and guardian-related data and records
associated with their students’ accounts. Plaintiffs allege that Aeries’ insufficient data security
policies permitted unauthorized access to at least 166 servers, resulting in unauthorized access to
thousands of student and parent records.

The plaintiffs seek to represent four classes of claimants - nationwide and California classes of
parents and students. Specifically, plaintiff Gupta seeks to represent a nationwide class composed of
“[a]ll students, parents, and guardians in the United States whose PIl was compromised in the Data
Breach” and a California subclass composed of “[a]ll students, parents, and guardians in California
whose PIl was compromised in the Data Breach.” Plaintiff Gupta’s minor children, D.G. and V.G., seek
to represent a nationwide minor subclass composed of “[a]ll minor students in the United States
whose PIl was compromised in the Data Breach, as well as all adult individuals in the United States
who provided PIl to Aeries while they were minor students and had their Pl compromised in the Data
Breach” and a California minor subclass composed of “a[]ll minor students in California whose PII
was compromised in the Data Breach, as well as all adult individuals in California who provided PIl to
Aeries while they were minor students and had their PIl compromised in the Data Breach.”

Plaintiffs allege violation of the CCPA as a standalone claim on behalf of the California subclasses.
Plaintiffs allege that they served the letter notice required under the CCPA, and state that they plan
to amend their claims to demand statutory damages once they receive a response. No amended
complaint has yet been filed. Plaintiffs also allege violation of the CCPA as one of the predicates to a
UCL claim brought on behalf of all the classes and subclasses.

Atkinson v. Minted, Case No. 3:20-cv-03869 (N.D. Cal.)

On June 11, 2020, California consumers Melissa Atkinson and Katie Renvall filed a putative class
action against online marketplace Minted. Plaintiffs allege that Minted’s insufficient data security
measures permitted hackers to exfiltrate five million customer records, including allegedly
unredacted and unencrypted consumer names combined with user names and passwords.

Plaintiffs seek to represent two classes—a nationwide class composed of “[a]ll individuals whose
[Personally Identifiable Information (PIl)] was compromised in the Data Breach” and a California class
composed of “[a]ll persons residing in California whose [PIl] was compromised in the Data Breach.”
On behalf of the California class, Plaintiffs allege two claims for: (1) violation of the CCPA through
“failing to prevent Plaintiffs’ and Class members’ nonencrypted PIl from unauthorized access and
exfiltration, theft, or disclosure as a result of Defendant’s violations of its duty to implement and
maintain reasonable security procedures and practices appropriate to the nature of the information;”
and (2) violation of the UCL based upon the CCPA violation.



Plaintiffs allege that they sent the required notice to cure; however, because the breach already
occurred and the data was already disseminated, it is impossible to cure the violation of the CCPA.
Despite that argument, the plaintiffs stated that after expiration of the cure period they would
amend their complaint to assert actual damages and statutory damages of $750 per customer
record, but have yet to do so.

3. Cases Filed in Q2 2020 Not Based on Data Breaches
Insufficient Disclosures
Sweeney v. Life on Air, Inc. & Epic Games, Inc., Case No. 3:20-cv-00742 (S.D. Cal.)

On April 17, 2020, California consumer Heather Sweeney filed a putative class action against Life on
Air, Inc. and its parent company Epic Games, developer of the social networking application
Houseparty. Plaintiff alleges that defendants disseminate Pll to third parties, including Facebook,
without consent or disclosure, so that advertisements can be targeted to the users.

Plaintiff seeks to represent a class of “[a]ll citizens of the State of California who accessed the
Houseparty application . . . from January 1, 2020 to April 17, 2020.” Plaintiff alleges that defendants
violated the CCPA by: (1) failing to notify users that they were collecting and disseminating Pll; (2)
failing to provide notice of the right to opt out; (3) failing to provide a clear and conspicuous link to a
page titled “Do Not Sell My Personal Information” where they would be able to opt out; and (4)
“failing to use any personal information collected from the consumer in connection with keeping
their personal information private” in violation of Cal. Civ. Code § 1798.135(a)(B)(6).

On July 10, 2020, the defendants filed a motion to compel arbitration or, in the alternative, to
transfer the case to the Northern District of California. Defendants argue that the terms of service,
which Ms. Sweeney agreed to in using the application, contain both an enforceable arbitration clause
and a forum-selection clause designating the Northern District of California as the proper venue for
any litigation.

G.R. v. TikTok, Case No. 2:20-cv-04537 (C.D. Cal.)

On May 20, 2020, California minor G.R. filed a putative class action against video social networking
application provider TikTok and parent company ByteDance, Inc. Plaintiff alleges that TikTok scans
every video uploaded to the application for faces, extracts biometric identifiers of each face, and
uses the data to create and store a template of each face without disclosing this process to its users.
TikTok then allegedly disseminates the biometric identifiers to third parties without the requisite
notice.

Plaintiff seeks to represent a class composed of “[a]ll minor persons who registered for or used the
TikTok app from at least May 14, 2017 to the present.” Plaintiff alleges that California law applies to
all class members based on TikTok’s California-based U.S. headquarters. Plaintiff asserts claims for
violations of the CCPA based on the defendants’ failure to provide required notice to users about the
application’s collection and use of their data and of their right to opt out. Plaintiff does not allege
that the requisite notice and opportunity to cure under the CCPA were provided. Plaintiff also alleges
violation of the CCPA as a predicate for its UCL claim.

Failure to Provide Opt-Out

Sweeney v. Life on Air, Inc. & Epic Games, Inc., Case No. 3:20-cv-00742 (S.D. Cal.)



In Sweeney, discussed above, the plaintiff alleges that, in addition to failing to provide users with
sufficient notice regarding the collection and use of their personal information, including their right
to opt out, the defendants also violated the CCPA by failing to provide a clear and conspicuous link to
a page titled “Do Not Sell My Personal Information” where users would be able to opt out.

Scope of “Personal Information”
Shay v. Apple, Case No. 37-2020-00017475 (San Diego Super. Ct.)

On May 28, 2020, California consumer Rachel Shay filed a putative class action against Apple.
Plaintiff alleges that Apple markets defective gift cards that are easily electronically compromised by
thieves. According to the plaintiff, the gift cards have “Personal Identification Number[s]” (“PINs”)
that are “covered with silver scratch off tape,” and that, upon information and belief, these PINs are
“‘personal information’ associated with and/or reasonably linked . . . with the purchasing consumer
upon activation.” Plaintiff alleges a direct violation of the CCPA and seeks to represent a class
composed of “[a]ll consumers in the United States who purchased an Apple gift card wherein the
funds on the Apple gift card was [sic] redeemed prior to use by the consumer” and a California
subclass based on the same definition.

We will continue to monitor the various claims, as well as court decisions in CCPA litigations. If you
have any questions about defending and/or preparing for a potential privacy consumer class action,
please reach out to our team.
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California Consumer Privacy Act (CCPA) for Procrastinators: What You Need To Do Now If
You Haven’t Done Anything Yet July 30, 2020

The coronavirus pandemic has put many things on hold, but CCPA enforcement is not one of them.
The California Attorney General’s enforcement authority kicked in on July 1, 2020, and companies
reportedly have begun to receive notices of alleged violation. In addition, several class actions have
brought CCPA claims. Although final regulations to implement the CCPA have yet to be approved,
compliance cannot wait.

If you're not yet on the road to CCPA compliance (or would like a refresher), this webinar is for you.
We will cover:

e Latest CCPA developments
e Compliance strategies
e Potential changes to the CCPA if the California Privacy Rights Act (CPRA) ballot initiative passes

Who Should Attend Anyone who has not begun their CCPA compliance efforts or thinks they need
a refresher should join us for this webinar.

Register Here
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