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Why now?
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State Enforcement is on Fire

 State regulators are making their priorities known and are aggressively 
pursuing violations of their respective privacy laws

 Opt out compliance is the most enforced issue

 Actions are increasingly yielding higher penalties: 

Honda

Todd Snyder

Healthline

TicketNetwork

4



Adtech Practices Are Driving Wiretap/UDAP Litigation Risk

Claims under the California Invasion of 

Privacy Act (CIPA) have been extremely 

popular with over 300 new cases filed in 

state or federal courts in 1H 2025

Advertising and analytics pixels

Advertising and analytics identifiers

AI support tools

Biometric privacy

Video Privacy Protection Act

Representations about any of the above

Common Targets
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Scope of our Discussion
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What processing activities are in scope

          Sales of PI  |  Sharing PI  |  Targeted Advertising

• Out of scope for today’s 
webinar

• Marketing – 
telemarketing, email 
marketing

• Other privacy rights or 
protections under state 
privacy laws
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AD TAGS FOR 
PERSONALIZED 
ADVERTISING & 
RETARGETING

BUILDING 
AUDIENCES AND 

SEGMENTS

CUSTOM 
AUDIENCE 

TARGETING ON 
PLATFORMS

ANALYTICS OR 
MEASUREMENT

CONVERSION 
TRACKING

FORM RESPONSE 
TRACKING

EMAIL TRACKING OTHER 
MARKETING & 

DATA 
COLLABORATIONS

What this could look like in practice

Operationalizing Opt-out Requirements
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Operationalizing opt outs is much more than 
providing a web form or a “cookie banner” 

It’s about honoring user choice. For known users, 
this means honoring choice across devices, across 
channels, across 3rd parties



Why this Matters
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Common Implementation Gaps
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#1(a)  Opt-out mechanism looks good, but does not work

Front end view Back end view 
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#1(b)  Opt-out mechanism is missing

Opt-out links to “HTTP 404 Not Found” Disappearing banner (Todd Snyder)

Other issues: 
• Dedicated email but nobody monitors the inbox
• Discount overlays interfering with opt-out mechanisms
• Opt-out link does not surface or does not work if privacy 

browser/extension enabled 
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• Requiring too many steps + too 
much information

• Dissuading consumers from 
exercising opt out

• Subverting consumer choice

#2  Overwhelming UI

Exhibit from Honda
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#3  Opt-out mechanism requires verification

Exhibit from Todd Snyder 13



#4(a)  Opt-out does not address all triggering activities

Does the opt out page address client side 
technology? Does it fully address identity-
based activities?

How is the business (through or in 
addition to the CMP) enforcing the opt 
out?
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#4(b)  Opt out under-inclusive on sales/shares
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Cookie blocking typically is 
insufficient to fully effectuate 
an opt-out request



#5  Opt-out mechanism is only available in California
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#6  Opt-out mechanism is geared toward GDPR/ePrivacy

• Understand the purpose of the opt out
• Use the correct terminology: state privacy laws are about opting out of sales, sharing, and targeted 

advertising
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#7  GPC signal not received/honored

Server side detection: 
Sec-GPC-field-name = "Sec-GPC" Sec-
GPC-field-value = "1“ 

Client side detection: 
navigator.globalPrivacyControl property 
indicates user’s GPC setting. It is true if signal is 
active. = "Sec-GPC" Sec-GPC-field-value = "1“ 

What you should be seeing:
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#8  Improper use of industry frameworks
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#9  Confusing interface (aka dark patterns)

NY AG Guidance
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#10  Flawed banners

Front end view 

Network traffic

NY AG Guidance
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#11  Not propagating an opt-out request “immediately”
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Incentives for immediate opt-out compliance

A business shall comply with a request to opt-out of sale/sharing by:

Ceasing to sell to and/or share with third 
parties the consumer's personal 
information as soon 

as feasibly possible,

but no later than 15 business days from 
the date the business receives the 
request.

CCPA Regulation 7026(f)(1)

Notifying all third parties to whom the 
business has sold or shared the 
consumer's personal information, 

after the consumer submits the request 
to opt-out of sale/sharing and before 
the business complies with that 
request, 

that the consumer has made a request to 
opt-out of sale/sharing 

and directing them to:
• comply with the consumer's request 

and 
• forward the request to any other 

person to whom the third party has 
made the personal information 
available during that time period.

CCPA Regulation 7026(f)(2)



Business considerations for 
operationalizing opt outs
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Avoid Unforced Errors

Consent 
Management 

Solution

• Put U.S. state law choices upfront and center
• Clear, conspicuous, and vetted disclosures and UX
• Detect and respond to GPC signals
• Immediate compliance with opt-out requests (at least as to 

client side tech; prompt honoring for other sales/shares if 
immediate not feasible at this time)

Web forms
• Concise form
• Does what it says
• No verification or unnecessary friction for opt outs

Signaling

• Publishers/Advertisers: agree on signaling protocol with your 
Ad Tech vendors

• Use opt-out terminology tied to U.S. laws
• IAB MSPA signatories: implement GPP in accordance with 

specifications, verify the public MSPA signatory list against 
your adtech vendor list

Banner

• Clear, concise language; be intentional about choice conveyed 
and what problem you’re trying to solve with the banner

• Link banner settings to actual practices and site tags, robust 
ongoing governance

Contracts
• Enter into mandatory U.S. state law terms where required
• Know where your adtech agreements are maintained
• Make no assumptions as to counterpart’s compliance



Identify what PI is collected and disclosed, to whom, and why – 
what sales, sharing and targeted advertising are occurring?

Know your data flows

 Understand how vendors use PI, ensure contractual terms
are in place, and monitor for compliance

Manage your vendors

CMP solutions are not one size fits all – analyze and customize
offerings to address your specific data collection and use cases

Find the right privacy tech

Establish governance to regularly test third-party integrations, 
identify who is responsible for monitoring and addressing gaps. 

Monitor and test configurations

Provide deeper training for teams responsible for
marketing, AdTech and tracker implementation

Train your teams

Document compliance to combat operational silos and employee
turnover, and demonstrate those efforts to regulators 

Document your efforts

Privacy is dynamic: set it and forget it does not workAdjust … and repeat
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Opt Out Governance Program



If faced with an 
investigation, 

how would you 
answer these 
questions?

What PI is 
collected and 
how / why is it 

disclosed? 
How is, and 

what types of, 
PI are sold, 

shared or used 
for targeted 
advertising? 

What user 
choice(s) must 

be offered? 

Are 3rd party 
integrations 

properly 
configured? 

Who is 
monitoring opt 
outs and opt 

out 
functionality?

Are required 
contract terms 

in place? 

What 
documentation 
do you have?

How are 
employees 

trained? 

What is the 
process to 
fix bugs?

Is user choice 
honored across 
the business?
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Consider Privacy Table 
Top Testing



Before you go, consider registering for the free 

in-person U.S. Privacy Summit, an exclusive 

gathering of the regulators and leaders defining 

U.S. privacy law and enforcement on Oct. 23 in 

San Francisco. Hosted by Kelley Drye & Warren 

LLP, Ketch, and Women in Security and Privacy 

(WISP).

Details and registration here:
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https://www.linkedin.com/company/kelley-drye-&-warren-llp/
https://www.linkedin.com/company/kelley-drye-&-warren-llp/
https://www.linkedin.com/company/women-in-security-and-privacy/
https://www.linkedin.com/company/women-in-security-and-privacy/
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