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Moving Target:
Protecting Against 
Data Breaches Now and
Down the Road
B Y  D A N A  R O S E N F E L D  A N D  D O N N E L L Y  M C D O W E L L  

IN THE WAKE OF A NUMBER OF HIGH-
profile and high-impact data breaches, the patchwork of
federal and state laws and regulations governing data
security is generating more interest than ever. As federal
and state regulators debate whether and how laws should

be changed, consumers and financial institutions have
attempted to work within the existing legal framework to
impose liability upon retailers for data breaches. Meanwhile,
companies that store consumer information are wondering
how these developments should impact their data security
practices. 

This article begins by exploring the current legal and reg-
ulatory landscape governing data security and data breaches,
including recent enforcement actions. We then examine some
notable proposals to amend existing laws and discuss what
companies should be doing now, both under existing law and
to prepare for potential changes down the road.

Current Legal and Regulatory Landscape 
Although companies often find it most efficient to treat all
data, or at least all sensitive data, in the same manner, there
is no single legal standard governing data security and thus a
single company’s data may be subject to different obliga-
tions under various federal and state laws. Depending on
such factors as the type of information, where the informa-
tion is stored, how it is stored, and who stores it, a compa-
ny’s data security practices may be subject to distinct but
overlapping requirements. Such requirements relate to aspects
such as usage, third-party sharing, security and compliance
mechanisms, and what to do in the event of a breach. 

Federal Law. Companies collecting and storing consumer
information for commercial uses must comply with a host of
federal laws targeting use and collection of certain particular-
ly sensitive information, along with general standards imposed
by the Federal Trade Commission under the FTC Act.1 For
instance, the Gramm-Leach-Bliley Act (GLB Act) requires
financial institutions to protect consumers’ nonpublic per-
sonal information, including by preventing disclosure to
unauthorized third parties.2 As part of its implementation of
the GLB Act, the Commission promulgated the Safeguards
Rule, which requires subject entities to develop a written
information security plan describing their program to protect
consumer information. The written plan must, inter alia,
“[i]dentify reasonably foreseeable internal and external risks to
the security, confidentiality and integrity of customer infor-
mation that could result in [its] unauthorized disclosure.”3

Entities that use or provide consumer reports must also
comply with the Fair Credit Reporting Act (FCRA), which
requires consumer reporting agencies to, among other things,
“maintain reasonable procedures designed to avoid” disclos-
ing consumer information and imposes safe disposal obliga-
tions on entities that maintain or otherwise possess infor-
mation used in consumer reports.4 Regulations implementing
the safe disposal obligations provide that reasonable measures
include, but are not limited to, “[i]mplementing and moni-
toring compliance with policies and procedures that require
the destruction or erasure of electronic media containing
consumer information so that the information cannot prac-
ticably be read or reconstructed.”5

While the GLB Act and FCRA only apply to certain enti-
ties and to certain types of information,6 the FTC Act and the
Dodd-Frank Act7 provide the FTC and the Consumer Finan -
cial Protection Bureau (CFPB), respectively, with broader
authority to regulate certain acts and practices as “unfair” or
“deceptive.” In the data security context, the FTC has used
this authority to allege that a company committed a decep-
tive act where it made materially misleading statements or
omissions regarding the security provided for consumer infor-
mation. For instance, in an action brought against mobile
phone manufacturer HTC America Inc., the FTC alleged
that HTC engaged in deceptive acts by representing that
users would be notified when a third-party application sought
access to the their stored information when, in fact, third-
party applications could access information without notifi-
cation or consent due to security vulnerabilities.8 Similarly,
HTC also allegedly misrepresented that it would not collect
user location data unless users opted in to sharing such data
when submitting complaints through the company’s “Tell
HTC” application.

Wyndham and LabMD Cases. In addition to the
FTC’s use of its authority to prevent deceptive acts and prac-
tices, the Commission has also brought data security actions
using its unfairness authority when it has determined that a
practice is likely to cause substantial injury to consumers
that is not reasonably avoidable by consumers and is not
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outweighed by countervailing benefits. Notably, Wyndham
Worldwide and LabMD have recently challenged the FTC’s
authority to regulate data security practices as unfair under
the FTC Act.9 In both cases, the FTC alleged that the com-
panies engaged in unfair practices by failing to employ rea-
sonable and appropriate measures to prevent unauthorized
access to sensitive consumer information.10

In the administrative complaint against LabMD, the
FTC alleged that the company’s use of a peer-to-peer file-
sharing network unreasonably exposed sensitive consumer
information, including health information, to unauthorized
access. Similarly, the Commission’s federal court complaint
against Wyndham asserted that the latter engaged in unfair
practices by failing to take a variety of precautions at inde-
pendently-owned Wyndham-branded hotels to protect con-
sumer information, including failing to employ firewalls
and network segmentation between the Wyndham-branded
hotels and the corporate network. Such failure, the com-
plaint alleged, allowed software to be configured inappro-
priately, and failed to require complex user IDs and pass-
 words to prevent hacking. 

Following the issuance of the FTC complaint, Wyndham
filed a motion to dismiss alleging that the FTC lacked author-
ity to use its unfairness authority in the data security context.
Wyndham also asserted that the FTC must formally prom-
ulgate rules before bringing an unfairness claim in the data
security context and that its failure to do so violated fair
notice principles.11 In further support of this argument,
Wynd ham later pointed to recently introduced Senate bills
that would require the FTC to establish standards through
notice-and-comment rulemaking, rather than through exer-
cise of enforcement discretion and the issuance of consent
orders.12

On April 7, 2014, the New Jersey District Court issued an
opinion, ruling on Wyndham’s motion to dismiss, finding for
the FTC on all grounds.13 Notably, the court found no “carve
out [for] a data security exception to the FTC’s authority,”
although it emphasized that a “liability determination is for
another day” and that its decision “does not give the FTC a
blank check to sustain a lawsuit against every business that
has been hacked.”14

The court concluded that the FTC’s unfairness authority
over data security practices coexists with its data security
authority under the current regulatory scheme. In addition,
the court found that data security legislation proposed by
Congress, and the FTC’s public representations that it lacks
the authority to require entities to adopt privacy policies, do
not give rise to a data security exemption from the FTC’s
unfairness authority. The opinion recognized that previous
circuit courts of appeal decisions have affirmed FTC unfair-
ness actions in a variety of contexts without preexisting rules
or regulations specifically addressing the conduct at issue. The
court was also unpersuaded that regulations are the only
means of providing sufficient fair notice, and stated that
Wyndham’s “argument that consent orders do not carry the

force of law . . . misses the mark.” Indeed, the court found
that FTC’s rulings, interpretations and opinions, while not
controlling upon the courts, do constitute a body of experi-
ence and informed judgment to which courts and litigants
may properly resort for guidance.

Wyndham further argued that an unfair practice must, by
statute, cause consumer injury, and that injury from theft of
payment card data is never substantial and always avoidable.
The court, however, found that the FTC’s complaint suffi-
ciently pled an unfairness claim under the FTC Act. Impor -
tantly, the court stated that the FTC’s allegations permit it to
reasonably infer that Wyndham’s data security practices
caused theft of personal data, which caused substantial injury
to consumers. 

Lastly, in finding that the FTC’s deception claim was suf-
ficiently pleaded, the court turned to the specific language of
Wyndham’s privacy policy. Wyndham argued that its priva-
cy policy specifically excludes Wyndham-branded hotels from
the policy’s data-security representations. The court was not
convinced, noting that a reasonable customer would have
understood that the policy makes statements about data-
security practices for both Wyndham and Wyndham-brand-
ed hotels.

As in Wyndham’s case, LabMD has been unsuccessful thus
far in its challenges to the FTC’s authority to regulate data
security practices as unfair. On May 12, 2014, the District
Court for the Northern District of Georgia denied LabMD’s
motion for a preliminary injunction to enjoin the Commis -
sion’s enforcement action on ripeness grounds because,
according to the court, the Commission had yet to take final
action subject to review under the Administrative Procedure
Act.15 While both Wyndham and LabMD have been unsuc-
cessful in their challenges to FTC authority thus far, both
those decisions are being appealed and both cases therefore
warrant careful monitoring. However, at least pending the res-
olution of those challenges, companies should consider the
FTC’s use of its deception and unfairness authority as anoth-
er piece in the mosaic of the data security legal framework.
Indeed, the FTC has brought more than 50 actions alleging
that a company’s data security practices were unfair or decep-
tive, as discussed below.16

State Law. In addition to federal law, state law imposes
another layer of data security requirements on entities that
collect and maintain consumer information. Some states
have general data security laws in place that require businesses
to act reasonably to ensure that consumer information is
maintained safely within their custody and not susceptible to
breach.17 In addition to imposing a general obligation to
implement and maintain reasonable security procedures and
practices, those laws may impose more specific obligations,
such as requiring third parties by contract to protect person-
al information to the same extent as the business,18 pro-
hibiting retention of payment information such as security
code data or the PIN verification code,19 requiring business-
es to encrypt personal information when transmitted over
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public networks or stored on portable media,20 or requiring
businesses that accept payment cards to comply with the
most current version of the Payment Card Industry Data
Security Standard (PCI DSS).21

For example, Massachusetts law, which is more extensive
than that of any other state, imposes a series of requirements
on any company that stores personal information regarding
a Massachusetts resident. Those requirements include main-
tenance of a comprehensive information security program
that contains administrative, technical, and physical safe-
guards and granular computer security requirements such as
secure user authentication protocols, secure access control
measures, and encryption of all transmitted records or records
stored on laptops or other portable devices.22

A larger proportion of states do not have laws directly
regulating general data security practices on their books, but
do employ other laws regulating the collection and treat-
ment of particularly sensitive information like social securi-
ty numbers. Of course, even strict compliance with the most
stringent data security laws may not be sufficient to protect
against data breaches. Some have questioned the utility of
specific standards like the PCI DSS, given that large retailers
like Target and Neiman Marcus suffered breaches notwith-
standing having obtained certifications for compliance with
the standard. 

On the opposite side of these state safeguard laws, there are
laws that govern what an entity must do in the event of a 
customer data breach. Given the lack of a federal data breach
law covering personal consumer information generally,23

states presently impose the first and most direct legal require-
ments for notification when a data breach occurs. To date, 46
states and the District of Columbia have data breach notifi-
cation laws in place. Although state data breach laws gener-
ally require entities to provide notification when unautho-
rized access to or acquisition of sensitive personal information
has taken place, the laws vary in several important respects,
including what constitutes sensitive personal information,
the degree of investigation required after a breach, who must
be notified, and how they must be notified. 

For larger data breaches, multiple state laws will likely be
implicated in some respect, because the laws often apply
based on the residency of the consumer rather than the loca-

tion of the data. In some respects, this is problematic due to
the aforementioned variation in the scope and requirements
of the laws. On the other hand, many of the requirements are
similar enough so that, depending on the scope of the breach,
it may often be preferable to simply assume that a breach
response will require compliance with every state law.

Current Enforcement Environment. As explained by
FTC Chairwoman Edith Ramirez in recent testimony before
the Senate Committee on Homeland Security and Govern -
mental Affairs, the Commission “conducts its data security
investigations to determine whether a company’s data secu-
rity measures are reasonable and appropriate in light of the
sensitivity and volume of consumer information it holds,
the size and complexity of its data operations, and the cost of
available tools to improve security and reduce vulnerabili-
ties.”24 For instance, the FTC recently settled charges against
a provider of medical transcript services for failing to provide
adequate data security measures and thus unfairly exposing
sensitive consumer information including medical histories
and examination notes.25

In a similar action, the FTC alleged that a service provider
to hospitals failed to offer reasonable and appropriate secu-
rity measures by transporting laptops containing personal
information without adequate security, failing to adequately
restrict access to consumer information, and failing to ensure
that employees removed from their computers personal infor-
mation that was no longer necessary for the business to main-
tain.26 Actions involving the failure to limit access based on
employee need and timeframe are common in FTC actions
involving data security practices.

The Commission has placed particular focus on mobile
data security in recent months, bringing separate actions
against Credit Karma and Fandango for misrepresenting the
security of mobile apps and failing to secure sensitive personal
information collected by the apps. According to the com-
plaints, both Credit Karma and Fandango failed to validate
Secure Sockets Layer (SSL) certificates, which verify that a
consumer’s connection is authentic and secure, and therefore
risked exposure to “man-in-the-middle-attacks” whereby a
hacker could use spoofing techniques to access consumer
payment information.27 Notably, neither company actually
experienced a reported breach and thus the cases demon-
strate that companies may be at risk for FTC enforcement
action even where consumer information is not actually mis-
appropriated. 

State attorneys general are more likely to bring enforce-
ment actions in response to specific incidents, although pre-
emptive actions are certainly possible. The Vermont Attorney
General, for example, recently settled an action against
Natural Provisions Inc., in which Vermont alleged that the
grocer failed to take prompt remedial action after it learned
of a breach involving consumers’ credit cards.28

Companies may also face private actions under state con-
sumer protection laws or state data security laws conferring
a private right of action. For example, following a December
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2013 security breach, Target now faces at least 33 actions
spanning 18 districts, which were recently consolidated by 
the U.S. Judicial Panel on Multidistrict Litigation. The FTC
has also confirmed that it is investigating whether to bring an
action against Target, so the class actions may be just the tip
of the iceberg for Target’s legal concerns.29

The cases against Target are still pending, and similar class
actions have had varied success in surviving motions to dis-
miss based on a lack of standing or a failure to demonstrate
actual injury-in-fact. The Ninth Circuit, for example, per-
mitted a suit against Starbucks to continue upon finding
that the plaintiffs had “alleged a credible threat of real and
immediate harm stemming from the theft of a laptop con-
taining their unencrypted personal data.”30 However, other
courts have been reluctant to find a sufficient injury-in-fact
based on exposure of sensitive information through a data
breach on the grounds that increased risk of injury in and of
itself is too speculative to confer standing.31 The likelihood of
dismissal on standing grounds will depend on the informa-
tion exposed, evidence of access, and likelihood of future
use, among other factors. Even if private actions are eventu-
ally dismissed, the cost of defending against such litigation is
substantial and provides another reason why companies
should exercise caution in devising their data security policies
and practices. 

A Moving Target? What’s Next? 
It remains to be seen whether the recent breaches will lead to
new legislation or enforcement remedies. Congress is present-
ly considering various data breach bills that could create uni-
form breach notification laws and prescribe general data secu-
rity and notification requirements and direct the FTC to
promulgate more detailed regulations. For instance, S. 1976
would require the FTC to promulgate regulations within
one year “to require each covered entity that owns or pos-
sesses data containing personal information . . . to establish
and implement policies and procedures regarding informa-
tion security practices for the treatment and protection of
personal information.”32 In contrast, S. 1927 would direct
regulations to be promulgated within six months regarding
notification procedures, but arguably not require regulations
regarding an entity’s initial information security practices.33

Another pending Senate bill would establish detailed data
security and notification requirements, and permit enforce-
ment by state attorneys general and individual consumers
through private civil actions.34

Even if a federal bill specifically addressing data security
fails to pass, it is possible that changes to existing legal author-
ity could derive from more general legislation. Chairwoman
Ramirez recently renewed arguments for Congress to confer
the FTC with rulemaking authority under the Administrative
Procedure Act.35 While such legislation would not be direct-
ly related to data security, it would provide the Commission
with new tools that it likely would use to bolster existing data
security enforcement. 

It is also possible that Congressional interest will fade and
the current legal landscape will remain intact. Even if that
occurs, however, there is little doubt that federal and state
enforcement agencies will continue to make data security a
priority and use existing authority to adopt new initiatives as
necessary to address new and emerging risks.36

What Now? General Best Practices for Today
Although it is impossible to predict whether and how the
legal and regulatory landscape could change in response to
the recent breaches, it is clear that exposure to risk as a result
of data breaches is higher than ever. Companies should make
sure they have comprehensive data security and incident
response plans in place that account for the patchwork of
state and federal laws governing data practices. Such policies
should take into account the type of data stored, the mech-
anisms for storage, and the duration of storage, among other
factors.

There is no single “correct” data security plan as compa-
nies should adapt their policies and practices to the practical
realities presented by their business model as well as the
unique legal obligations affecting their industry and the type
of customer information they collect and store. Nonetheless,
at a minimum, we recommend that companies storing per-
sonal information consider the following key principles when
devising or re-assessing their data security practices. 

Do they really need it? Determine whether access to per-
sonally identifiable information is limited to those who have
a valid business use for the information. Access to sensitive
consumer information should be subject to particularly strin-
gent safeguards and limited to employees who have been
trained on data security issues. Along those lines, when prac-
ticable companies should avoid providing generic usernames
and passwords where those provide access to consumer infor-
mation. If employees do not need to use consumer informa-
tion for their job responsibilities, then they should not have
access to that information as a general matter. 

Use it and lose it. Once consumer information is no longer
needed, it should be properly disposed of, consistent with
applicable laws and standards governing data destruction.
Even if a company takes all reasonable steps to prevent a
data security incident, it may still face liability in the event of
a breach if its purpose for retaining the information had long
ago passed.

What’s new? Companies should stay abreast of the dynam-
ic landscape affecting data usage, monitoring and protec-
tion, and employ industry best practices whenever possible.
The more sensitive the information, the greater the need to
use the most advanced and reliable technologies to secure that
information.

See something? Do something about it. Companies should
have active monitoring and oversight activities to ensure that
data remain secure. Oversight activities should include mon-
itoring for red flags and irregularities and conducting further
inquiry as necessary when such irregularities arise. As a pre-
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liminary matter, companies should have in place existing
policies setting forth preliminary plans of action for possible
breaches. If a breach is discovered, companies should contact
counsel to determine the best course of action for that par-
ticular breach. 

Conclusion
The stakes for data security are higher than ever, both from
a practical standpoint to protect against bad publicity in the
event of a breach, and as a legal matter to avoid enforcement
or consumer class actions. Much may change in the coming
months, but for now at least, companies should ensure that
they have in place reasonable policies and practices consistent
with the patchwork of laws governing data security.�
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