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Bulk Data Access Rule ("BDR") Decision Tree:
Key Provisions for Advertisers

"Sensitive personal data" means: 
 - Covered personal identifiers
 - Precise geolocation data
 - Personal health data
 - Personal financial data
 - Human 'omic data
 - Biometric identifiers
There is no exemption for data that is 
pseudonymized, deidentified, anonymized, 
or encrypted.

A covered personal identifier is:
(1) a listed identifer 
and 
(2)(a) another listed identifier 
or 
(2)(b) other information that is disclosed in the 
transaction that makes the listed identifier 
linked or linkable to another listed identifer or 
other sensitive personal data

Listed identifers include:
 - Advertising identifiers
 - Network-based identifiers (e.g., IP addresses and cookie IDs)
 - Demographic/contact information (e.g., name, email address, ZIP code)
 - Device identifiers
 - Account authentication data
 - Full or partial government identifiers, such as SSNs
 - Full financial account numbers or PINs
 - Call detail data

Data brokerage: selling or providing access (other than through a restricted 
transaction) to data to any other person (the "recipient"), where the 
recipient did not collect or process the data at issue in the transaction.

Bulk U.S. sensitive personal data includes covered personal identifiers about 100,000 or more 
U.S. persons made accessible through covered data transactions in a 12-month period.

* Providing access to government-related data (e.g., active military status) 
can also give rise to a covered data transaction.

Onward transfer restrictions: selling or providing access (other than through a 
restricted transaction) to data to any other person (the "recipient"), where 
the recipient did not collect or process the data at issue in the transaction.
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Countries of concern are China, Cuba, Iran, North Korea, Russia, and Venezuela.

A covered person is: 
(A) a foreign entity that is (1) 50% or more owned by a country/ies of concern; or (2) 50% or more owned by another 
covered person; or (3) organized under the law of or has a principal place of business in a country of concern;
(B) a foreign individual who is (1) primarily a resident of a country of concern; or (2) an employee of a covered country 
or other covered person; or 
(C) any person designated by the Attorney General as a covered person.

Key resources:

Text of the Bulk Data Access Rule: 28 C.F.R. Part 202, https://www.ecfr.gov/current/title-28/chapter-I/part-202?toc=1

Department of Justice, "Data Security Program: Frequently Asked Questions," https://www.justice.gov/opa/media/1396351/dl ("FAQs")

Federal Register Notice of the final Rule: 90 Fed. Reg. 1706 (Jan 8, 2025), https://www.federalregister.gov/documents/2025/01/08/
2024-31486/preventing-access-to-us-sensitive-personal-data-and-government-related-data-by-countries-of-concern

Executive Order 14117, "Preventing Access to Americans' Bulk Sensitive Personal Data and United States Government-Related Data by 
Countries of Concern," https://www.federalregister.gov/documents/2024/03/01/2024-04573/preventing-access-to-americans-bulk-
sensitive-personal-data-and-united-states-government-related

Key Dates
April 8, 2025: BDR becomes effective (except Subpart J (due diligence and auditing for restricted transactions) and certain 
reporting requirements
April 8 - July 8, 2025: Limited civil enforcement: DOJ will not prioritize enforcement against companies that engage in 
"good faith efforts to comply with or come into compliance" with the BDR.
October 6, 2025: all BDR provisions are effective

Reporting: report a known or suspected violation of the onward transfer 
restriction within 14 days of becoming aware of the violation. 

A restricted transaction provides a country of concern or covered person 
with access to bulk U.S. sensitive data or government-related data through 
a vendor agreement, investment agreement, or employment agreement.

Covered data transactions consist 
of prohibited transactions and restricted 
transactions (minus excepted transactions).

*All persons are subject to the BDR's 
prohibitions on evasions, attempts, 
causing violations, and conspiracies.

Examples of sensitive personal data
1. A mobile advertising ID (MAID) combined 
with an IP address (two listed identifiers)
2. A MAID combined with personal health data
3. An email address combined with a 
consumer's purhcase history at a retailer (a 
listed identifier combined with personal 
financial data

Examples that are unlikely to be sensitive 
personal data
1. A segment of knitting enthusiasts, identified 
only by MAID (one listed identifier; no other 
pieces of potentially sensitive personal data)
 

Key due diligence questions to identify a foreign person: 
(1) Is the entity organized solely under the laws of a U.S. jurisdiction?
(2) If the entity is partly or entirely organized under non-U.S. laws, is the 
aggregate ownership by covered persons or countries of concern less than 50%?
(3) Is the foreign person's signatory on the data brokerage agreement a covered 
person?

Due diligence questions regarding a foreign person's support for BDR 
compliance: 
(1) Is the data brokerage use case consistent with prohibiting data access  by 
covered persons/countries of concern?
(2) Does the foreign person have internal controls that are reasonably designed 
to prevent data access?
(3) Does the foreign person have policies and procedures to detect and report of 
access by covered persons/countries of concern?
Note: Under DOJ FAQ 58, "second-level due diligence" on foreign persons' 
employment practices is generally not expected, absent evidence of BDR evasion.
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