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1 Welcome to Airconsad

Thanks for purchasing Airconsole - the fastest and easiest way to get Wired Serial and Ethernet
connectivity into your Apple iPad or iPhone, Android Device or PC / Mac via WIFI and or
Bluetooth Classic or Bluetooth Low Energy.

Airconsole has been designed to work seamlessly with the Get Console 2.0 and RapidSSH iOS
applications available from the Apple iTunes App store. Get Console 2.0 and RapidSSH are
RFC2217 compliant terminal applications that offer a fully featured VT100 terminal experience
along with many advanced functions.

Airconsole can also work with other RFC2217 Terminal applications for iOS, Android, PC and

Mac OSX, however we recommend on iOS to use the Get Console application for maximum
compatibility and ease ofuse. On Andr oi d we recommend using our free
for maximum compatibility.

1.1 Airconsole Features
Airconsole has the following supported features

- Presents RS232 serial ports over WIFI or Ethernet connection to Get Console and other
RFC2217 compliant terminal applications

- Presents RS232 serial ports over Bluetooth 4.0 (Low Energy) or Bluetooth 2.1 (Standard)

- Bridge Wired and Wireless networks together to offer a "Pseudo-wire" Ethernet connection
to iPad and iPhone

- Fully configurable Wireless security, IP routing and IP Addressing

- On-demand connectivity to Cloud Service (Get Console Private Server)

- Integrated 1800 mAH or 4400 mAH Lithium battery offers 5+/12+ hours of operation, or can
operate on external USB DC power via supplied micro-USB charging cable

- Integrated Websockets terminal

- Full Developer SDK for both iOS and Websockets

- Machine-to-Machine operating modes

1.2 Package Contents
Your Airconsole package content depends on whether you ordered the Standard Kit or Pro Kit.

The Standard Kit includes:

1 x Airconsole Adaptor

1 x White Micro-USB Charging Cable

1 x Blue USB Hub to Serial Cable

1 x Airconsole Bluetooth 4.0 Dongle (maybe installed into cable)

The Pro Kit includes everything in the Standard Kit as well as:
1 x RJ45-to-DB9 Adaptor (Beige)
1 x RJ45-to-DB9 Null Adaptor (Black)

1 x Redemption Card for a 2 UDID Get Console Private Server license

The XL Kit features a larger battery unit and also has a pre-programmed NFC label attached to
the back of the unit for use with Android NFC compatible devices.



2 Quick Setup

Getting setup with Airconsole is easy - the WIFI instructions are also printed on the back
of the unit

Step | Description Example

1 Power on Airconsole by sliding the

Of f/ Char ge/ OnROs Ipiod
The Airconsole takes about 20 seconds
to boot. The light on the top will
transition from Red to blinking Blue.
Once the light has been blinking blue
for about 10 seconds Airconsole is fully
operational.

Do NOT use the C position to charge
up your Airconsole. This position is
used for when using Airconsole to
charge up other devices. Use the R
position or Off Position to charge up
the Airconsole internal battery

2 Connect the supplied light blue RJ45
Serial / Bluetooth cable to the USB port
on the Airconsole adaptor, and the
RJ45 end to your serial device. If the
serial device has a DB9 connector then
use a RJ45 to DB9 adaptor to convert
to the correct presentation (Airconsole
Pro Kits ship with these DB9 adaptors
included).




3a

WIFI Operation (Skip for Bluetooth)

Join your mobile/PC to the Airconsole
WIFI network. If your device asks for a
password it is 12345678. To do this go
to your iOS device settings page, select
WIFI and Choose the Airconsole-[XX]
network.

By default Airconsole acts as a DHCP
server so will give an IP address to
your iOS/PC/Android device on the
192.168.10.X network.

By Default, the Airconsole DHCP
Server does not provide a Default
gateway. This allows iPad/iPhones to
retain Internet access while still
connected to Airconsole WIFI.

However, in this mode the WIFI
connection icon in iOS may stay
Aspinningod rather
This is Normal.

Airconsole will still be connected to the
iPhone/iPad, and is usable from the
Get Console App.

You can change all Airconsole settings
at http://192.168.10.1/ (admin/admin)

ese00 Telecom NZ 4G 11:07
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http://192.168.10.1/
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Bluetooth Low Energy Operation

To use Bluetooth Low Energy your iOS
device does not have to join Airconsole
WIFI.

Ensure Bluetooth is enabled in your
iOS device settings

Launch Get Console App, Bluetooth
adaptor will be auto-discovered and
appear as option in Quick Connection
list (see step 4 below)

Bluetooth

Detected Bluetooth device 'AirConsole-F2'

4 Launch the Get Console or RapidSSH IFL:
App.
QUICK CONNECTION
When fASerialo is si[ o[ we [
connection type, the Airconsole is the . ‘ N
default choice for all serial connections. | “ennectwith  Airconsole (WiFD)
. : Baud Rat Default
If Airconsole WIFI is detected as well aud ate e
as Airconsole Bluetooth, then Get CONNECT
Console will default to the WIFI
connection as provides for higher
Bluetooth:
speeds. _—
To use a supported Redpark cable QUICK CONNECTION
instead of Aircons/([ ssi | e [ renoe |
the AConnect wi t ho Connect with Airconsole (BLE)
Baud Rate Default
CONNECT
5 The Baud rate and other serial
parameters can be modified via the
Session Manager either before or after [CONNECTDN MANAGER] v
the connection is established.
SCRIPT MANAGER
To modify after serial session has been B
. PASSWORDS Tap to Edit v
made, tap the green outlined Serial Settings
connection manager button, and then COMMANDS v

the settings cog icon under the serial
session. From this page the various
baud rate, flow control and bit settings
can be modified.




The changes take effect immediately.

[ Quick Connect

Cancel Session Details Done

Connection Name: New Serial Co...

Connection Type: Serial

Modify Baud Rate

SERIAL SETTINGS ©tC via selectors
LN

Baud Rate 9600 Bal N >
Stop Bits Default = >
Flow Control Default >
Parity Default >
Data Bits Default >




3 Hardware and Connectivity Overview

Airconsole Firmware POST

A [

Charge up Airconsole via any
pawered USE Port on a PC,
Server, Router etc

-
Firmware Upgrade 5—:%{ .
Airconsole Of5 Boating _— @
Sy
Charging Port

RI45-to-DBS Adaptors
supplied in Pro-Kit Only

. BEE]
Al le Read
reensae ey AT RU45-t0-DBY [ — serial
Adapt Devi
10/100 Ethernet f‘-\\ (9 —p.=m|_ e
[Aurto-MDIX] S Blu h — R4S
efrcensels ==  [[Swes |- IT1E o
o Device
USE Port ka

RJ45-t0-DBY [FEE]

: fl::ter;:let E-;gl: Mull Adaptar Serial
s Ir Device

Ethermet Device (ie LAN Switch, 1
or Ethernet Management port \
on field equipment) 5
N\
S OFf f Charge / On
Battery Indicatar
Factory Reset @ Full
{See User Manual for Operation) :;Zte&s :nan %I:'rm:'r
Airconsole Hardware and Connectivity Overview 255 than 30 mins

The following table describes the connectivity options for Airconsole serial port
connectivity depending on your terminal client device

WIFI Bluetooth 4 | Bluetooth 2.1
Low Energy | EDR
iOS Device (iPad, iPhone, iPod YES YES NO
Touch) running iOS 7.0 or later
Mac running OSX version 10.8 or YES YES NO
later
Windows 7 YES NO YES
Windows 8 YES NO Experimental
Android Device (ie Samsung S3or | YES NO YES
later) running Android 4.1 or later

4 Airconsole Web Configuration

Airconsole has a built in webpage that can be used to change the default settings, as
well as flash the device with new firmware if required. To access this webpage complete
steps 1 and 3 of the initial setup instructions above, and then browse to

http://192.168.10.1/ from any modern web browser.



http://192.168.10.1/

|\=‘;, http://192.168.10.1/ P X || ) 192168.10.1 | ‘ S

@ There is a problem with this website's security certificate.
R

The sec| Windaws Security 2 te's address,

. The server 192,168.10.1 at MPR-L8 requires a username and password.
Security] y data you send to t
server, Warning: This server is requesting that your username and password be
sent in an insecure manner (basic authentication without a secure
connection).

We rec website.
@ Click | |
admin
& Con
) | sssee |
-.:i:.- Md [7] Remember my credentials

[ ok ]| cancel

The default username and password are both "admin".

From the webpage you can perform the following tasks

- Change the wireless parameters such as the SSID, the password, or the encryption
method

- Change the default serial port baud rate, data and parity bit settings and flow control.
Note that all of these settings can be also changed in Get Console, the webpage is
just used to change the default settings if using with a terminal that does not fully
support RFC2217 extensions.

- Change the IP address of the LAN that Airconsole operates on, including disabling
the built in DHCP server and enabling DHCP client or static addressing.

- Viewing the device log files

- EnableAi rconsole to act as an AAP Cliento
addition to its own WIFI

- Enable Airconsole to concurrently share its serial port to a Get Console Private
Server directly

- Changing the administrative username and password to access the webpage

- Reset the Airconsole back to its factory settings

- Upgrade the Airconsole firmware

t

o

j

oi



Status Serial LAN Wireless Routing Remote Access Admin

Welcome to Airconsole!

=
i
B

The Airconscle Adaptor settings can be changed on this website to do the
following:

= Change the IP Address Range used by the Adaptors DHCP Server (go to LAN tab)

- Disable the DHCP Server, and configure static IP addressing on the adaptor (go to Firmware
LAN tab)

- Configure Wireless Encryption, Change the SSID, modify radio layer settings (go
to Wireless tab)

- Configure Static routes for the adaptor - make the serial port available from other
subnets (go to Routing tab)

- Configure Remote Access or Machine-to-Machine (Back to back) mode

- Upgrade Airconsole Firmware or perform factory reset (go to Admin tab)

Airconsole Details

Firmware Version : 2.11 (2014-08-04 build 502)
Hardware Version : A-01

Host Name : AirConsole-F2

Operating Mode : Bridge

Bridge IP : 192.168.10.1

DMNS Servers :

Copyright ©® 2014 Cloudstore Limited

For support please contact us at: supporti@get-console.com

Each page on the Airconsole website has built in help for each of these functions on the
right hand side of the screen.

4.1 Serial Settings

The Serial page allows for the tuning of the default serial port baud rate and other
parameters. When using Airconsole with a terminal application that cannot request to
change these settings via RFC2217 method, they should be modified to the settings
required by the serial device on this webpage prior to connecting.

For applications such as Get Console, these settings on this webpage do not need to be
changegdas t he Get Console applicati on wselidl
settings (Baud rate, Flow Control, Data/Stop/Parity Bits etc) on each new connection.

dynamic

-



Status

Serial LAN

Wireless

Routing

Remote Access

Default Serial Settings

Baud Rate :
Data Bits :
Stop Bits :
Parity :

Flow Control :

| 9600 Baud =
| 8Rits 2|
| 1Stop Bit # |

| None ol

| Mo Flow Control

| appLy

| [ canceL |

Copyright © 2014 Cloudstore Limited

Admin

The supported options for each of the serial settings are as the below table:

Speed (Baud Rate)

Data Bits

Stop Bits

Parity

Flow Control

300

8

1

None

None

600

7

2

Odd

RTS/CTS Hardware

1200

Even

DSR/DTR Hardware

2400

XON/XOFF Software

4800

9600

19200

38400

57600

115200

230400

4.1.1 Advanced Serial Settings

Airconsole can act as an RFC2177 compatible serial terminal server and/or a raw IP-
Serial bridge. The default ports for each of these services can be modified on the
Advanced Serial Settings page.

Note that altering the default Com Port Control tcp port from 3696 will require a restart of
Get Console app to redetect the changed port, and will require modification of windows
and OSX driver default configuration.

The AForce Binary Modeo can be used when

Windows driver that does not dynamically negotiate binary transfer mode.

operat.i



Un-checkingDEA O%l AAT A #1101 0100 #11 00116

O

to the RFC2177 that allow for dynamic changing of baukhte, flow control and other

serial parameters inband without resetting the serial port.

Advanced Serial Settings

Com Port Control (NVT)

™ Enable Com Port Control (NVT)

Port Number : 3696

Raw Serial

@Enable Raw Serial

Port Number : 2167
WebSocket Proxy

MEnable WebSocket Proxy
Port Number : 8080

Bluetooth Low Enery Support

™ Enable BTLE Support

APPLY CAMCEL

From Airconsole version 2.03 and onwards, Airconsole also supports direct interaction
with its serial port via Websockets protocol on tcp port 8080. This port can be changed
on this Advanced Serial Settings page. Websockets provides a simple and developer

Force binary mode

friendly method for communicating through a serial port directly from a web page or web

application. To learn more about Websockets support in Airconsole download the
Websockets SDK at www.get-console.com/airconsole Developer resources.

In firmware 2.12 and later, Airconsole supports the Bluetooth Low Energy and Bluetooth
Classic connectivity to serial ports if a USB-Bluetooth-Serial cable is present. Support is

enabled by default.

4.2 LAN Settings

AE


http://www.get-console.com/airconsole

The LAN page allows for configuring how Airconsole behaves on the wired and wireless

network. Note as per the below drawing that this page configures the behavior of the the

wired Ethernet LAN port and the Airconsole-XX WIFI wireless interface which are

bridged together. It does NOT change the behavior of the
interface which (if enabled) is discussed in the AP Client section further below.

WIFEIESS i SS|D: [Corporate WIFI]

Optional AP Client Interface l 2
(apcIiO)
Serial Port
*@m =

/—\k— 7 LAN Page Configuration

Bridge Interface (br0) Static IP / DHCP Server

DHCP Client

Wired Wireless SSID: Al |
— — : Airconsole-xx

Fthernet 192.168.10.0 /24 !

There are a number of possible options for configuring the Bridge IP address and DHCP
Server service as per the below table

Airconsoled s Airconsole act as | Notes

Bridge interface DHCP Server

Addressing

Static Enabled Default Configuration. Use when

Airconsole operating outside
existing Wired network. Use with
caution when connected to
existing Wired network as
Airconsole DHCP server will
assign IP addresses to other
Wired LAN devices

Static Disabled Use when Airconsole should
participate in Wired LAN that
has no DHCP server

DHCP Client Disabled Use when Airconsole should
participate in existing Wired LAN
that has a DHCP server

DHCP Client Enabled Configuration Not Possible

Each mode is discussed in the sections below

4.2.1 Setup Page

The LAN Setup page sets the I P address of the Ai



options are Static Assignment (Default) or DHCP Client.

4.2.2 Static IP Address

Static IP Addressing sets the Bridge IP manually. This is the factory default behavior
with the Bridge IP set to 192.168.10.1/24. This can be changed by populating new
values and clicking Apply.

For static IP addressing in a WIFI only setup, only set the IP Address and Netmask.
Note that if changing from the default 192.168.10.0 subnet, and the DHCP server feature
is also required then the DHCP server range should also be changed on the DHCP
server page as well.

LAN Settings

Address Configuration : Static Assignment '
MAC Address : 00:20:0C:07:EF.58
IP Address : 192.168.10.1
Netmask : 255.255.255.0

Def. Gateway :
DNS Server 1

DMNS Server 2

APPLY CANCEL

Note that the static IP address allocated to Airconsole must be in the same subnet as
the addresses allocated by any DHCP located on the wired LAN network otherwise
Airconsole will not be able to communicate with clients connected wirelessly or via wired
LAN.

We recommend using Static mode in 3 situations

1) When the Wired port is not connected i Airconsole is operating in WIFI only
mode and will use the DHCP server feature to allocate IP addresses to WIFI
clients

2) When the wired port is connected however no DHCP Server is on the wired LAN.
Airconsole needs to have a statically configured IP address to integrate into an
existing statically addressed network

3) When there is DHCP server on the wired LAN but Airconsole needs static IP in a
range not assigned by the DHCP server while the wireless PC/iPad/iPhone



clients on the Airconsole-XX WIFI can be assigned IP address by the wired
network DHCP server.

Under option 2 and 3, If Airconsole has its Wired Ethernet port connected to an existing
LAN network, then also configured the Default Gateway and DNS server addresses if

available.

4.2.3 DHCP Client Mode

DHCP Client Mode is an optional LAN Configuration Mode. Use this mode when
connecting the wired LAN port of Airconsole to an existing LAN that already has a DHCP
Server running on it.

In this mode the Airconsole acts as a DHCP Client for its own Bridge IP address, and
also proxies DHCP requests from wireless clients connected to the Airconsole-XX SSID
WIFI network through to the external DHCP server on the Wired LAN network.

If the DHCP server on the wired LAN network has (and allocates) a gateway IP address
and DNS server then the Airconsole and, any client connected wirelessly to AirConsole
in this mode will be able to access the Internet via the gateway.

When working in this mode, if the Airconsole does not receive an IP address from the
wired LAN DHCP server, it will revert to its default Static IP address of 192.168.10.1/24
(or if that has been changed by user, to the currently set Static IP address).

Also, when Airconsole does receive an IP address from the wired LAN DHCP server,
this address will become the address to build serial connections to and also the
Airconsole webpage address. Because this address may not be known to web clients, it
is broadcast via mDNS / Apple Bonjour to enable (for example) the Get Console app to
find Airconsole on its new address.

To connect to Airconsole from another PC, Mac or iOS Device connected to the same
subnet, use the address http://airconsole-xx.localwh er e t he Axx0 i s
the back of the Airconsole unit.

t

he


http://airconsole-xx.local/

OHCP isting DHCP Serv vireless client DHCP
'EIiE‘I'It_“‘* provides Addressing for ICE request fﬂlient

Existing

ient nnected t DHCP ] T
5I:IHfP PCar Bir sole-3 W Client iPFad
ErveEr Mac Jetwork @

= T 9

Existing Wired LAN Network B CONSole iﬂ;_ T T T Wirsless LAN
i.e 172.16.5.0/24 - - - 5510: Adrconsole-KX
Wirelesz and Wired LAN bridged e (172.16.5.0 /24]

together automatically

Serial Port to
DHCP Setup Serial Devices
Enable DHCP Server
Starting IP Address :
Ending IP Address :
Lease Time : minutes(s)
No default route When Alrconsole is DHCP Client, then

iPad and Mac must learn its P address in
arder to launch Serial port connections,

[8Enable DHCP Client

Airconsole uses mONS (Apple Bonjour)
to broadeast its assigned IP Address to
iPad and Mac to allow

Disable DHCP Client and Server

Note: Addresses that can be allocated must be in the same
segment as the LAN IP but cannat include the LAN IP itself.

[APPLY | [ CANCEL

If DHCP Client is successful in obtaining IP address it will automatically disable the
DHCP server running on the Bridge IP interface (if it was enabled). This is to stop
competing DHCP servers existing on the same LAN.

4.2.4 DHCP ServdPage

While the Airconsole Setup page has a static IP address set for the Bridge interface, the
DHCP Server Mode is enabled by default in the DHCP Server page.



DHCP Server

M Enable DHCP Server

Starting IP Address : 192.168.10.2
Ending IP Address : 192.168.10.16
Lease Time : L300 minutes(s)

@Nﬁ default route
@Enable DMNS Proxy

APPLY CaMCEL

DHCP Leases

Hostname MAC Address IP Address Expires in
No leases found

In this mode the Airconsole acts as a DHCP Server on its Bridge interface (ie for both
thed Ai r ¢ eXrXviveless and wired LAN port. It will allocate IP addresses from the
range configured on the webpage. Within this mode there are 2 sub options:

T ANo def aadilwith thidopiidneelected: Airconsole will provide an IP
address only to DHCP Clients. This is to allow devices such as iPhones and
iPads with 3G wireless to continue to access the Internet directly over that
interface while concurrently connected to the Airconsole-XX WIFI network. Note
as at writing this option does not work with Android devices (an AP client tether
workaround exists for Android as discussed below).

T AEnabl e DN &ithlhis option énabled, when Airconsole has an AP
Client interface enabled along with NAT, the Airconsole will act as a DNS proxy
to resolve external names to IP addresses on behalf of Airconsole-XX WIFI
clients. This allows these clients to access the Internet via the AP Client interface
without knowing external DNS server addresses.

Assuming the DHCP Server feature is disabled, Airconsole will still bridge DHCP client
requests (if any) from wireless clients on the Airconsole-XX WIFI through to the wired
LAN, meaning any client connected wirelessly to the Airconsole will still be able to obtain
an IP address from a wired LAN DHCP server if one exists.



default route is still used

@_‘)iu:r default route

OHCP Wireless and Wired LAN bridged DHCP
Cliert tagether automatically Client
_‘-\ Allocates Address F

DHCE and Gate
PC ar Server Wireless DHCP :
~ Pz
Mac Mlocates Addres 1 Clients IPad
@ and Gateway to @
AM DHCP Clients T
| Fal Y }

. | - N e p— I
Wired LAN Network ElfEa=o.s — Wireless LAN
192.168.10.0 /24 5510 Adrconsole- K

192.168.10,0 /24
Senal Port to
DHCP Setup serial Devices
® Enable DHCP Server When Alrconsole sends —
: 152.168.10 2 ault G Wi i
Starting IP Address Default Gateway, iPad will W dirconsole-C3
Ending IP Address : 192 168.10 254 show tick when connected.
Lease Time * 1440 minutes(s) However iPad 3G network
— path to Internet may not work
(Co default route DHCP Server Mode:
- "No Default Route” UNTICKED
OHCP ‘Wireless and Wired LAN bridged DHCP
CIIEH[_‘"\ together automatically Client_‘\* 1G/4G to
Allacates Address Intermet
PL DHCP only to Wireless
ar Server WHEP Clien iPad
hlac Mlocates Address 1
Oients T
| Yo ~ !
Wired LAN Network ETETIETS — Wireless Lo
192 168,100 /24 S5ID: Airconzale-XX
192.168.10.0 /24
Serial Port to
DHCP Setup serial Devices
@ Enable DHCP Server When Alrconsole does not
Starting IP Address :  192.168.10.2 send Default Gateway, iPad [ R 3
i showing spi a = FECINS0ME-
Ending IF Address : 192 166.10 254 will keep shawing spinning s N
wheel in WIFl. However
Lease Time : 1440 rminutes(s) connection will work, and 3G

DHEP Server Mode:
"Mo Default Route” TICKED

4.3 Wireless Settings

The pages allows for configuring the Wireless settings of Airconsole. This includes the
SSID, the security settings and for advanced users the tuning of the radio interface.

4.3.1 Basic Wireless

The Basic Wireless tab allows for setting the WIFI SSID, and the supported wireless

protocols.

The default settings of Airconsole are:

802.11 Mode: 11b/g/n protocol support




SSID: Airconsole-XX where XX is the last 2 digits of the device mac address
Broadcast SSID: On 1 disable this if you do not want Airconsole to announce its SSID
to Wireless LAN. Only wireless clients that are manually configured to join the
Airconsole-XX WIFI network with the correct password will be able to join

AP Isolation: Off i enable this if you do not wish wireless clients joined to Airconsole to
be able to communicate with each other (ie only with the Airconsole itself)

Channel: Auto. By default Airconsole prefers channel 1. Other valid non-overlapping
channels include 6 and 11. For use in Australia for NBN installers, we recommend using
channel 11 as will not overlap at all with the high 2.3GHz frequency used by NBN
Antenna equipment.

4.3.1.1 HT Physical Mode
The following are settings only applicable to 802.11Mommunication. Do not alter
these settings unless absolutely necessary.

Operating Mode: Use Mixed mode unless all clients are 802.11N capable

Channel Bandwidth: 802.11n allows for double-width channels (ie channel 1 and 6
bound together) to improve throughput. The default is 20/40 which means Airconsole will
accept 40Mhz channel connections from wireless clients that support this but also
support legacy wireless clients that support only 20mhz channels (the default for
802.11b and 802.11g). We recommend however when using with AP Client to set
this to 20Mhz only.

Guard Interval: Long or Auto. The Default is Auto. Setti
improvereliabi | ity in noisy W FI environments at the ¢

Auto setting will attempt to tune the Guard Interval to maximize reliability and throughput.



Basic WLAN Settings

Network Mode
SSID
Broadcast SSID

AP Isolation
BSSID

Channel

HT Physical Mode

Operating Mode
Channel BandWidth
Guard Interval

MCS

Reverse Direction Grant
Extension Channel
STBC

Aggregation MSDU
Auto Block ACK
Decline BA Reguest
HT Disallow TKIP
20 / 40 Coexistence

Other

HT TxStream
HT RxStream

4.3.2 Wireless Security

1lb/g/n mixed mode =
AirConscle-56
(*JEnable ( Disable
(_JEnable (s)Disable
00:20:0C:08:06:56

2412MHz (Channel 1} =

(*)Mixed Mode

()20 @20/ 40

(Long (s)Auto
Auto =

_Green Field

([ Disable (#)Enable

2432MHz (Channel 5} =
(=)Enable
_Enable
(=)Enable
(_Enable
{(=)Enable
(=)Enable

(_Disable
(*)Disable
(_Disable
(=)Disable
(_)Disable
_)Disable

APPLY CAMNCEL

Airconsole offers 5 Security modes

1 Security Disabled

1 Open System i for WEP based encryption using pre-shared secrets. This is very
weak encryption for use with very old Wireless clients that do not support newer
WPA based security.
WPA/WPAZ2 using TKIP for pre-shared key exchange
WPA/WPAZ2 using AES for pre-shared key exchange

= =4



I 802.1X with pre shared key against remote RADIUS server

The default security mode is WPA2 with TKIP key exchange. This setting is the second
most secure setting. TKIP is less secure than AES for key exchange; however has
broader wireless client support. WPA2 still uses AES for encrypting data regardless of
key exchange.

If all wireless clients needing to connect to Airconsole support WPA2/AES then we
recommend changing the security mode to this setting.

Airconsole does not support the use of WPA2 or 802.1X with certificates. 802.1X is
supported with just Radius pre-shared key.

4.3.3 Advanced Wireless

Advanced Wireless
BG Protection Mode Auto =
Beacon Interval 100 ms (range 20 - 999, default 100)

Data Beacon Rate (DTIM)

=

ms (range 1 - 255, default 1)

Fragment Threshold 2346 | (range 256 - 2346, default 2346)
RTS Threshold 2347 | (range 1 - 2347, default 2347)
TX Power 100 (range 1 - 100, default 100)
Short Preamble (*)Enable [ Disable
Short Slot (s)Enable ( )Disable
Tx Burst (s)Enable [ |Disable
Pkt Aggregate (*)Enable [ Disable
IEEE 802.11H Support _JEnable (E}Diaable (only in A band)
Country Code NOMNE =

APPLY CAMNCEL

The Advanced Wireless tab allows for setting various radio level settings. They are
provided for wireless experts to tune their Airconsole wireless performance and also
battery life.

Generally, reducing the TX power is possible to 50% or lower in low WIFI noise
environments. This will extend the Airconsole battery life by upto 1 hour.






