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SAML2 provider integration with Onelogin 

 

 

 

• Onelogin integration allows: 

1. You, to bind Onelogin groups in Woody, in order to give permissions, depending of your Onelogin groups. 

- Once these groups are binded, we can assign to it, a group of Woody profiles and give its some permissions. 

These groups can be from AD (if Onelogin is connected to), Onelogin Roles or Groups configuration. 

2. Users to logon to Woody using their Onelogin accounts.  

- Users will be redirected directly to Onelogin authentication page 

- Woody won’t access any personal user information (only groups are transmitted bu Onelogin) 

3. Woody to get groups which a user belongs to. 

- Once the user authentificated on Onelogin plateform, Woody will retrieve Groups the users is member of. 

- Based on these groups, Woody will filter profiles access and give permissions on admin pages. 

If a user is member of multiple groups with different permissions or profiles, Woody will combine permissions to most 

permissive. 

 

• How to configure it: 

1. In Woody, generate URLs and ID for SAML2 provider 

2. Create an application in OneLogin 

3. Configure the Onelogin “config URL”, in Woody SAML2 provider 

4. Users management (Onelogin) 

a. Example of user management using Onelogin “Groups” 

b. Example of user management using Onelogin “Roles” 

5. Bind users (Woody) 

6. Enable Onelogin authentication 
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1. Generate Woody URLs and ID for SAML2 provider 

 

1.1 Open Woody administration pages 

 

1.2 Go to « Users » tab, then go to “Saml2” under “External providers” section 

 
 

1.3 Enter a provider name, then click on  

 

1.4 Keep the new window, opened, we’ll need this information to configure Onelogin application. 

 
You can copy values, by clicking on it (Only in Google Chrome) 
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2. Create an application in Onelogin 

 

2.1 In your Onelogin administration interface, go to “Application ” and click on “Add App” button 

 
 

2.2 Search for “SAML Test Connector (Advanced) ”  

 
And click on the application 

 

2.3 Enter a “Display Name ” for the app, and (optional) select a logo for it 

 
Then click “Save” 
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2.4 In “Configuration ” 

• Copy the “entityID ” URL, from Woody configuration page, and paste it in “Audience (EntityID) ò field 

 
 

 

• Copy the “assertionConsumerService ” URL, from Woody configuration page to 

     - “ACS (Consumer) URL Validator ” field 

     - “ACS (Consumer) URL” field 

     - “Login URL ” field 

 
 

 

• Set “SAML initiator ” to “Service Provider ò 
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2.5  In “Parameters” add the following custom parameters: 

 

• email 

Field name : email  

Value : Email  

Check “Include in SAML assertion “ 

 

 

 

 

 

 

 

 

 

 

• username 

Field name : username 

Value : Username 

Check “Include in SAML assertion “ 

 
This is the value returned to Woody as “user name”. 

If your Onelogin is connected to an Active Directory system, you 

can set “AD user name ” value, to get value from AD instead of 

value from Onelogin. 

 

 

 

 

 

 

 • groups 

Field name : groups  

Check “Include in SAML assertion “ 

Check “Multi - value parameter “ 

Set “Default if no value selected “ to “User R oles “ 

 
If Onelogin is connected to an external AD, you can use 

“memberOf”. That will return the Active Directory groups wich 

the user is member of. 

If you want to do your binding depending on different attribute 

(“Group” for example), select it there. 

 

Then select 

“Semicolon Delimited input (Multi - value output) “ 

 

 

 

 

2.6 In “SSO” copy the “Issuer URL ” to paste it in Woody SAML2 (on step 3) 
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3. Configure Onelogin application, in Woody SAML2 provider 

 

In Woody config page : 

• Enter the previously copied URL (on step 2.6) in the “Url  auto configuration ” field 

• Click on « SAVE » 

 
The « Test  » button will test access to the Onelogin application. 
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4. Users management (Onelogin) 

 

Depending of your configuration, you can have groups configured on your Active Directory (and imported in 

Onelogin), otherwise, you have to manage it from Onelogin. 

Before binding users in Woody app, you need to be sure each user have a value returned in SAML2 “groups ” 

response. (content of this response, depends of your “groups” configuration on step 2.5) 

 

Woody will give permissions to these “groups” values (it can be “AD groups ”, “Onelogin Roles ”, or other), 

and  for each value, we can configure profiles groups and permissions (on Woody side)

 
Woody /  Onelogin workflow for authentication. 

 

If you have AD connection in Onelogin and used the “memberOf” attribute, to send through SAML2 “groups ” 

response, you can go directly to step 5. 
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4.1 Example of user management using Onelogin “Groups” 

4.1.1 First you need to create Groups. These Groups will be used by Woody to provide permissions on. 

In Onelogin console, under “Users ” click on “Groups”, then click on  to create a new one. 

Give a name to this group. 

 

Then click  and  button. 

 

4.1.2 In Onelogin console, under “Users ” click on “Users ” then select the user you want to give permissions on. 

 
 

4.1.3 Go to “Authentication ” and give a Group to this user. 

 

then click on  button 

 

4.1.4 In “Application ” click on the  button, then add the app you created. 
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4.2 Example of user management using Onelogin “Roles ” 

4.2.1 First you need to create Roles. These Roles will be used by Woody to provide permissions on. 

In Onelogin console, under “Users ” click on “Roles ”, then click on  to create a new one. 

Give a name to this role and click   

 
 

Then, select the app you want this Role can access to 

 
 

And click  button. 

 

4.2.2 In Onelogin console, under “Users ” click on “Users ” then select the user you want to give permissions on. 

 
 

4.2.3 In “Application ” click on the  button, then add the app you created. 

  

 

4.2.4 Select the role the user will have. This role will be used on Woody side to give permissions 

then click on  button  
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5. Bind users (Woody) 

Now you can bind values configured in Onelogin, and filter Woody profiles and roles on it. 

 

5.1 In the Woody “SAML2 providers ” page, click on “ADD BINDING” 

 
 

 

5.2 Manually entre the Onelogin value you want to bind and give it correct access 

 
This value depends of your configuration, it can be an “AD groups”, a “Onelogin Roles” or a “Onelogin Group” 

• Click “save”, then you can add another value and give it different profiles access and permissions. 

 

• You can also enter “woody_saml2_any”, it will act as an “any” value.  

In this case Woody will give it permission to all Onelogin users without any filter. 

It still require, users can access the Woody app on Onelogin configuration.
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6. Enable Onelogin authentication. 

If you want to have, by default, the Onelogin provider on Woody app.

 
 

You can configure it on: 
Users > Settings  

 
 

If for any reason, at any time, you want to use “Woody internal user s”, you can still unlock the authentication 

provider with the link in lower right corner of the authentication page 

 

Then, you can choose your provider 

 
 


