SAML2 provider integration with Onelogin

onelogin

¢ Onelogin integration allows:

1. You, to bind Onelogin groups in Woody, in order to give permissions, depending of your Onelogin groups.
- Once these groups are binded, we can assign to it, a group of Woody profiles and give its some permissions.
These groups can be from fiDOnelogin is connected td)nelogin Roles déroups configuration
2. Users to logon to Woody using their Onelogin accounts.
- Users will be redirected directly to Onelogin authentication page
- Woody won’t access any personal user information (only groups are transmitted bu Onelogin)
3. Woody to get groups which a user belongs to.
- Once the user authentificated on Onelogin plateform, Woody will retrieve Groups the users is member of.
- Based on these groups, Woody will filter profiles access and give permissions on admin pages.

If a user is member of multiple groups with different permissions or prafilesdy will combine permissions to most
permissive.

¢ How to configure it:

1. In Woody, generate URLs and ID for SAML2 provider
2. Create an application in Onelogin
3. Configure the Onelogin “config URL”, in Woody SAML2 provider
4. Users management (Onelogin)
a. Example of user management using Onelogin “Groups”
b. Example of user management using Onelogin “Roles”
5. Bind users (Woody)

6. Enable Onelogin authentication
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1. Generate Woody URLs and ID for SAML2 provider

1.1 Open Woody administration pages

1.2 Go to « Users » tab, then go to “Saml2” under “External providers” section

‘ dy in2it
331.005

General user settings SAML2 prOVidEI'S

Add external provider using SAML2 protocol, and import user groups. SAML2 users belonging to imported groups will be granted permissions and access to profiles according to the binding.

Provider name User group Profile group Role
Rights management

Create provider

Internal users

External providers

1.3 Enter a provider name, then click on LiEAIE

1.4 Keep the new window, opened, we’ll need this information to configure Onelogin application.
Edit OnelLogin

Name Onel ogin

Configuration :
Url auto configuration hitps-/fwww example com

Infos configuration :

entitylD hitps: woody-technologies com/authprovider_63e37180-ee06-4043-9cfd-633bd2366bfh
metadataEndpoint https:/finZit-dev woody-technologies.com/auth/login/sami2/authprovider_63e37180-ee06-4048-9c
assertionConsumerService nZit-dev.woody-technologies.com/auth/login/sami2/authprovider_63e37180-ee06-4048-9¢
singleL ogoutService https:/fin2it-dev woody-technologies_com/auth/logout

clockDrifts -10000,10000

Group listing config :
Type Default -

TEST CLOSE

You can copy values, by clicking on it (Only in Google Chrome)
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2. Create an application in Onelogin

2.1 In your Onelogin administration interface, go to “Application ” and click on “Add App” button

onelogin Users Applications Devices Authentication Activity Security Settings Developers Upg oW . Woody Technologies
Applications (2) Add App
Q

2.2 Search for “SAML Test Connector (Advanced) ”

Onelogin Users Applications Devices Authentication

Find Applications

Q, SAML Test Connector (Advanced)

SAML Test Connector (Advanced)

OneLogin, Inc.

And click on the application

2.3 Enter a “Display Name ” for the app, and (optional) select a logo for it
App Listing /

Add SAML Test Connector (Advanced)

| configuration Portal
Display Name

Woody in2it

Visible in portal

@

Rectangular Icon Square Icon
Upload an icon with an aspect-ratio of 2.64:1 as Upload a square icon at least 512x512px as
either a transparent .PNG or .SVG either a transparent .PNG or .SVG

Then click “Save”
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2.4 In “Configuration
¢ Copy the “entitylID ” URL, from Woody configuration page, and paste it in “Audience (EntityID) o field

Applications /

SAML Test Connector (Advanced)

Info Application details

| configuration RelayState

Parameters

Rules Audience (EntitylD)
htips://sp.woody-technologies.com/authprovider_63e37180-ee06-4048-9cfd-633bd2366bfb

850

* Copy the “assertionConsumerService ” URL, from Woody configuration page to
- “ACS (Consumer) URL Validator ” field
- “ACS (Consumer) URL" field
- “Login URL ” field

Applications /
SAML Test Connector (Advanced)

i >
Info ACS (Consumer) URL Validator

https://in2it.woody-technologies.com/auth/login/saml2/authprovider_63e37180-ee06-4048-9cfd-633bd2366bfb
| configuration

| '.E'i' *Required.

Parameters

Rules ACS (Consumer) URL*

o https://in2it.woody-technologies.com/auth/login/saml2/authprovider_63e37180-ee06-4048-9cfd-633bd2366bfb
Access | (i) *Required

Users Single Logout URL

Privileges

Setup Login URL

https://in2it.woody-technologies.com/auth/login/saml2/authprovider_63e37180-ee06-4048-9cfd-633bd2366bfb

(i) Only required if you select Service Provider as the SAML Initiater.

* Set “SAML initiator " to “Service Provider 0

Applications /
SAML Test Connector (Advanced)

3

Info

‘:i:" * Required - Specifies time period, in minutes, the asse

| Configuration
SAML initiator

Parameters .
Service Provider -

Rules
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2.5 In “Parameters” add the following custom parameters:

e email

Field name : emalil

Value : Email

Check “Include in SAML assertion

“u

® username
Field name : username

Value : Username

Check “Include in SAML assertion

"

This is thevalue eturned towoody as'user namé.

If your Onelogin is connected to an Actidieectorysygem, you
can set'AD user name ” value,to get value from Alnsteadof
value from Onelogin.

® groups
Field name : groups

Check “Include in SAML assertion
Check “Multi - value parameter
Set “Default if no value selected

“«

“«

“to “User Roles “

If Onelogin is connected to an external, ADu can use
“memberOf. Thatwill returnthe Active Directory groupsich
the user is member of

If you wart to do your binding depending on different attribute

(“Groug for example)select it there.

Then select

“Semicolon Delimited input (Multi - value output)

Edit Field email

Name

email

Value

Email

Flags

Include in SAML assertion

Cancel Delete

Save

Edit Field username

Name

username

Value

Username

Flags

Include in SAML assertion

Cancel Delete

Save

Edit Field groups

Name

groups

Value

Added Items

Default if no value selected
User Roles

Semicolon Delimited input (Multi-value outp...

(i) This value will be used if no value has been selected in the table above

Flags

Include in SAML assertion

Cancel Delete

2.6 In “SSJ copy the “Issuer URL ” to paste it in Woody SAML2 (on step 3)
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3. Configure Onelogin application, in Woody SAML2 provider

In Woody config page :
¢ Enter the previously copied URL (on step 2.6) in the “Url auto configuration " field
e Click on « SAVEB»

Edit Onelogin

MName Onelogin

Configuration :
Url auto configuration t .onelogin.com/saml/metadata/5c4c47ca-42f9-4612-bd0c-576e7d328d05

Infos configuration :
entitylD
metadataEndpoint
assertionConsumerservice
singleLogoutService
clockDrifts

Group listing config :
Type Default -

DELETE TEST CLOSE

The «Test » button will testaccess to the Onelogin application.
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4. Users management (Onelogin)

Depending of your configuration, you can have groups configured on your Active Directory (and imported in
Onelogin), otherwise, you have to manage it from Onelogin.

Before binding users in Woody app, you need to be sure each user have a value returned in SAML2 “groups ”
response. (content of this response, depends of your “groups” configuration on step 2.5)

Woody will give permissions to these “groups” values (it can be “AD groups ”, “Onelogin Roles ”, or other),
and for each value, we can configure profiles groups and permissions (on Woody side)

@ 2

z = Askfor “Username” and “Password” « " « Click on "Connection”
onelogin l i

Imvalid usamame or passward

= Valid Username and password 7

~-» » Read “groups” and extract each value
yes

* |s there at least one value returned 7

i \
m — * lIsthis user have permissions on Woody app ? |

* s the value is mapped in Woody ?

Eﬂ * Depending on Onelogin configuration: l

yes m
= With AD connection: 5 ‘

yes

Put “memberOf” of this user in SAML2 : Give profiles
Access Denied — “groups” response and permissions “\'a“"““’ -0 ’;
* Without AD Connection: T °
Put “Roles” (or other setting) of this :

user in SAMLZ “groups” response

Woody/ Onelogin workflow for authentication

If you have AD connection in Onelogin and used the “memberOY attribute, to send through SAML2 “groups ”
response, you can go directly to step 5.
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4.1 Example of user management using Onelogin “Groups”
4.1.1 First you need to create Groups. These Groups will be used by Woody to provide permissions on.

In Onelogin console, under “Users” click on “Groups”, then click on m to create a new one.
Give a name to this group.

onelogin Users Applications Devices

Groups /

in2it admin ° °

Then click°and S button.

4.1.2 In Onelogin console, under “Users” click on “Users” then select the user you want to give permissions on.

onelogin Users Applications Devices

Users

Q Show filters

Woody Technologies

@ technique@woody-technologies.com

4.1.3 Go to “Authentication " and give a Group to this user.

onelogin Users Applications Devices Authentication Activity
® Users /
a» Woody Technologies
User Info Authentication
| Authentication S
in2it admin -

Applications

then click on button

4.1.4 In “Application ” click on the [+ button, then add the app you created.

Assign new login to Woody Technologies
This login will override any apps assigned via roles

Select application

Woody in2it -
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4.2 Example of user management using Onelogin “Roles ”
4.2.1 First you need to create Roles. These Roles will be used by Woody to provide permissions on.

. . . Ni Ral
In Onelogin console, under “Users” click on “Roles”, then click on to create a new one.
Give a name to this role and click °

onelogin Users Applications Devices

Roles /

in2it admin ° °

Then, select the app you want this Role can access to
Select Apps to Add

€ woodyinzit v

And clickm button.

4.2.2 In Onelogin console, under “Users” click on “Users” then select the user you want to give permissions on.

onelogin Users Applications Devices

Users

Q Show filters

Woody Technologies

technique@woody-technologies.com

4.2.3 In“Application ” click on the [+ button, then add the app you created.

Assign new login to Woody Technologies
This login will override any apps assigned via roles.

Select application

Woody in2it -

4.2.4 Select the role the user will have. This role will be used on Woody side to give permissions

then click on button

onelogin Users Applications Devices Authentication Activity Security Settings Developers

Users /

Woody Technologies

User Info L
Roles Applications
Authentication
Default 2 Woody in2it technique@woody-technologies.com
| Applications
in2it admin v
Activity
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5. Bind users (Woody)
Now you can bind values configured in Onelogin, and filter Woody profiles and roles on it.

5.1 In the Woody “SAML2 providers ” page, click on “ADDBINDING

General user settings SAML2 providers
Add external provider using SAML2 protocol, and import user groups. SAML2 users belonging to imported groups will be granted pern

Provider name User group Profile group Role

Rights management Onelogin ADD BINDING

Create provider

Internal users

External providers

5.2 Manually entre the Onelogin value you want to bind and give it correct access

User group Profile group Role

Onelogin in2it admin| all_access > monitoring -

This value depends of your configuration, it can be an “AD groups”, a “Onelogin Roles” or a “Onelogin Group”
¢ Click “save”, then you can add another value and give it different profiles access and permissions.

* You can also enter “woody_saml2_any”, it will act as an “any” value.
In this case Woody will give it permission to all Onelogin users without any filter.
It still require, users can access the Woody app on Onelogin configuration.

SAML2 providers

Add external provider using SAML2 protocol, and import user groups. SAML2 users belonging to imported groups will be granted permissions and access to profiles according to the binding.

Provider name User group Profile group Role

Onelogin woody_sami2_any all_access administrators EDIT
ADD BINDING

version 1.3 —2020.08.24
© Woody Technologies



6. Enable Onelogin authentication.

If you want to have, by default, the Onelogin provider on Woody app.

CONNECTION

You can configure it on:
Users > Settings

General user settings SETTINGS

Settings

Default provider: Onelogin (saml2) ~ @

Rights management

If for any reason, at any time, you want to use “Woody internal  user s”, you can still unlock the authentication
provider with the link in lower right corner of the authentication page

Then, you can choose your provider

Server

Okta

woody
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