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Warranty and Disclaimers

Suprema Warranty Policy

Suprema warrants to Buyer, subject to the limitations set forth below, that each product shall operate
in substantial accordance with the published specifications for such  product for a period of one (1)
year from the date of shipment of products ("Warranty Period"). If Buyer notifies Suprema in writing
within the Warranty Period of any defects covered by this warranty, Suprema shall, at its option, repair
or replace the defective product that is returned to Suprema within the Warranty Period, with freight
and insurance prepaid by Buyer. Such repair or replacement shall be Suprema's exclusive remedy for
breach of warranty with respect to the Product. This limited warranty sh all not extend to any product
that has been: (i) subject to unusual physical or electrical stress, misuse, neglect, accident or abuse,
or damaged by any other external causes; (ii) improperly repaired, altered or modified in any way
unless such modificatio n is approved in writing by the Supplier; (iii) improperly installed or used in
violation of instructions furnished by Suprema.

Suprema shall be notified in writing of defects in the RMA (Return Material Authorization) report
supplied by Suprema not later than thirty days after such defects have appeared and at the latest one
year after the date of shipment of the Product. The report should include full details of each defective
product, model number, invoice number, and serial number. No product without an RMA number
issued by Suprema may be accepted and all defects must be reproducible for warranty service.
Except as expressly provided herein, the products are provided "as is" without warranty of any kind,
either express or implied, including, but not limi ted to, warranties or merchantability and fitness for a
particular purpose.

Disclaimers

The information in this document is provided in connection with Suprema products. No license,
express or implied, by estoppels or otherwise, to any intellectual propert y rights is granted by this
document, except as provided in Supremas Terms and Conditions of Sale for such products.
Suprema assumes no liability whatsoever and Suprema disclaims any express or implied warranty,
relating to sale and/or use of Suprema prod ucts, including liability or warranties relating to fithess for
a particular purpose, merchantability, or infringement of any patent, copyright, or other intellectual
property right.

Suprema products are not intended for use in medical, lifesaving, or life sustaining applications or
other applications in which the failure of the Suprema product could create a situation where
personal injury or death may occur. Should Buyer purchase or use Suprema products for any such
unintended or unauthorized application, Buyer shall indemnify and hold Suprema and its officers,
employees, subsidiaries, affiliates, and distributors harmless against all claims, costs, damages,
expenses, and reasonable attorney fees arising out of, directly or indirectly, any claim of persona |
injury or death associated with such unintended or unauthorized use, even if such claim alleges that
Suprema was negligent regarding the design or manufacture of the part.

Suprema reserves the right to make changes to specifications and product descripti ons at any time
without notice to improve reliability, function, or design. Designers must not rely on the absence or
characteristics of any features or instructions marked "reserved” or "undefined." Supreme reserves
these for future definition and shall h ave no responsibility whatsoever for conflicts or
incompatibilities arising from future changes to them.

Please contact Suprema, local Suprema sales representatives or local distributors to obtain the latest
specifications before placing your order.

Copyright © 2015,Suprema Inc. On the web: www.supremainc.com X



BioStar 1.92 Administrator Guide

Copyright Notice

This document is copyrighted © 2008-2013 by Suprema, Inc. All rights reserved. All other product
names, trademarks, or registered trademarks are property of their respective owners.
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BioStar is Suprema's next-generation access control system, based on IP connectivity and biometric

security. Most system devices integrate fingerprint scanners and card readers for multiple levels of
user authentication. However, Suprema'’s biometric devices, installed at each door, work not only as
card or fingerprint scanners and card readers, but also as intelligent access controllers.

The licensed standard edition of BioStar is unlocked by a USB dongle. Without the dongle, BioStar
functions as a free, but limited - capability version. With the dongle, BioStar offers greater versatility
and additional features, as shown in the table below:

andard Editio ee Versio
Maximum # of doors | 512 20

Maximum # of 32 2

clients

Zone support Yes No

Email notifications Yes No

Server matching Yes No

Shift types Daily and Weekly Weekly only

IO board Yes No

Visual Map Yes No
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1. About the BioStar Systen

BioStar V1.92 supports the following devices:

BioStation A2: This fingerprint recognition device is developed based on
SUPREMA's newest fingerprint recognition technology and hardware
platform. This device supports all functions regarding access control

150,000 people per second, Live Finger Detection (LFD) function, face
detection, PoE and attendance management.

BioStation 2: This device enables high- speed matching and powerful
authentication performance using SUPREMA's upgraded biometric
recognition technology and high performance CPU as well as high -

speed transmission of massive data. This product features luxurious
external design and an IP65-rated waterproof and dustproof structure
so that it can be installed in various environments.

BioStation L2 BioStation L2 is a fingerprint recognition device that
provides both access control and att endance management functions.
Up to 100,000 templates can be saved and this device provides a
process speed of up to 100,000 people per second, Live Finger

—— and attendance management, including authentication speed of up to
Detection (LFD) function, and attendance management function.

' BioEntry W2: BioEntry W2is an access control and time & attendance

device in which Supremaoss | atest

' device mounts a quad-core CPU, 2GB of memory, OP5 sensor, and the
latest fingerprint algorithm. It can match 150,000 fingerprints in a single
second. It also includes live fingerprint detection (LFD) and time &
attendance features to provide excellent performance. This device can
be used in various environments since the device has a small width size
of 50mm and IK08 rated vandal - proof, and IP67 dust & water proof

structure. This device also provides added flexibility in system design
feature multi - card support with dual -frequency RFID technology.

ey - Secure I/O 2: This is a separable controller with an ultra slim design for

N one external door relay control and input and output expansion. It is

- used with SUPREMA's IP access control terminals and encrypted
communication, reinforcing security and providing an optimize d
solution according to the service environment.
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BioStation (V1.5 or later) : BioStation is a multifunctional terminal with a
keypad and a 2.5-inch color LCD monitor that allows you to perform

user enroliment and administration functions directly from the device.
BioStation can be connected to a network via a wireless LAN or Ethernet
and includes USB host and device interfaces for easy data transfer.
BioStation MIFARE (BSM) models also support entry control via smart
cards.

BioStation T2: BioStation T2 is a multifunctional, IP -based access
control terminal with a camera, 5-inch touchscreen, fingerprint scanner,
card reader, and built-in video phone feature.

FaceStation: FaceStation is a multifunctional, IP -based access control
terminal with an LCD touchscreen and a camera for face recognition
and videophone functions. FaceStation supports multiple interfaces for
connecting to computers or networks and access controls via Wiegand
and /0O ports. In addition, the device allows for authorization via
multiple access cards.

BioEntry Plus (V1.2 or later): BioEntry Plus is an IP-based access
control device that includes both fingerprint recognition and entry via
access card. The device can be controlled independently via command
cards or managed entirely via the BioStar interface. BioEntry Plus can
be connected to electric door strikes via an internal relay or used with
the Secure 1/O device for extra security and expanded capability.

BioEntry W : The BioEntry W includes all of the features of the BioEntry
Plus in a vandal-resistant, IP65-rated structure. BioEntry W is ideal for
outdoor installation, with exceptional durability in harsh environments.
It features extensive communication interfaces and PoE ca pability.

BioLite Net (V1.0 or later): BioLite Net is IP-based fingerprint terminal
designed specifically for outdoor use. With a rugged, P65 -rated
waterproof structure, it offers extra durability to withstand the elements.
As either a simple door control or part of a complex, networked
environment, BioLite Net supports
and attendance and access control features.
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1. About the BioStar Systen

Xpass: Xpass is an IP-based access reader/controller d esigned
exclusively for use with RF cards. It provides many similar functions to
the BioEntry Plus device, but is waterproof for outdoor use and can be
connected and powered by a single CAT5/6 cable.

Xpass S2: The Xpass S2 deviceis a slimmer version of the Xpass that
supports FeliCa and ISO 15693 cards. Its low profile allows it to be
installed in tight spaces and it features access control to floors when
connected with a LIFT I/O device via RS485 slave.

X-Station: X- Station is an easy-to-use smart IP terminal with a 3.5 -inch
touchscreen LCD that supports ID and card access only. The device
supports face detection with a built -in camera. X- Station allows you to
store up to 200,000 users with 1GB of internal flash m emory and 256MB
of RAM.

BioMini/BioMini Plus : The BioMini and BioMini Plus devices are
fingerprint scanners that can be used for convenient user enroliment.
Installing the device is simple: plug them into a USB connection on any
computer that is connected to the BioStar server and install a driver.

Secure I/O: The Secure 1/O device provides a convenient way to
increase the security of externally mounted devices or expand th e
capabilities of your system. When doors are controlled by a secure 1/10
device, intruders cannot open doors even if they succeed in uninstalling
external devices. To further increase security, the secure 1/0 device
provides encrypted communications betwee n door components. The
Secure I/O device has four input switches and two output relays to
allow control of multiple components with a single device.

LIFT 1/O: The LIFT I/O supports 0-9 device IDs and 12 output ports (12
input ports are not currently supported). Each output can be connected
to an elevator button to control access to floors. The LIFT I/O can be

connected via RS485 as a slave to Xpass and Xpass S2 devices. Up to
10 LIFT I/O devices can be connected to a BioEntry Plus, Xpass or
Xpass S2 device to control up to 120 floors.
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About the BioStar Systen

Logical Configuration

BioStar is a distributed intelligence system. Instead of the complex wiring and centralized
control required by conventional access control systems, Suprema’'s access control
devices can be connected via TCP/IP or wirelessly to a local area network or connected
directly via serial connections. User information, access rules, and other data can be
distributed to each device to speed up authorization time and provi de continual operation
even when the connection to the network is lost.

As the following graphic illustrates, the BioStar system does not require separate access
controllers. This feature provides a distinct advantage over other access control systems,
because BioStation, BioEntry Plus, or BioEntry Wdevices act simultaneously as both a
controller and a reader. As a result, Suprema'’s distributed intelligence approach requires
less hardware and less wiring than conventional, centralized access control system s.
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Conventional Centralized Access Control Systems BioStar - Distributed Access Control System

BioStar is a server-client application that supports up to 32 clients (2 clients maximum in
the free version). A typical configuration consists of numerous access control devices
connected to a central server via Ethernet, WLAN, and/or RS485. BioStar is canpatible with
MS SQL Server and MySQL databases.
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1. About the BioStar Systen

Overall, the system supports a maximum of 512 doors and 512 devices (20 doors and
devices in the free version). Networked devices can be easily grouped together to create
various combinations of anti -passback or alarm zones, as illustrated by the graphic that

follows.

=

BloStar Server BioStar Clent

1.2 Access Control Features

The BioStar system goes a step beyond conventional access control systems, by combining unique
biometric identification with configurable access card capabilities.

1.2.1 User Authentication

Suprema’s access control devices incorporate advanced, award -winning fingerprint
recognition algorithms to provide secure access control. The system allows for a wide
variety of user authentication modes:
Fingerprint or access card: either a fingerprint scan or access card may be used to
gain entry.
Fingerprint + access card: both fingerprint scan and access card are required for
access.
User ID + fingerprint: a user ID and fingerprint scan are used in combination; the user
ID identifies the user and the fingerprint scan is used for authorization.
User ID + password: a user ID and password are used in combination; the user ID
identifies the user and the password is used for authorization.
User ID + card + fingerprint: a user ID, access card, and fingerprint scan are used in
combination.

Fingerprint only : authentication via a fingerprint scan is the only method to gain entry.
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Card only: authentication via an access card is the only method to gain entry.

[FaceStation Only]
Face: authentication via face recognition is the only method to gain entry.
Face + Password authentication via face recognition plus password.
Face + Card authentication via face recognition plus access card.
Face + Card or Password authentication via face recognition plus access card or
password.
Face + Card + Password authentication via face recognition plus card plus password.
User ID + Face authentication via user ID plus face recognition.
User ID + Face orPassword: authentication via user ID plus fac e regognition or
password.
User ID + Face HPassword: authentication via user ID plus face recognition plus
password.

[BioStation A2, X- Station, BioStation T2, and FaceStation]
Detect face: upon successful authentication, a face image is captured.

BioStar stores two templates of each fingerprint and up to two fingerprints per user (four
templates total). If desired, one fingerprint can be used as a duress signal, to activate
alarms or send alerts in situations where a user is required to gain access under duress.
Duplicate templates of each print enhance authentication performance by reducing the
likelihood of false rejections. For more information about registering fingerprints, see
section 3.6.2.

BioStar also provides administrators with the ability to read EM4100 and HID proximity
cards and read, issue, and format MIFARE®and iCLASS® access cards. For more
information about access cards, see section 3. 6.4.

BioStation A2, X-Station, BioStation T2 and FaceStation devices are equipped with
cameras to allow for face detection and recording of face images for enhanced security .
For more information about face detection, see section 3.6.3.

Copyright © 2015,Suprema Inc. On the web: www.supremainc.com 1 8
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1.2.2 User Management

BioStar supports both manual and automatic modes for user management. Manual
synchronization is available for enrolling different subsets of users to particular devices or
when the total number of users in the BioStar database exceeds the limits of a device.
Automatic synchronization is available when managing user records at the device is not
required or desired.

BioStar collects log records from devices and allows the data to be exported to a delimited
text file (.CSV) for custom reporting. The software s upports an unlimited number of user
records® the maximum amount of data stored is subject only to the capabilities of the
underlying database and hardware configuration. For more information about user
management, see sections 4.1, 4.2,4.3, 4.5,and 4.6.

1.2.3  Access Group Management

BioStar allows administrators to build custom access groups by combining permissions
for timezones and doors. With this capability, BioStar provides customizable, scheduled
access control.

BioStar supports up to 128 timezones that ¢ onsist of a seven day schedule, plus two
holiday schedules. Each day in a timezone can include as many as five distinct time
periods.

In total, BioStar supports up to 128 access groups that can be transferred to all connected
devices. For more information about access groups, see section 3.8.

1.2.4  Device Management

Administrators can control multiple aspects of devices via the BioStar software. In addition
to authentication behaviors, BioStar supports the configuration of inputs, output relays,
actions, and sounds. The system includes options for customizing sound and display
settings for BioStation A2, BioStation 2, BioStation L2, BioStation, X- Station, BioStation T2
and FaceStation devices, and LED & Buzzer settings for other devices.

The system provides configuration options for controlling external devices, such as door
strikes and alarm sirens. BioStar can also connect to and communicate with third -party
devices via a Wiegand interface. For more information about device management, see
sections 3.2 and 4.7.

1.2.5 Door and Elevator (Lift) Management

BioStar allows for comprehensive control of doors and connected devices, such as door
relays, alarm relays, door sensors, and exit switches. Each door can be operated by up to
two devices and, when two devices are connected to a door, administrators can apply anti -
passback controls. BioStar also allows for control of elevators (lifts) via BioEntry Plus,
Xpass and Xpass S2 devices, with Secure 1/0O devices connected as slaves.
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BioStar allows specific configuration of a larm events for doors that are forced open or held
open longer than a specified interval, including activating alarm sounds from individual
devices, sending signals to external alarm sirens, displaying warnings in the BioStar user
interface, and sending e-mail notifications (not available in the free version). In addition,
administrators or operators can remotely lock and unlock doors or reset alarms. For more
information about door management, see sections 3.3 , 4.3, and 4.4. For more information
about elevator management, see section 3.4.

1.2.6  Zone Management

The BioStar system gives administrators complete control of various zones (not available
in the free version). Zones can be created with devices connected via Ethernet or RS485
and can include a master device and up to 65 member devices. In addition, individual
devices can be included in up to four zones.

BioStar supports zones for increased access control, such as anti -passback and entrance
limit zones, as well as zones that provide control for alarm or fire alarm outputs and
actions. BioStar also allows administrators to synchronize time, event logs, and user data
for all devices in a specified zone. For more information about zone management, see
section 3.5.

1.2.7 Time and Attendance

BioStar versions 1.2 and higher include time and attendance features to allow
administrators to define time categories, shifts, daily schedules, and holiday settings. The
T&A capabilities of BioStar can be used to enforce compliance with check -in and check-
out procedures, restrict access to off -duty personnel, and report attendance data.

BioStar allows administrators to customize T&A functions for BioStation A2, BioStation 2,
BioStation L2, BioEntry W2, BioStation, X- Station, BioStation T2 and FaceStation devices
and to specify how events are recorded. The BioStar interface also allows administrators to
monitor a uisandcheck-auhstmtaskin real time. For more information about
time and attendance, see sections 3.9 and 4.6.

1.2.8 IP Cameraand NVR ServerManagement

BioStar versions 1.5 and higher support internet protocol (IP) cameras and network video
recorder (NVR) servers, to allow administrators to monitor areas and be notified of specific
events with real-time still images transferred from the IP cameras. By interoperating with
the NVR servers, the BioStar system can also display time-sorted event logs, together with
recorded videos stored on the servers. From the BioStar interface, administrators can add
and customize IP cameras and their functions. For more information about the IP cameras
and NVR servers, see sections 3.11 and 4.1.
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Functional differences between a 1.x device and a 2.x
device

The firmware structure of BethiedR HdVides whiclusepportic es i s d|
BioStar 1 and devices which support BioStar 2. Therefore, a device which supports BioStar

2 cannot be connected and used with BioStar 1. However, BioStation 2, BioStation A2,

BioStation L2 and BioEntry W2 among the devices only supporting BioStar 2 were added to

be used in BioStar 1.

The following are the limitations that occur when connecting and using BioStation 2,
BioStation A2, BioStation L2 or BioEntry W2 with BioStar 1. Check the following limitations
before configuring the system.

Compatible 2.x Device
BioStar 1.91: BioStation 2, BioStation A2, BioStation L2

BioStar 1.92: BioStation 2, BioStation A2, BioStation L2, BioEntry W2

Compatible Firmware
BioStation 2: 1.2.1 version or later

BioStation A2: 1.1.0 version or later
BioStation L2: 1.0.1 version or later

BioEntry W2: 1.0.0 version or later

User
. Import user: Department information and PIN cannot be imported.

Card: A security credential card, which could be issued in BioStar 2, cannot be issued.

In addition, only one card can be used.

Scanning a fingerprint and reading a card: The master device should be used for

scanning a useros fingerprint or issuing a car
cannot scan a fingerprint or read a card.

Door
Door: A 1.x device and a 2.x device cannot be used together for configuring the door. In
other words, devices of different versions cannot be set for the entrance and exit
devices.
Zone: A 1.x device and a 2.x device cannot be used together for configuring a zone. In
other words, a zone cannot be configured with devices of different versions.
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Access control
Full Access / No Access: A 2.x device uses the access control information of users in
preference to full access/no access set for the device. If there is no access contr ol
information set for the device, access is possible with the user authentication
information registered by default, and in order to control the access of users
specifically, access control information must be set.

Device
Device tree: A 2.x device is alvays displayed on the sublist of the BioStar Server. If the
server mode is used, a 1.x device is displayed on the sublist of BioStar Server, and if
the direct mode is used, it is displayed on the sublist of the device.
Network tab: RS485 mode, which can be set for a 2.x device, is different from a 1.x
device. The default value, host, and slave can be set as the RS485 mode for a 2.x
device, and if the default value is set, one door can be configured with one device. Also,
when a device whose Default Value is set for the RS485 mode is connected to the host
device using a RS485 cable, it can also be registered as a slave device in the BioStar.
Input/output tab: Device version 2.x only uses the input tab.
Wiegand tab: Only the extension mode is supported for th e Wiegand mode.
MIFAREcard CSN: Byte order of MIFARE card ID is different from a 1.x device. IfByte
Order of 1.x devices is set to MSB, Byte Order of 2.x devices should be set to LSB. If
Byte Order of 1.x devices is set to LSB, Byte Order of 2.x devices should be set to MSB.

Monitoring
Arm/disarm : Arm/disarm cannot be used for a door or zone which is configured with a
2.x device.
Uploading a log: A log can be uploaded using USB for a 2.x device.
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Installing BioStar is a fairly simplistic process, provided that you address a few prerequisites before

beginning the installation :

First, you must select a PC that can remain running constantly to function as the BioStar server.
The server will receive and store log data from connected devices in real time.

Second, you must choose a type of database to use. The BioStar server supports either MySQL or
MS SQL Server (including the scaled-down, free MS SQL Server Express). Regardless of which
database you choose, you must have sufficient access rights and privileges to connect to the
database and create new tables.

Third, ensure that the PCs you will use for both server and client applications meet the minimum
requirements listed in section 2.1.

The BioStar installation CD includes the BioStar installer. By default, the installer will install both the
server and client applications with minimal input (see section 2.2). However, you may choose to
install the server and client applications independently if you need to specify additional database
options or desire to install the appl ications on separate PCs (see sections 2.3 and 2.4).

2.1  System Requirements
BioStar supports the following operating systems :
Windows 8 (32-bit and 64 - bit system)
Windows 7 (32-bit or 64-bit platform)
Windows Server 2008 R2
Windows Vista
Windows XP, Service Pack 1 or later

Windows Server 2003
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2. Install the BioStar Software

2.2

Windows 2000, Service Pack 4 or later

The minimum system requirements for installing and operating the BioStar software
include the following :
CPU: Intel Dual Coreor similar processor, capable of processing speeds of 1.5GHz or
faster
RAM: 2GB

HDD: 5GB

However, Suprema recommends the following hardware configuration for optimal
performance:
CPU: Intel Quad Core or similar processor, capable of processing speeds of 2GHz or

faster
RAM: 4GB
HDD: 10GB

Run the BioStar Installer

You should run the BioStar installer when you desire to install both the server and client
applications on the same PC and are willing to use the MS SQL Server Express database
with default settings. You will be required to intervene in the express installation process
only when MS SQL Server or a variation is already installed. In this case, you will be asked
whether or not you wish to install MS SQL Server Express. If you choose not to install the
express version, you will be required to provide the correct authentication details, as
described in step 7 of section 2.3.

I Attention : If you have installed a previous installation on the machine with BioStar

installer, remove the old version before runninng the BioStar Installer.
|

Attention : Do not install BioStar 1 on a computer where BioStar 2 is installed. A problem
in the performance of the program may occur.
|
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2. Install the BioStar Software

The installer will install the following components
BioStar server application

Auxiliary libraries : OpenSSL and Microsoft Visual C++ Redistributable
MS SQL Server Express
BioStar client application

BADB Conv (database migration tool)

Before you run the BioStar installer, close all other open applications. If you have previously
installed BioAdmin on the same machine, ensure that you stop the BioAdmin server before
beginning the installation.

To run the installer:
Insert the BioStar installation CD into a compatible media drive.
Locate the installation directory and run BioStar 1.92 Setup.
Follow the on-screen prompts to begin the installation.

During the installation, you will be asked to select the language of your preference.
Select a language, then click Next to proceed.
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Make sure that both the Server and Client applications are selected in the Select
Features dialog box, then click Next to proceed.
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2.3
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Follow the instructions on the screen to finish the installation.

Install the BioStar Server Application

If you do not choose to install the BioStar server and client applications together, you need
to select only the application you would like to install at the Select Features dialog box
during the installation of the Biostar Setup. After you ensure that your system meets the
minimum requirements listed in section 2.1 and address the prerequisites mentioned in the
introduction to this chapter, close all other open applications. If you hav e previously
installed BioAdmin on the same machine, ensure that you stop the BioAdmin server before
beginning the installation.

Attention : If you have installed a previous installation on the machine with BioStar
installer, remove the old version before runninng the BioStar Installer.
|

The installer includes the following components :
BioStar server application

Auxiliary libraries : OpenSSL and Microsoft Visual C++ Redistributable
MS SQL Server Express
BioStar client application

BADB Conv (databasemigration tool)

To install the BioStar server application:
Insert the BioStar installation CD into a compatible media drive.
Locate the installation directory and run BioStar 1.92 Setup.

Follow the on-screen prompts to begin the installation.
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During the installation, you will be asked to select the language of your preference.
Select a language, then click Next to proceed.

BioStar 162 - IrataitShsld Wizard | Sowt

Setup Type ’%

Seinct the st Bow Bl Dasl st o needs | -
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< Dok Maod ) | Cancel

At the Select Features dialog box, click the Client checkbox to uncheck it and exclude
the Biostar client application in the installation (both the server and slient

applications are checked by default) , then click Next to proceed.
BioStar 152 - InstafiShiakt Wizaed —
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Follow the instructions on the screen to finish the installation.

During the installation, you will be required to accept the OpenSSL license agreement
and select a destination folder for the OpenSSL program files.

You will also be asked whether or not you wish to install the MS SQL Server Express
edition. If you will u se a pre-installed version of MS SQL Server, MySQL or Oracle, you
may click No when this message appears. If you decide to use the express edition in
this step, you can skip to step 10. The database setup process will be automated
when you install the express edition.

When the Create Database [BioStar]dialog box appears, select a database type (MS
SQL Server MySQL or Oracle). The database server address and port numbers will be

automatically populated, but you should verify that they are correct.
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Select DD Sarver and authentcation method
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Note:The default name for the database is al ways ;

installation of multiple databases on the same system or database server. The database
name can be changed by editing the DBSetup.exe file. When patching the database server,
you will have the option to manually select a datbase.

If you choose MS SQL Server, you must configure the authentication method as well
(MySQL allows only server authentication) :
Server authentication : this option uses login IDs and passwords to authenticate
users that are created by and stored on the SQL Server. These credentials are not
based on Windows user accounts. Users connecting via server authentication
must provide their credentials every time that they connect.
Windows authentication : this option uses Windows users accounts for
authentication. When users connect through a Windows user account, the SQL
Server validates the account name and password using the Windows principal
token in the operating system. The SQL Server does not ask for a password and
does not independently validate user identification. Windows authentication is the
default authentication mode for MS SQL Server.

Note: You must choose the authentication mode that is supported by the database. You
must als o provide the proper credentials to create new tables in the database.

Click Setup to create the SQL database.

When the SQL database setup is complete, click Finish.

The setup program will perform a few remaining processes before the
server installation i s complete. Click Finish.

2.3.1  Configure the MySQL Database

BioStar cannot use the MySQL database if the maximum packet size is less than 16MB. To
configure the maximum packet size n MySQL server, locate and open a configuration file

for the MySQL server (;my.ini’  for a Windows sys
Under [mysqld], add or edit the packet size to 16M or bigger (for example:
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max_allowed_packet=16M). After you have changed and saved the file, restart the BioStar
Server for the changes to take effect.

2.3.2  Configure the BioStar Server

In some cases, you may require manual configuration of the BioStar server. If you are
having trouble connecting to the server from the client application, for example, you may
need to alter your server settings. In addition, you must stop and restart the server
application to apply any changes you have made to server configurations or database
settings.

On desktop, click BioStar Server Config to start BioStar Server setting program. Or, in
Windows, Start > All programs > BioStar 1.92 > Server Service > BioStar Server Config

@ BicStar Server Condig =

Statuz

& BioStar Server ¥1.91 (192.166.11,170) Running Stop
Conneaciion

‘ pt— PR PURS—

'g TCF Fon vt [1480 v2 [51212  Tnread Count {32 Client List I
Server Matching

m Numbes Of Core 1 ) 1
Dataugss

Datasase Type f D _] |

E :

Datadase Nams [ £ t J

Dalatiase Seaver [ HESeE Font
|¥] | Password

MaxConnecsion ||

(%5, OpenSSL Path | CopenssLbinoDensst are }
<)

F;;: F"'aﬁé [ -------- I

Refresh | oK Cancel J

The server configuration utility allows you to monitor and control the following
Status: view and modify the current status of the BioStar server (Stopped or Started).
You can stop and start the server by clicking the Start or Stop button on the right.
Connection: view and modify the details for the connection between the server and
devices.
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2.4

f  TCP Port enter the port that device s and client applications use to connect to the
server. You should use a port that is not shared with any other software
applications. Most devices supporting BioStar 1 use 1480 port as a default, and
BioStation A2, BioStation 2 and BioStation L2 use 51212 port as a default.

f  Thread Count enter the maximum thread count that the BioStar server can create.
You can enter any number between 32 and 512; however, keep in mind a larger
thread count will consume more system resources.

f Client List: click this button to view a list of devices that are connected to the
BioStar server. The list shows the IP address of each device and whether or not a
SSL certificate has been issued to the device. You can issue or remove SSL
certificates directly from the utility.

Server Matching: The function of the matcher used at the time of server matching is
improved according to the number of CPU cores in the system. Therefore, a faster
server matching speed can be expected as the number of cores used by the match er
becomes larger. The following setting is supported at the Server Matching item in the
BioStar Server Config.

f  Number Of Core means the number of cores used by the matcher and the default
number is 2.

Database: view and modify database settings. For more information about how to alter

these settings, see the procedure for setting up the BioStar server in section 2.3.

f Max Connection: specify the maximum number of connections between the server
and the database. In most cases, the default value (1) is appro priate.

SSL: view or modify the settings for OpenSSL. Click Browse to locate the path for the
OpenSSL application or click Change to change the pass phrase.

Install the BioStar Client Application

If you do not choose to install the BioStar server and client applications together, you need
to select only the application you would like to install at the Select Features dialog box
during the installation of the Biostar Setup.

Before you install the BioStar client application, close all other running applications.

The installer includes the following components :
BioStar server application

Auxiliary libraries : OpenSSL and Microsoft Visual C++ Redistributable
MS SQL Server Expras
BioStar client application

BADB Conv (database migration tool)

To install BioStar client application:
Insert the BioStar installation CD into a compatible media drive.

Run BioStar 1.92 Setup to launch the installation wizard.
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Follow the on-screen prompts to install the BioStar Client.

During the installation, you will be asked to select the language of your preference.
Select a language, then click Next to proceed.
giostar 167 - InstalShiekd Wizard Iyt

Sow Type ) S
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» Erguh

Fosean

« Dack MNewt - Cancal

At the Select Features dialog box, click the Server checkbox to uncheck it and exclude
the Biostar server application in the installation (both the server and client
applications are checked by default) , then click Next to proceed.

BoStar 142 - IrytsiSheid Wizard ol
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Server
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« Back Nest » Cancel

Follow the instructions on the screen to finish the installation.

Attention : BioStar versions 1.3 and higher include a USB driver, which enables the
connection of BioStation in Windows 7. This driver is not compatible with a previous
m version of BioStar. If a previous version of BioStar is used, install the correct USB driver.
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2.4.1 Log in to BioStar for the First Time

If you restarted the system after installation, the BioStar server should run automatically in
the background. If you have not restarted the system, you may be required to manually
connect to the server before proceeding (see section 2.3.2). When logging in to BioStar for
the first time, you will be prompted to create an administrator account.

To log in for the first time:

Launch the BioStar program. If BioStar successfully connects to the server, the Add
New Administrator dialog box will open. In this case, skip to step 6. If BioStar cannot

connect to the server, the Login dialog box wi | | open and display the
connect to server.
“ Si5tar V1 62 CHR
User 20
Pacsware
Carnot cornect to server
|‘whw"~rlsz-) | Logm Canced |

Click Server Setting. This will open the Connect Server dialog box.
il Connacz Senver CHR

Server 19 152 1ce 7 . B2

Server Fort 420

(o] [ e Concel_|

Enter the IP address and port number of the BioStar server.
Click Test to verify the connection.
Click Saveto store the connection settings. This will open the Add New Administrator

dialog box.

Add New Administrator

Enter an Admin ID and password, confirm the password, and choose an
administration level from the drop -down level.

Click OK. This will return you to the Login dialog box.

Enter a User ID and password and click Login.
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2.5

2.6

| B Yew Dase Dodes Mdsawsir Ine

BioStar Interface

BioStar is composed of various interface elements. Each element uses a standard name,
please check names of each element before you read this manual.

Lo MO T
- Y
Lxer § e ————————————————————————————
.

“

o e

A s

B, Al Waw (hw
- Vot D

713

| W e A Lawn e ben Prvee A e
| ) Mo vk & 0 ™ -
Dvtiite = i C
Tots i |

kb

| e

Sl v

o el ey
| 45 cavers

| ‘

|} &3 -

@ reowes Comut
; Murihnine
e

o5 Thew el ameetanie

Each element is named as what is displayed in the title. For example, it is called User window,
Customize dialog box, Additional Infomation tab, Basic Information a rea.

Customize the BioStar Interface

You do not have to make any changes to the interface to use the BioStar systemx the
default settings are sufficient for setup and operation. However, BioStar allows you to
customize various settings to control the appear ance and functionality of the interface.

2.6.1 Change the Theme

The BioStar interface includes two preset themes based on MS Office styles :

Office 2003
Office 2007

To change the theme, click Theme from the menu bar and select a theme.
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2.6.2 Customize the Toolbar

The BioStar interface includes a standard toolbar near the top left of the screen. Standard
toolbar buttons provide functions similar to a typical web browser : Back, Forward, Refresh,
Find User (search), and Print.

: Fle View Theme Option Administrator Help
:E@Back =P | Forward 'S‘_}Reﬁ'esh &FlndUser IE;F’rint;
Doors “l_tdd or Remove Buttons '1 Standard o @ Back
Name ' Customize... v @ Forward
.aDoors - ||« & Refresh
i3 Zone v| & FindUser
(v | [ Pprint Ctrl+P
Reset Toolbar

To customize the toolbar:

1.  Click the drop-down arrow at the right of the toolbar.

2. Click Add or Remove Buttons > Customize. This will open the Customize dialog box.
3. Click the Commands tab.
4

Click All Commands to display a list of available buttons.

Customize

| Toolpars | Commands ' Options |

To add a command to & toolbar: select a category and drag the
command out of this dialog box to a toolbar.

Categories: Commands:
|File Import ol
: View [
|Theme Export
| Option : y
| Administrator J= | Print...
| Help . "
Exit
E All Commands ‘ X
| Built-in Menus Event View | 2
{ New Menu
[ Status Bar
Show Expand Button
Allow Free Resize v

5. Drag a command to the toolbar. This will add a new button for the command.

2.6.3 Change Event Views

BioStar allows you to change the default period of events to show in the Event tab for users
or doors and zones. You can set the interface to show event details for 1 day, 3 days, or 1
week by default.
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2.7

To change the event view:
From the menu bar, click View > Event View.
Click type of event view to change (User or Doors/Zone).

Click a default event period (1 day, 3 day, or 7 day).

2.6.4 Change Event Views

The fonts installed on the system can be used in BioStar in order to support var ious
languages. After changing the font, restart BioStar.

Migrate a Database from BioAdmin to BioStar

The BioStar installation program includes a database migration tool called BADB Conv
This tool allows you to migrate an existing BioAdmin database to your new BioStar system.

When migrating a database, any identical information that exists in the BioStar database
will be overwritten. For example, if you have added a user to BioStar that previously existed
in BioAdmin, the user data will be overwritten with the information from the BioAdmin
database. For this reason, you should migrate your old database to BioStar before creating
new user accounts.

To migrate your infor mation from BioAd min to BioStar:

Locate and run the migration program, BADBConv.exe The location of this program is
Wi ndowos Start > Al B2>FeregSerzices BADBBonhvo St ar

Click Yes to acknowledge the warning dialogue that appears to remind you that
identical information in BioStar will be overwritten.

Click Start to begin the migration. When the process is complete, the Convert DB
dialog box will show the types of data that have bee n migrated.
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Click Close to exit the migration tool.
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This section describes how to add administrator accounts, devices, doors, zones, departments,

users, and access groups and setup time and attendance within the BioStar software. This
administrator's guide does not cover procedures for installing physical components, wiring doors
and devices, or connecting devices to networks. For more information about hardware installation
and physical configuration of your access control system, please refer to the installation guides that
accompany your access control d evices.

3.1 Create Administrative Accounts

Before adding users, it is a good idea to add and configure accounts for system
administrators and operators. It is also useful to understand some general concepts
regarding administration of the BioStar system.

3.1.1 Administrative Levels

BioStar allows for multiple levels of administration, operation, and interaction with the
system. Each administrative level has varying degrees of privileges and access to the
system menus (User, Doors, Visual Map, Access Control, Monitoring, Devices, and Time &
Attendance). The BioStar system includes three preset administrator levels in addition to
custom administrator levels :

Administrator

Operator

Manager

Custom administrator levels
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Administrators are capable of adding and configuring devices, users, doors, zones, and
access groups. They also can manage time and attendance functions, including setting up
time categories, daily schedules, shifts, holiday rules, and leave periods, as well as creating,
modifying, and viewing time and attendance reports. In addition, administrators can create
custom administrator levels that are granted various privileges for the BioStar system
menus.

Operators can monitor and manage the BioStar system vi a a remote client terminal.
Operators have the same privileges with administrators, other than the privileges to create
and delete other administrator or operator accounts. Like administrators, operators are
capable of adding and configuring devices, users, doors, zones, and access groups. They
also can manage time and attendance functions, including setting up time categories, daily
schedules, shifts, holiday rules, and leave periods, as well as creating, modifying, and
viewing time and attendance reports.

Managers have privileges to read all information in the menus. However, they cannot
create, modify, or delete anything in the menus.
requirements, the capability to view events may be useful for other management purposes.

The custom administrator level can be assigned full or limited privileges on the seven

menus. On each menu, you can assign one of three privileges: All Rights, Modify, or Read.
Depending on your organizationos requeéedmoment s, t
effectively by adding custom administrator levels.

A typical setup will consist of one administrator (or more, depending on the size of your

organization) who has full access to the system. Below the administrator level, several

operators may perform various functions, such as remotely controlling doors and locks,

adding users, registering fingerprints, issuing access cards, adding access groups, defining

timezones, and configuring alarm events.

3.1.2 Add and Customize Administrative Accounts

By default, BioStar includes one administrator account, which is added when you install the
software (see section 2.3). You may choose to use this account as the sole administrator
and grant operator privileges to all other users who will manage the system or you may
choose to add multiple administrators to the system.

3.1.2.1 Add an administrative account

To add an administrative account:

From the menu bar, click Administrator >Admin Account to open the Admin
Account List dialog box.

Click Add New Administrator .
In the Add New Administrator dialog box, enter an Admin ID and password.

Confirm the password by retyping it and select an Admin Level from the
drop-down list:

Copyright © 2015,Suprema Inc. On the web: www.supremainc.com 3 7



3. Setup the BioStar Systel

Administrator : all privileges.
Operator: all privileges, other than creating or deleting administrator or
operator accounts.
Manager: privilege to read all information.
Click OK

3.1.2.2 Change an administrative account level or password

If you accidentally set the wrong level for an administrative account or need to
change or reset a password, you can do so from the Administrator menu.

To change an administrative level or password:
From the menu bar, click Administrator > Admin Account to open the Admin
Account List dialog box.
Click an admin account in the list on the left side of the dialog box.
Click Modify Level/Password . This will open the Modify Administrator dialog
box.

r @)

Admin ID Admin Level
1 Administrator

Add New Administrator

g' evel [ Password

Admin ID Administrator
Mew Password Level Setting

Confirm

Admin Level v

Modify Administrator

[ OK H Cancel ]

Close

Edit the account information as required :
To change the administrative level, choose a new level from the drop-
down list.
To change the password, type a new password in both the New
Password and Confirm boxes.

Click OKto save the changes.

3.1.2.3 Create a custom administration level

If you need to define a specific administrator role with particular privileges, you

can add a custom administrator level. You can allow full or limited access to any

of BioStaros seven menus f orUsdrbD®rsdisumlt om admi
Map, Access Control, Monitoring, Devices, and Time & Attendance.

The custom administrator level can be assigned privileges for specific users and
devices. A custom administrator will have the privileges you assign (All Rights,
Modify, or Read) only for those users or devices that you specify and will not be
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allowed to view or modify other users or devices. While you are creating a custom
administrator level, in the User menu, you can grant privileges for users in a
department and its sub departments. However, ensure that you do not select
individual users , but rather the first -level or second-level departments they belong

to.

In the Device menu, you can grant privileges for specific devices. If a device has a
slave device connected, the privileges for the host device will also apply to the
slave device. Users and devices that are not selected in the User and Device
menus will not appear in the Doors, Visual Map, Access Control, Monitoring, and
Time and Attendance menus. If a door or zone is associated with devices that are
not granted privileges, the door or zone will not appear in the Door menu.

To create a custom administrator level:

From the menu bar, click Administrator > Admin Account to open the Admin
Account List dialog box.

Click Custom Level Setting.

From the Custom Level List dialog box, click Add Custom Level. This will
open the Add/Modify Custom Level dialog box.

Add/Modify Custom Level
T
Descrption Cancel
Menu [tem Permission
= 3%
Moritoring Menu Al right Dl
Device Menu 11936[192.168.100... Al right
3 AR
Device Menu) 23044{192.168,100... Al right gdex
User Menu Sales Al nght
G Sefect Menu for Custom Level User Meny v
— .—:;a Bder Permission
—
= 18 Rnd Select authorization to access
&g rw the selected Meny
C{& H
Ne&
_ DIRS [ Mt Rights
o2l
V)8 sotution [ Imodfy
[Ddg svstem :
[CIread
| g ]

Type a nhame for the custom level in the Name field.
If desired, add an additional description in the Description field.

Select a menu from the drop-down list.
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When selecting the User Menu or Device Menu, select users or devices to
grant access privileges by clicking the checkboxes in the users or devices
list.

Select a permission level (All Rights, Modify, or Read) by clicking the
checkbox next to an option.

Click Add to include the permission in the custom level.
Repeat steps 6-9 as necessary to add other permissions.
When you are finished customizing the level, click Save.

You can now create new administrative accounts with any of the custom
administrator levels you have created.

3.2 Setup Devices

This section describes how to use BioStar's device wizard to search for and add new
devices, as well as how to add 3rd party RF devices. In addition, the procedures that follow
describe basic configuration of devices within the BioStar system. For more information
about configuring devices, see sections 3. 10.3 and 5.1.

3.21 Search for and Add Devices

BioStar includes a handy wizard for finding and adding devices. Before starting a search
for new devices, verify the device connectio ns. If you have multiple devices to add, it may
be helpful to prepare a list of device locations, IDs, and IP addresses prior to adding them.

To search for devices and add them to the BioStar system:
Click Device in the shortcut pane.
In the Task pane, click Add Device.

When the wizard appears, click the option button next to a connection type::
LAN: Choose this option to search for devices connected via Ethernet or Wireless
LAN.
Serial: Choose this option to searc h for devices connected to a client PC via
RS485 and RS232 or slave devices connected via RS485 to another device that is
connected to a client PC (see section 3.2.2).
USB Device Choose this option to search for devices connected via USB ports.
Virtual USB Device choose this option to search for virtual devices that you have
added to a USB drive.

connection of BioStation in Windows 7. This driver is not compatible wit h a previous
m version of BioStar. If a previous version of BioStar is used, install the correct USB driver.

I Attention : BioStar versions 1.3 and higher include a USB driver, which enables the
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Click Next.

For USB or Virtual USB searches, skip to step 7. If you are searching for devices

connected via LAN or serial ports, set advanced search criteria:
LAN: Select whether to search for devices using TCP or UDP protocols. When
you select TCP, you can specify an IP address range, the type of device you are
searching for (BioStation/ X- Station/BioStation T2/ FaceStation: 1470, BioEntry
Plus/ BioEntry W/BioLite Net/Xpass/Xpass S2: 1471, BioStation A2/BioStation
2/BioStation L2/BioEntry W2: 51212 or Custom: enter manually), and the port to
search with. If you select UDP, you can search for devices only in the same
subnet.
Serial: Specify a COM port (or select All port) and a baud rate. You can connect
up to 31 devices per COM port via RS485.If the RS485 cable is too long, the
signal may be weakened. In this case, you should install a terminating resistance
at both ends of the bus by turning on the Dip Switch on your device for normal
signal transmission . On the other hand, if the cable is too short, the resistance
may interrupt signal transmission. Therefore, by considering the length of the
cable and the signal status, select whether to turn on or off the terminating
resistance switch.

Note: The RS485 made setting is different between a 1.x device and a 2.x device. Disable,
Host, Slave and PC Connection can be used for a 1.x device, and Default, Host, and Slave
can be used for a 2.x device.

If Default is set as the RS485 mode for a 2.x device, one door can be configured with one
device. In order to configure one door with two devices such as the Anti -passback zone,
the RS485 mode should be changed to Host or Slave.

Also, when a device whose Default is set as the RS485 mode is connected to the host
device using a RS485 cable, it can be searched as a slave device in the BioStar.

Click Next.

When BioStar completes the search, you can specify network settings as described
below. Click a device name in the list on the left and then configure the settings as
required:

Note: If you change the network settings for a device at this point, the device will be

removed from the device list. To add the device in the following steps, you must search for
the device again.

You need not and should not add devices with server mode. The devices will connect to the
server by themselves, and will be listed under the BioStar Server on the Device Tree dialog
box. If you are trying to add devices with server mode, the process will fail.
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DHCP orStatic IP: If you choose to use the DHCP option, the device will
automatically acquire network settings from the DHCP server. If you do not use
DHCP, you must configure the network settings manually.

Direct connection : This is the default connection option. With this option, the
BioStar client will connect directly to the device. If you choose this type of
connection, the BioStar client must be running to retrieve the log records from
the device.

Server connection: If you choose this option, the device will automatically
connect to the BioStar server. If you configure the server IP address and port
correctly, log records from the device will be gathered at th e server, regardless of
whether or not the BioStar client is online. This option may also be useful if your
network configuration requires you to connect devices with private IP addresses
(for example, over a WAN) to a server with a public IP address. This option also
provides SSL encryption for BioStation devices.

Click Next.

Select the device or devices to add by clicking the checkboxes next to the device IDs.
I : %
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Click Add to add the devices to the BioStar system.

Close the confirmation message that appears and click Finish to exit the wizard.
Note: You can manage devices by group by creating a tree hierarchy of named groups and
assigning devices into one of the groups. Groups are created by right-clicking on the
desired position in the device tree and selecting Add Group. You can drag and drop devices
between different locations of groups. Groups can be nested four levels deep and a pair of
host-slave devices moves together.

3.2.2 Search for and Add Slave Devices

A distinctive feature of BioStar is that it supports host and slave devices in RS485
networks. With this feature, only the host device must be connected to a PC via the LAN.
The network can then be easily expanded by adding slave devices via RS485 connections.
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This feature also allows for controlling elevator (lift) access with BioEntry Plus, Xpass and
Xpass S2 devices that are connected to LIFT I/O devices.

If your configuration includes slave devices, you must perfor m an additional search to
locate and add those devices.

First, configure the host device:
Search for and add the host device as described in section 3.2.1.
Click Device in the shortcut pane.
In the navigation pane, click the host device.
In the device pane, click the Network tab.
Change the RS485 serial setting by selecting Host from the Mode drop -down list.
Click Apply to save the change.
Next, search for and add slave devices:

In the navigation pane, right-click the host device and click Add Device (Serial). This

will open the Search and Add Devicedialog box.
0%

Babuch orw of sy b smech dvicn o b added

Click Next to begin the search.

When BioStar completes the search, click Next.

Select the device or devices to add by clicking the checkboxes next to the device IDs.
Click Add to add the device

Close the confirmation message that appears and click Finish to exit the wizard.

In the navigation pane, click the slave device.

In the device pane, click the Network tab.

Change the RS485 serial setting by selecting Slave from the Mode drop -down list.

Click Apply to save the change.

3.2.3 Add an RF Device

Prior to BioStar 1.2, third-party RF devices connected to Suprema devices (BioStation,
BioEntry Plus, BioEntry W,and BioLite Net devices), operated only as physical extensions to
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the Suprema devices. As of BioStar 1.2, third-party RF devices connected to Suprema
devices function independently and can be associated with doors and included in zones.

To add an RF device:

Connect the RF device to aSuprema device.

Ensure that the Suprema device is added to the BioStar system (see section 3.2.1).

Click Device in the shortcut pane.

In the navigation pane, click the Suprema device name.

Click the Wiegand tab and specify Wiegand settings as described below.

Operation Mode | Fingerprint | Network | Acces

Vhegand Mode E)_-mnaec -
Vhegand Input Wiegand (Lser) - Wiegand Outpus
Wegard Format
Format Custom Format Change Farmal
ECCC CCIT IIRDI FIOXK EXXX XXXX  XXXX XXXX

KKKK XKXK  XXXX XXXX

[:1Db8t / C:Cuitoms [D DNt / O

#C Code Drsabie
Field Defadt Values Fieldd

Fal Code Value

XXXX XXXX  XXXX XXXX

PadtyB{Odd) / E: ParitySitiEven)

Lor '."_i| u‘.u'.l .-L‘Luif- Slack Ut

Desablec

/X Undefirnd

Pulse Wilhlin)

ol P Puse Intervai{us)

Jse Fal Code

10000 200 ~

Display '.;u'u:l TRA Wegind I

Total Eity "
1D Bers

Custom DBtz |5

20000 {us)

Select Extended in the Wiegand Mode drop-down list.
Select Wiegand (Card) in the Wiegand Input drop-down list.
Click Apply at the bottom of the pane.

In the navigation pane, right-click the BioStation device hame and then click Add RF
Device.

Note: For more information about using your third - party RF device, consult the user

guidance for the RF device. The Wiegand format must be configured properly to ensure
compatibility with third -party RF devices.

3.2.4

Connect a Device via Wireless LAN

Certain BioStation devices (BSTW-OC, BSTWTC, BSRWOC, BSRWTC) and

BioStation T2, FaceStation, BioStation A2, BioStation 2 support wireless LAN

connections.

To configure the setting s for a wireless LAN connection:

Click Device in the shortcut pane.
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Click a device name in the navigation pane.

Click the Network tab in the Device pane.

Select ; Wireless LARNdownilistt the Lan Type drop
Select one of the preset configurations in the WLAN section ( Preset #1 ~

Preset #4).

6.  Click Change Setting in the WLAN section.| f you choose to use P
#2, the following figure s will appear.

o~ 0D

[Wireless LAN-supported BioStation models]

wonseny | e

Preget Preset #1
Prenet Name WPA
ESSID biostation_wpa
Wireless Network Key
Network Authentication IWPA_PSK ']
Encryption Strength |TKIPI_AES vA]
Network Key Sessssnsnnne
Confirm Key sesesssssanes

[ ek [ cancel |
wonseng  —

Preset Praset #2
Preset Name WEP128
ESSID bl&smnon_wep
Wireless Network Key
Network Authentication lopgn System v]
Encryption Strength IWEP - I
Network Key LTI
Confirm Key CELT LT

o] [Coma ]

[BioStation A2, BioStation 2, BioStation T2 and FaceStation]

WLAN Satting ! “

‘ Preset Preget #1
Preset Name WPA
ES510 biostar _wpa
Wireless Network Key
Network Authentication [WPA_PSK. - ]
Encryption Strangth [TK]PIAEE v]
Network Key Seessnsnssnne
Confirm Key sesssssssesee
| oK | cancel |
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WLAN Setting E— |t e
Preset Presat #2
Preset Name WEP128
ESSID blostar _wep
Wireless Network Key
} Network Authentication |Shm od Key » |
Encryption Strangth IW!:P - |

Network Key Sesssssssnnes

Confirm Key Sessssssse '

‘ 0K | Cancel

Optional: If you choose to configure your own wireless LAN by selecting
Preset #3 or #4, then specify the following option s.
Preset Name: Enter a name for the wireless LAN that the device will be
connected to.
ESSID Enter the unique ID of the access point.
Network Authentication : Select a network authentication mode from the
drop-down list (Open System, Shared Key, or WPA-PSK). The
authentication mode must be the same for the device and the access
point.
Encryption Strength : Select an encryption strength from the drop-down
list (available options depend on network authentication setting).
Network Key: Enter the networkkey. . _supr ema_wpdefined i s a pre
value for Preset #1 networks (biostation_wpa, biostar_wpa), and
o _suprema_wep_9o9 is f ormtatiBrveep,et #2 net wor k
biostar_wep).
Confirm Key: re-enter the network key.

Click OKto save your changes.

3.2.5 Configure a BioStation Device

This section provides an overview of configuring BioStation devices to work with the
BioStar software. For more information, refer to the installation guides that accompany

your devices.

To configure a BioStation device:
Click Device in the shortcut pane .

Double-click a BioStation device name in the navigation pane. This will open a Device

pane similar to the one below:
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Configure device information on the following tabs. For an explanation of device

settings, please see section 5.1.1.
Operation Mode: Use this tab to set the device time or retrieve it from a host PC
and adjust settings for operation modes.
Fingerprint: Use this tab to specify security, quality, matching, and timeout
settings for fingerprint recognition.
Network: Use this tab to specify settings for LAN or serial connections.
Access Control: Use this tab to specify entrance limits and default access
groups for an individual device.
Input: Use this tab to add, modify, or delete input settings for the device.
Output: Use this tab to add, modify, or delete output settings for the device.
Black List: Use this tab to block access through a particular card, e.g. a card
which has been stolen or used by a former employee. You can use this feature
only when the card mode of the device is set to 'Template on Card'. Adding a
user ID or card ID denies access from the users with the matching 1D or card.
Display/Sound : Use this tab to adjust display or sound settings and add
background images and sounds.
T&A: Use this tab to configure time and attendance settings.
Wiegand: Use this tab to configure the Wiegand fo rmat. For more information
about Wiegand formats, see section 3.2.16.

When you are finished configuring the device, click Apply to save your changes.

Copyright © 2015,Suprema Inc. On the web: www.supremainc.com 47



3. Setup

t he Bi oStar Syst el

To apply the same settings to other devices, click Apply to Others and select other
devices from the Device Treedialog box.

3.2.6  Configure a BioEntry Plus or BioEntry W Device

To configure a BioEntry Plus or BioEntry W device:

Click Device in the shortcut pane.

Double-click a device name in the navigation pane. This will open a Device pane

similar to the one below:

Firmye iz s

Device

Device N'ge pEE-1C

Ogmraton Mode | Fingerpeint | Netwark | Accoss Control | inpat | Outpet | Elack List | Command Cord | Display/Sound | 1.6 A| Wiagand |

Cwtw 1508

a

Cord + Frgaprnt
Pgaepent Orky
Coed Crly

Privste i

wiiLAas

[hetie o CwdReadrgMode  Mlwe Tergiale v Viees Cord Lyt

™

Fonat Type Paerad

~

Ahasrs
o Tew
o Tewe
Mo Tew

Desabie

~

T

[ 1Get s402t PC Tine

2% il = | GDewelwe | | Set Deves Tom

v ] Dentde Modde
- | Doubles Mods
» " Deudde Viorde

v | Doxtde Minds

Byte Order M= ~ B Order e -

dsphytootters | | Al

Ut

Configure device information on the following tabs. For an explanation of device
settings, see section 5.1.2.

Operation Mode: Use this tab to set the device time or retrieve it from a host PC,
adjust settings for operation modes, and adjust options for fingerprint

recognition.

Fingerprint: Use this tab to specify security, quality, matching, and timeout
settings for fingerprint recognition.

Network: Use this tab to specify settings for LAN or serial ¢ onnections.

Access Control: Use this tab to specify entrance limits, access groups, and time

and attendance mode settings.

Input: Use this tab to add or modify inputs to the device.

Output: Use this tab to add or modify outputs from the device.
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Black List: Use this tab to block access through a particular card, e.g. a card
which has been stolen or used by a former employee. You can use this feature
only when the card mode of the device is set to 'Template on Card'. Adding a
user ID or card ID denies access from the users with the matching ID or card.
Command Card: Use this tab to issue command cards that can control BioEntry
Plus or BioEntry W devices. For more information about issuing command cards,
see section 3.2.6.1.

Display/Sound : Use this tab to configure LED & Buzzer settings according to the
event or status.

Wiegand: Use this tab to configure the Wiegand format. For more information
about Wiegand formats, see section 3.1.16.

When you are finished configuring the device, click Apply to save your changes.

To apply the same settings to other devices, click Apply to Others and select other
devices from the Device Treedialog box.

3.26.1 Issue command cards

Command cards allow you to enroll and delete users directly from a BioEntry Plus
or BioEntry W device. For more information about enrolling users via command
cards, see section 3.6.2.3. For more information about delete an individual or all
users via command cards, see section 4.5.1.1 and 4.5.1.2.

To issue command cards:
Click Device in the shortcut pane.

In the navigation pane, click the name of a BioEntry Plus or BioEntry W
device.

Click the Command Card tab in the Device pane.

Click Read Card
Place a command card on the device.
Select a command type from the drop -down list.

If desired, set the command card to require administrator authentication by
clicking the checkbox next to the option.

Click Add.

3.2.7  Configure a BioLite Net Device

To configure a BioLite Net device:
Click Device in the shortcut pane.

Double-click a device name in the navigation pane. This will open a Device pane
similar to the one below:
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Configure device information on the following tabs. For an explanation of device
settings, see section 5.1. 3.
Operation Mode: Use this tab to set the device time or retrieve it from a host PC,
adjust settings for operation modes, and adjust options for fingerprint
recognition.
Fingerprint: Use this tab to specify security, quality, matching, and timeout
settings for fingerprint recognition.
Network: Use this tab to specify settings for LAN or serial connections.
Access Control: Use this tab to specify entrance limits and access groups.
Input: Use this tab to add or modify inputs to the device.
Output: Use this tab to add or modify outputs from the device.
Black List: Use this tab to block access through a particular card, e.g. a card
which has been stolen or used by a former employee. You can use this feature
only when the card mode of the device is set to 'Template on Card'. Adding a
user ID or card ID denies access from the users with the matching ID or card.
Display/Sound : Use this tab to configure LED & Buzzer according to the event or
status.
T&A: Use this tab to configure time and attendance settings.
Wiegand: Use this tab to configure the Wiegand format. For more information
about Wiegand formats, see section 3.2.16.

When you are finished configuring the device, click Apply to save your changes.
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To apply the same settings to other devices, click Apply to Others, select other
devices from the Device Treedialog box, and click Apply.

3.2.8  Configure an Xpass or Xpass S2 Device

To configure an Xpass or Xpass S2 device:
Click Device in the shortcut pane.

Double-click a device name in the navigation pane. This will open a Device pane
similar to the one below:

o rdurrstan

Horws FA4MO1 76 192, 168 12.203) Devie 0 A4 %3100

Fawae VL3I 13001 Device I'pe mamne

Qpeeston Mode | Netwerk | Access Comal | bput | Ouput | Black List | Command Caed | Display/Sound | T & A | Wiegand |

Y Teve 7] Get ot PC Tore

Sws 20150800 - Twe BN S I Gt Dewce Toe | Set Deves Tove

Cord Ordly Alaapi - T Dewdde Mide

Server Mabcheg

Ihct Use Ware [luse Data Card "~ View Wirs Lol
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Configure device information on the following tabs. For an explanation of device
settings, see section 5.1.4 (Xpass) or 5.1.5 (Xpass S2).
Operation Mode: Use this tab to set the device time or retrieve it from a host PC,
adjust settings for operation modes, and adjust settings for card ID formats .
Xpass S2 device do not support the Mifare templa te cards.
Network: Use this tab to specify settings for LAN or serial connections.
Access Control: Use this tab to specify entrance limits and access groups.
Input: Use this tab to add or modify inputs to the device.
Output: Use this tab to add or modify outputs from the device.
Command Card: Use this tab to issue command cards that can control Xpass or
Xpass S2 devices. For more information about issuing command cards, see
section 3.2.8.1.
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Display/Sound : Use this tab to configure LED & Buzzer according to the event or

status.

Wiegand: Use this tab to configure the Wiegand format. For more information

about Wiegand formats, see section 3.2.16.

When you are finished configuring the device, click Apply to save your changes.

To apply the same settings to other devices, click Apply to Others, select other

devices from the Device Treedialog box, and click Apply.

3.2.8.1 Issue command cards

Command cards allow you to enroll and delete users directly from a n Xpass or

Xpass S2 devices. For more information about enrolling users via command

cards, see section 3.6.2.3. For more information about deleting an individual or all

users via command cards, see section 4.5.1.1 and 4.5.1.2.

To issue command cards:
Click Device in the shortcut pane.
In the navigation pane, click the name of an Xpass device.

Click the Command Card tab in the Device pane.

Operation Mods | Metvork | Access Centrol | Input | Output Cammand Card | Display/Sound | wisgand |

Delete A |
—]

Click Read Card
Place a command card on the device.
Select a command type from the drop -down list.

If desired, set the command card to require administrator authentication by

clicking the checkbox next to the option.
Click Add.

3.2.9 Configure an X- Station Device

To configure an X-Station device:

Click Device in the shortcut pane.
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Double-click a device name in the navigation pane. This will open a Device pane
similar to the one below:
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Configure device information on the following tabs. For an explanation of device
settings, see section 5.1.7.
Operation Mode: Use this tab to set the device time or retrieve it from a host PC
and adjust settings for operation modes.
Camera: Use this tab to assign events, by timezone, that can be performed via
the camera and the face detection feature.
Network: Use this tab to specify settings for LAN or serial connections.
Access Control: Use this tab to specify entrance limits and default access
groups for an individual device.
Input: Use this tab to add, modify, or delete input settings for the device.
Output: Use this tab to add, modify, or delete output settings for the device.
Black List: Use this tab to block access through a particular card, e.g. a card
which has been stolen or used by a former employee. You can use this feature
only when the card mode of the device is set to 'Template on Card'. Adding a
user ID or card ID denies access from the users with the matching ID or card.
Display/Sound : Use this tab to adjust display or sound settings and add
background images and sounds.
T&A: Use this tab to configure time and attendance settings.
Wiegand: Use this tab to configure the Wiegand format. For more information
about Wiegand formats, see section 3.2.16.
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When you are finished configuring the device, click Apply to save your changes.

To apply the same settings to other devices, click Apply to Others and select other
devices from the Device Treedialog box.

3.2.10 Configure a BioStation T2 Device

To configure a BioStation T2 device:
Click Device in the shortcut pane.

Double-click a device name in the navigation pane. This will open a Device pane
similar to the one below:
e ———
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Configure device information on the following tabs. For an explanation of device
settings, see section 5.1.7.
Operation Mode: Use this tab to set the device time or retrieve it from a host PC
and adjust settings for operation modes.
Fingerprint: Use this tab to specify security, quality, matching, and timeout
settings for fingerprint recognition.
Camera: Use this tab to assign events, by timezone, that can be performed via
the camera and the face detection feature.
Network: Use this tab to specify settings for LAN or serial connections.
Access Control: Use this tab to specify entrance limits and default access
groups for an individual device.
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Interphone: Use this tab to set the device to act as an interphone which allows
communication between people on either side of the door .

Input: Use this tab to add, modify, or delete input settings for the device.
Output: Use this tab to add, modify, or delete output settings for the device.
Black List: Use this tab to block access through a particular card, e.g. a card
which has been stolen or used by a former employee. You can use this feature
only when the card mode of the device is set to 'Templ ate on Card'. Adding a
user ID or card ID denies access from the users with the matching ID or card.
Display/Sound : Use this tab to adjust display or sound settings and add
background images and sounds.

T&A: Use this tab to configure time and attendance settings.

Wiegand: Use this tab to configure the Wiegand format. For more information
about Wiegand formats, see section 3.2.16.

When you are finished configuring the device, click Apply to save your changes.

To apply the same settings to other devices, click Apply to Others and select other
devices from the Device Treedialog box.
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3.2.11 Configure a FaceStation Device

To configure a FaceStation device:
Click Device in the shortcut pane.

Double-click a device name in the navigation pane. This will open a Device pane
similar to the one below:

Sac \tunaes
Nore TAZIPT728{ 192,166 12.200) Davicn ID 2175728

Frease Vi.xz_psmiz Davica Type =

Queestion Mode | Face | Camera | Network | Access Conbid | Inserphane | mpet | Ouput | Dozlay/Sound | T & A| Wiegand |

171Gt Mot PC Tive
Dax ECor-m - Trea 2% 2 M5 = | GetDewoTwe | | SetDavesTiwe |
Mo § Cgrr atyn Morde

I Toc Na T - Cord Ordy Na Tewe -
1D » Paspwd M T b Coard + Pace N Tew v
D » Faca(Passwond - Covd + Passmond N Tese -
10 « Pars + Pasenverd ) Trve ~ Card + PacafFwesecrs anys v

» Operation Mode Caed ¢ Face » Passmoed Mo Tirse -
e oy v
Face 4 Passpond " Tove - Suponbion) Dezabie !
Punc Koy < Facw 2 Thee - Double Mode Mo Tree v
Furc Ky o oo ¢ Pasiserd 143 Tewe - Cudsehide Conor M L v
Fuce 4 Fux fey e Trew - Duetact Foce Nt Lne bt
Foce + Password + B Koy g Type - Pattheg tanost p @

Wa

It use Ware [Clse Weegerd Caed Bypans

4 10 Forme

Fomat Type rowrea - Sytn Crder ME v B Order "a -

Aoy to Others | | Acghy

Hnisd

Configure device information on the following tabs. For an explanation of device
settings, see section 5.1.8
Operation Mode: Use this tab to set the device time or retrieve it from a host PC
and adjust settings for operation modes.
Facev Use this tab to specify security level and enrollment sensitivity settings
for face recognition.
Camera: Use this tab to assign events, by timezone, that can be performed via
the camera and the face detection feature.
Network: Use this tab to specify settings for LAN or serial connections.
Access Control: Use this tab to specify entrance limits and default access
groups for an individual devi ce.
Interphone : Use this tab to set the device to act as an interphone which allows
communication between people on either side of the door.
Input: Use this tab to add, modify, or delete input settings for the device.
Output: Use this tab to add, modify, or delete output settings for the device.
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Display/Sound : Use this tab to adjust display or sound settings and add
background images and sounds.

T&A: Use this tab to configure time and attendance settings.

Wiegand: Use this tab to configure the Wiegand form at. For more information
about Wiegand formats, see section 3.2.163.2.16.

When you are finished configuring the device, click Apply to save your changes.

To apply the same settings to other devices, click Apply to Others and select other
devices from the Device Treedialog box.

3.2.12 Configure a BioStation 2 Device

To configure a BioStation 2 device:
Click Device in the shortcut pane.

Double-click a device name in the navigation pane. This will open a Device pane
similar to the one below:

Feave 100000RS {192 Jea. 11 .12%) Dwace 1D 1000000851

Farwws 1 2 ONT008 102 00 0 J6e 40} Dwace Typm i

Oparation Mode | Fingemmiet | Netwark | Aczwes Cortal | ineghons | lepat | Biaeh Lint| DiaplagySosnd | T4 A | Wagand |
|Gt Mok IC Trw

[ 0k | ot Dwwce Tww | | ot Doven e |

Twe 2oce |(LOCo®

Frgepart Hoavs v 10 4 Pogurprre Mo e

Pegoorrd ¢ Fasward Wa e - 4 Passment) e

« € ¢ 4

L
4 Prgerpand Pasweced A T
¥

+ Fogapret « Pasowsd A

Cad Oy o Bt ]

Card 4 Prguperd Ho Tree Matcteg Toeost et v
Card 4 Paswvord " e Ath Trwoa ke

Cord + FegaprietVessmxd | b

£ £ £ ¢ s

Card + Pogorpend » fgword o Trm
[ Vewcwdimwe | TUne Waapsed Cord Sypam

PForrat Type Woove - Byt Onder % -

] | Noh

Configure device information on the following tabs. For an explanation of device
settings, see section 5.1.9.
Operation Mode: Use this tab to set the device time or retrieve it from a host PC
and adjust settings for operation modes.
Fingerprint: Use this tab to specify security, quality, server matching, and timeout
settings for fingerprint recognition.
Network: Use this tab to specify settings for LAN or serial connections.
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Access Control: Use this tab to specify entrance limits and default access
groups for an individual device.

Interphone: Use this tab to set the device to act as an interphone which allows
communication between people on either s ide of the door.

Input: Use this tab to add, modify, or delete input settings for the device.

Black List: Use this tab to block access through a particular card, e.g. a card
which has been stolen or used by a former employee. You can use this feature
only when the card mode of the device is set to 'Template on Card'. Adding a
user ID or card ID denies access from the users with the matching ID or card.
Display/Sound : Use this tab to adjust display or sound settings and add
background images and sounds.

T&A: Use this tab to configure time and attendance settings.

Wiegand: Use this tab to configure the Wiegand format. For more information
about Wiegand formats, see section 3.2.16.

When you are finished configuring the device, click Apply to save your changes.

To apply the same settings to other devices, click Apply to Others and select other
devices from the Device Treedialog box.

3.2.13 Configure a BioStation A2 Device
To configure a BioStation A2 device:
Click Device in the shortcut pane.

Double-click a device name in the navigation pane. This will open a Device pane
similar to the one below:
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Configure device information on the following tabs. For an explanation of device
settings, see section 5.1.10.
Operation Mode: Use this tab to set the device time or retrieve it from a host PC
and adjust settings for operation modes.
Fingerprint: Use this tab to specify security, quality, server matching, and timeout
settings for fingerprint recognition.
Camera: Use this tab to assign events, by timezone, that can be performed via
the camera and the face detection feature.
Network: Use this tab to specify settings for LAN or serial connections.
Access Control: Use this tab to specify entrance limits and default access
groups for an individual device.
Interphone: Use this tab to set the device to act as an interphone which allows
communication between people on either side of the door.
Input: Use this tab to add, modify, or delete input settings for the device.
Black List: Use this tab to block access through a particula r card, e.g. a card
which has been stolen or used by a former employee. You can use this feature
only when the card mode of the device is set to 'Template on Card'. Adding a
user ID or card ID denies access from the users with the matching ID or card.
Display/Sound : Use this tab to adjust display or sound settings and add
background images and sounds.
T&A: Use this tab to configure time and attendance settings.
Wiegand: Use this tab to configure the Wiegand format. For more information
about Wiegand formats, see section 3.2.16.

When you are finished configuring the device, click Apply to save your changes.
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To apply the same settings to other devices, click Apply to Others and select other
devices from the Device Treedialog box.

3.2.14 Configure a BioStation L2 Device

To configure a BioStation L2 device:
Click Device in the shortcut pane.

Double-click a device name in the navigation pane. This will open a Device pane
similar to the one below:

Configure device information on the following tabs. For an explanat ion of device
settings, see section 5.1.11.
Operation Mode: Use this tab to set the device time or retrieve it from a host PC
and adjust settings for operation modes.
Fingerprint: Use this tab to specify security, quality, server matching, and timeout
settings for fingerprint recognition.
Network: Use this tab to specify settings for LAN or serial connections.
Access Control: Use this tab to specify entrance limits and default access
groups for an individual device.
Interphone: Use this tab to set the device to act as an interphone which allows
communication between people on either side of the door.
Input: Use this tab to add, modify, or delete input settings for the device.
Black List: Use this tab to block access through a particular card, e.g. a card
which has been stolen or used by a former employee. You can use this feature
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