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Statistically Impossible…or Not
The world of cyber can be summarized in a simple 2x2 matrix.

In this matrix, the vast majority of attention is along the bottom with unknown_knowns and
unknown_unknowns.
This was the challenge presented to Ayasdi by one of the world’s largest telecommunications carriers.
The carrier needed to detect anomalies in their data with the ultimate goal of investigating them,
determining aberrant user behavior and adjusting detection rules accordingly.

Through the combination of unsupervised and supervised learning, Ayasdi was – in
the first month of operation – able to identify 15 criminals from 11.5 million accounts
and billions of logs.

The client’s data consisted of collected logs that contained information on usernames, email
addresses, IP addresses, authentication, http headers, cookies, and hundreds of other attributes.
The telco was sophisticated, they had a state of the art system in place, however, they couldn’t shake
this feeling that they were missing something. Further, their technology stack was generating
thousands significant false positives – which distracted the investigations teams from making any
progress. Their requirements were relatively simple:
1)
2)
3)
4)

Detect the unknown unknowns
Run without the need for data scientists
Scale to billions of data points
Automatically detect changes

Given this environment, Ayasdi developed an application to detect the unknown_unknowns by
studying the connectivity and authentication data between servers. By combining these two disparate
elements (connectivity and authentication) to develop a richer picture of anomalous behavior. Most
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technologies interpret this “richness” as complexity and struggle to discern the patterns or detect the
signals that lie within.
Ayasdi’s technology thrives in these environments. The company employed unsupervised learning
techniques to discover anomalies in the data – what the client called “statistically impossible” groups.
While “unknown” each group had very clear patterns in the more than 300 features analyzed.
Ayasdi then used these groups as training data for supervised learning techniques which fit and apply
models using the output of the unsupervised learning steps.

The final step was for the investigative teams to confirm the newly identified threats, resulting in a
significantly lower false positive count.

Summary
In the first month alone, the client looked at looked at over one billion logins from 11.5 million
accounts and discovered 60 groups with deviant behavior - labeled extreme due to their statistical
improbability. Within those groups were 15 criminals – all of whom were prosecuted.
To find out how to leverage AI for your cyber challenges contact us at sales@ayasdi.com or ayasdi.com
to arrange a demonstration.
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About Ayasdi
Ayasdi is the global leader in the development of enterprise-grade, machine
intelligent applications for financial services, healthcare and the public sector.
Powered by breakthroughs in both mathematics and computer science, the
company’s software platform has already solved some of the world’s most
complex challenges.
Based in Menlo Park, CA, Ayasdi is backed by Kleiner Perkins Caufield & Byers,
IVP, Khosla Ventures, Centerview Capital Technology, Draper Nexus, Citi
Ventures, GE Ventures and Floodgate Capital.
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