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Executive Summary
On-premises infrastructure provides substantial total cost savings over the life of an equivalent
investment in public cloud services, even considering facilities, administration, and capital overhead.
Colocation and managed services provide viable alternatives which maintain data system and
geographic separation best practices and incur lower costs than public cloud providers.
While public cloud services provide advantages, especially for rapid prototyping, unpredictable
scaling, and reducing facilities overhead, they also have well-understood drawbacks. Those include
cost, control, and predictability among others. The magnitude of public cloud drawbacks increases
disproportionately to on-premises solutions as companies scale cloud usage. This is partially due to
the fact that as infrastructure scales, internal teams have strong incentives to optimize, reducing costs
per unit of critical services. When using public cloud services, users have no control over the hardware
or software used to deliver the service.
The benefits of cloud diminish more significantly when the workload is predictable or tends to grow
steadily rather than dynamically expand and contract over time. Backup and archive workloads,
especially given the expected 19% compound annual growth in data over the next 4 years, will
undoubtedly grow for nearly all enterprises and the providers of those services.
In this paper, we define a standard enterprise backup use case and compare the costs of public
cloud and SoftIron HyperDrive solutions. We provide both a qualitative assessment of the differences
between models and calculate the total cost of ownership (TCO) impact based on applying the same
outcome targets to both scenarios. We provide additional considerations to tailor the TCO study to an
organization’s characteristics and offer opportunities for optimizing costs beyond the conservative
estimates we made.

Critical Data Points
•

SoftIron HyperDrive provides a real cash savings of up to $4.3M (78%) vs.
equivalent public cloud services over a 5 year period

•

Public cloud total costs grow disproportionately to on premises storage costs

•

SoftIron provides an OPEX model to provide a similar cash flow and asset
ownership experience

•

Per-usage costs for public cloud result in potential cost unpredictability which do
not exist in on-premises storage models

•

The SoftIron model of open source, enterprise-grade infrastructure results in
excellent cost scale and flexibility without vendor lock-in

•

The SoftIron model enables deployment of flexible “owned” storage infrastructure
in locations where future services can be effectively deployed and supported
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Changes in the Backup and Recovery market
Explosion in ransomware and supply chain attacks
Ransomware attacks have increased 93% year on year as opportunistic thieves and other nefarious
actors wreak havoc on organisations that are not prepared. The average cost of recovery from these
attacks has also increased from $800K to $1.8M over the same period. Effective backup strategies that
consider ransomware as an expected occurrence can drastically reduce the time and expenses from
ransomware attackers, particularly through technologies like immutable backups which cannot be
encrypted by ransomware attackers.

Repatriation trends
Primarily driven by security concerns and onerous egress costs, many larger organisations are now
reviewing what data they place in the public cloud. As working patterns change and much more data
is created, manipulated and/or needed near the edge of our IT infrastructure, there is a growing trend
to move the data to these locations, repatriating it (and paying for that egress) just once instead of
many times.

Resilience needs across the data ecosystem
As data is increasingly created and consumed at the edge of our infrastructure, architectures which
place a greater reliance in the core are becoming less favoured. Instead architectures that limit the
“blast radius” of failure and/or attack improve the robustness of service delivery, limited primarily by
technological and skills barriers (and for which SoftIron is designing).

Growing data sovereignty concerns
Nations across the globe including India, Indonesia, UK, US and Australia have, over the last couple of
years, raised concerns about the increasing reliance of their nations on third party cloud & IT services
(and in some cases on the IT equipment used to build them) and the lack of transparency and control
over them that is available. A draining of local skills capability, resilience to failure, or exposure to
socio-political influence are all cited as concerns.

The inevitability of software-defined infrastructure
According to Gartner, “by 2024, 50% of the global storage capacity will be deployed as SDS onpremises or on the public cloud (up from less than 15% today)”1, and that “SDS promises to deliver
modern storage and data services as software-based capabilities that can leverage existing
infrastructure or introduce commodity platforms to improve storage economics, as well as to provide
data mobility, including cloud integration.”2
SDS as a concept — policy-based data storage provisioning and management independent of
underlying hardware — is driven not only by enterprises’ eternal need to reduce costs, but also by
the desire to enable the wide range of emerging capabilities like distributed, scale-out storage for
easy growth and automatic redundancy and replication for data protection, as well as the natural
repulsion toward vendor lock-in.
1. Gartner, The Future of Software-Defined Storage in Data Center, Edge and Hybrid Cloud. Refreshed: 24 November 2020, 3 May 2019, Julia Palmer
2. Gartner, Top Five Use Cases and Benefits of Software-Defined Storage April 2016, Julia Palmer, Dave Russell
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Qualitative analysis
TCO Metric

Public Cloud

SoftIron HyperDrive

Impact to
cash flow

Public clouds can be paid for
monthly. The best pricing locks users
into a commitment and contract for
3 years.

SoftIron HyperDrive can be
purchased as CAPEX and paid upfront or as an OPEX subscription and
paid monthly.

Time to value

Public cloud services can be
available immediately upon request
and require no hardware or facilities
integration.

As with other on-premises solutions,
physical installation and facilities
integration is required. SoftIron
HyperDrive can be pre-integrated
in the factory so that the equipment
arrives ready to integrate into the
customer’s facility. SoftIron provides
pre-validated configurations with
industry-leading backup software
vendors such as Veeam to speed
design and deployment time.

Agility and
flexibility

This exercise prices S3 service
only, which may not be usable by
some backup software service
tiers. Other storage protocols come
with additional cost and service
requirements.

SoftIron HyperDrive supports multiprotocol access for block, file and
object (S3) services, enabling the
same system to be used for multiple
storage services with no additional
feature licenses.

Public cloud services do not require
up-front reservation of the entire
capacity footprint. Clients can grow
that footprint on demand.

An up-front investment in space is
required, and HyperDrive is well
suited for efficient deployment
in colocation facilities. With
HyperDrive as a Service, the
subscription amount can adapt to
your needs.

The public cloud provider takes
responsibility for all infrastructure
required to deliver the service.

The equipment owner is responsible
for product maintenance and
updates and hardware replacement
activities.

Upkeep costs
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TCO Metric

Public Cloud

SoftIron HyperDrive

Supplemental
costs

Public cloud providers charge
additional fees for data ingress/
egress, private network connectivity,
and data interaction.

On premises solutions require
additional network and auxiliary
infrastructure and administrators
for day-to-day interaction. However
the customer has no data egress or
access fees.

Performance

Public cloud storage services have
SLA targets that end at their internet
connection. Failure to deliver on
those targets does not result in
substantial cost reductions. Price
varies substantially based on
throughput and initial access time.

On premises solutions can
be architected to meet the
organization’s performance targets.
HyperDrive can be configured
with various performance and
capacity tiering options and
scales performance linearly with
capacity by using a parallel storage
architecture.

Data durability

Public cloud providers offer a
durable SLA. Clients can increase
that durability through replication,
which increases subscription costs
substantially.

SoftIron HyperDrive provides
varying levels of durability based on
customer needs and is deployable
within the same cluster, using
replication or erasure coding.
HyperDrive supports multi-site
replication and routine data
scrubbing to protect against bit rot.
Typical deployments provide 9 to 14
9’s of durability

Data
availability

Public cloud providers offer SLAs for
data availability, but the SLA stops
at the cloud provider’s internet
connection. Additional network
latency or outages between service
provider and consumer are outside
of their responsibility.

SoftIron HyperDrive uses Ceph,
which is world renowned for
providing high availability across
all manner of life cycle changes.
Ceph clusters have been known to
run for 10 years without requiring a
maintenance window.
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TCO Metric

Public Cloud

SoftIron HyperDrive

Efficiency

Public cloud providers deliver
a standard price per TB based
on capacity consumed. Storage
efficiency does not factor into
this price.

SoftIron HyperDrive supports
erasure coding profiles that provide
80%+ storage efficiency as well as
deduplication and compression.

Resilience

Public cloud providers deliver a
service, and they own responsibility
for all underlying technologies for
delivering on their SLA. Returning to
normal operations after outages can
take hours or days.

HyperDrive’s solutions truly have
no single point of failure and will
self-heal during hardware failure.
HyperDrive support includes
shadow nodes which speed recovery
from unexpected issues. Because
HyperDrive is built on and is 100%
interoperable with Ceph, users are
not locked into vendor changes.

Predictability

Public cloud performance is partially
outside of the provider’s control
because delivery requires internet
traversal. Public cloud pricing varies
based on usage patterns which may
vary widely across different backup
and recovery scenarios.

With HyperDrive, prices are
completely predictable regardless
of usage. Performance does not
depend on factors outside the user’s
control which improves predictability
of outcome.

Control

The extent of a user’s control ends
at the public cloud provider’s
service level description. Services
cannot be customized or improved
intrinsically. Extricating a workload
from the public cloud relationship
incurs egress fees which significantly
increase the cost of exit.

Users can fully customize their
solution by varying the hardware,
software configurations, and usage
controls to meet specific business
service objectives. Because
HyperDrive uses open source
technologies, customers can choose
which software features to use
without additional
licensing requirements.

Table 1: Comparison of public cloud to HyperDrive on premises
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Detailed Analysis - TCO calculations and considerations
Scenario
For the purposes of providing a reasonable comparison between deployment models, the analysis
was based on a set of standard assumptions and modeled across a 5-year period:
•

1PB usable storage

•

Durability target of 11x9’s or better

•

10% data read per month for recovery purposes

•

10% of data change per month

•

Replication across 2 sites

Public cloud prices are based on Amazon AWS S3 with immediate reservation for 1PB in the US East
(N. Virginia) and a replicated copy in US West (Oregon).
The SoftIron HyperDrive configuration is based on a best practices approach to delivering an HDDbased Ceph cluster with no single point of failure which supports file, block, and object storage using
cloud native, container-ware, and legacy enterprise storage protocols. It includes the HyperDrive
Storage Manager appliance which eliminates the complexity of operating open source infrastructure
for storage and provides many health and operations features which reduce the administrative
overhead of storage management. The solution also includes 5 years of premium support and a
Shadow Node at each site to provide additional cluster resiliency. The configuration assumes the
customer provides networking infrastructure including both 10Gbps data and 1Gbps management
switches at both sites as well as the connectivity between sites. The HyperDrive configuration
consumes less than 3 kilowatts of power and fits into a single rack at each site.
The assessment does not include the cost of auxiliary IT infrastructure including switches, routers, or
network services such as DNS, DHCP, and load balancing which would be required in both the onpremises and public cloud use cases.
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Total cost assessment
The table below provides a summary of the cost projections for the public cloud deployment as well
as the HyperDrive model as both CAPEX and as a Service consumption models.

Public Cloud

SoftIron
HyperDrive CAPEX

SoftIron
HyperDrive OPEX

Product (CAPEX)

$0

$358,020

$0

Enterprise support (5 years)

$0

$179,010

$0

Installation/training services

$0

$25,298

$25,298

Monthly storage service (OPEX)

$45,166

$0

$25,920

Monthly enterprise support

$15,000

$0

$0

Monthly data access charges

$7,987

$0

$0

Monthly replication charges

$20,972

$0

$0

Storage admin / year

$0

$67,500

$67,500

Monthly power and cooling

$0

$1,155

$1,155

Monthly rack space

$0

$1,000

$1,000

$1,770

$1,770

$1,770

$5,453,700

$1,135,328

$2,153,498

Expenditure

Internet service cost/month
Total

Table 2: TCO comparison between public cloud, HyperDrive, and HyperDrive as a Service

The Conclusion
HyperDrive can save organizations between 61% and 79% over
the cost of public cloud services for the equivalent service.
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Cumulative cashflow comparison
The chart below demonstrates the impact to total cash flow over time.
Public cloud per month

SoftIron HyperDrive CAPEX

SoftIron HyperDrive - as a service

Public cloud incremental

$Millions USD

$6
$4
$2
$0

0

20

40

60

Month

Figure 1: Cumulative cash flow comparisons over 60 month usage
It demonstrates that over the investment and usage period, the CAPEX purchasing model becomes
less expensive in terms of real cash flow after 7 months. HyperDrive as a Service is always less
expensive when compared to the public cloud option, but the HyperDrive CAPEX model provides the
best cash flow result at the end of year 5. The chart below does not factor in the time value of money.
Because the public cloud costs scale linearly over time, the savings realized improve as usage periods
increase beyond 5 years. SoftIron’s unique approach to low-power and low-heat appliances means
less wear on the physical hardware and can result in a longer useful product life. HyperDrive as a
Service includes periodic hardware renewal, which means the investment cost remains predictable
across hardware upgrades for as long as you continue to subscribe to the service. HyperDrive
as a Service pricing scales based on the amount of storage reserved, which provides additional
predictability as it scales.
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Assumptions
Storage administrator cost allocation is based on the average salary of a storage administrator
in North America and an additional uplift of 50% to account for the additional employer costs (e.g.
insurance, taxes, space, equipment) to employ that person. The cost to provide 24-hour, 7-day per
week service availability is based on the standard calculation that 4.2 (rounded to 5) employees
are needed to satisfy a 168 hour week based on a 40-hour work week per employee. However,
HyperDrive requires very little “care and feeding” and as a result we conservatively estimate that it
would cost 10% of each storage administrator’s time to perform routine maintenance and operations.

$90,000
+ 50%

Add employer cost burden per employee

$135,000
x5

Full time equivalent burdened cost
Employees needed to deliver 24x7 service

$675,000
x 10%

Total employee expenses
Allocated employee time for HyperDrive operations

$67,500

Total annual allocated employee costs

Figure 4: Calculating the fully burdened cost of full time equivalent storage administrators
This assessment excludes taxes and shipping fees and assumes that real-estate or facilities buildout is not a requirement. Facilities, power, and cooling costs are based on typical North America
colocation prices and should be modified to reflect the appropriate region.
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Additional considerations
Software costs
This assessment excludes the cost of backup and recovery software, which comprise one of the
most significant aspects of the total solution. While the cost for the software is likely to be the same
across all scenarios (and so can be factored out), vendors do have differences in the kinds of storage
protocols they can use for particular backup scenarios. For example, some vendors cannot use S3
as primary backup targets. In this case, additional services are required which will increase the cost
of public cloud storage. However with HyperDrive, clients can use a variety of object, file, and block
protocols to integrate using their backup vendor’s preferred method.

Service model
The model above is based on an assumed always-on service model. As a result, the storage
administration cost accounts for 29% of the total cost in the CAPEX scenario. By using a less aggressive
service availability model or optimizations like pager duty or managed services, an organization
can decrease the administrative burden resulting in substantial cost savings. Additionally, Softiron
assumed conservative burdened rate of 50% per employee. This should be modified to reflect
expected costs for your organization.

Space and power
Space, power, and cooling costs are based on average US costs for colocation providers based on
data SoftIron has collected from our clients and partners. Organizations who already have 15U of
space and 3 kilowatts of power can accommodate the HyperDrive infrastructure without incremental
facilities costs.

With HyperDrive, clients can use a variety of
object, file, and block protocols to integrate
using their backup vendor’s preferred method.
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Internet connection
Internet connectivity was based on the average price for a 1Gbps internet connection. For
organizations who already have an internet connection, this additional cost may not be necessary.
Consider the data change rate and timing of backup activities to estimate the maximum potential
impact to network bandwidth for backup activities. Use a similar calculation for estimating the time
required for different recovery scenarios - in particular disaster scenarios where significant quantities
of data will need to be retrieved. Prioritizing workload recovery can help mitigate the total impact.
For customers with ample spare bandwidth, this number can be removed entirely from the TCO
calculation for on-premises to on-premises services. Internet service costs are an additional expense
in the public cloud case for those connecting on-premises equipment to public cloud storage or for
the backup as a service provider who provides their clients with the ability to connect to their storage
infrastructure and should be discounted when considering on-premises backup solutions only.

Capacity
Finally, the assessment assumes that the entire 1PB of public cloud storage is needed up-front.
Because public cloud services can be purchased incrementally, users can realize up-front cost savings
by incrementally shifting backups into public cloud storage rather than moving everything at once. By
modeling an incremental investment beginning with the first 100 TB’s in month 1 and incrementing by
50 TB to the full 1 PB footprint in month 19, the inflection point between the HyperDrive and HyperDrive
as a Service models shifts to months 17 and 13, respectively. HyperDrive as a Service can be similarly
increased incrementally, which would provide a similar reduction in costs in the early months.

softiron.com

TCO Evaluation for Public Cloud vs. SoftIron HyperDrive® for Enterprise Backup, Recovery, & Archive

13

Why SoftIron for business continuity infrastructure
SoftIron is the world-leader in task-specific data center solutions. We proudly embrace a unique,
task-specific approach to design and manufacturing. This means we’ve engineered our hardware,
software, firmware, platform, and manufacturing with the singular purpose of optimizing specific
open-source software for the task at hand.
The outcome? Spectacular results through specialization, highly integrated hardware and software,
and end-to-end support. And, unlike other vendors - because we design and build from the ground
up - we are the only ones able to offer secure provenance: the peace of mind that comes with
transparent supply chain processes. We deliver all of this in an incredibly easy-to-use, scalable, and
turn-key solution for the enterprise.
SoftIron’s flagship HyperDrive enterprise storage solution is purpose-built to optimize the
performance of Ceph; the leading open-source SDS platform, renowned for its durability, robust
resilience and infinite scalability. Supporting block, file and object storage, Ceph is the ultimate
storage solution for enterprises looking to future-proof their data center infrastructure.

HyperDrive’s Standout Benefits
•

Freedom from vendor lock-in through interoperability with community Ceph distributions

•

Blistering, line-rate performance from an architecture completely designed to optimize
Ceph throughput

•

Future-proof your storage infrastructure granular data durability and replication
capabilities, legacy, multi-protocol; object, and container support, and no single point of
failure design

•

Low TCO as a result of self-healing storage architecture, ultra-low power and heat
footprint, no licensing fees and high-density configuration

•

Undeniable ease of use through the highly integrated and unique hardware design
with an intuitive management interface, delivering effortless usability and
streamlined operations

Try our TCO Calculator
Evaluate your backup and recovery solution at bit.ly/HyperDrive_TCOCalculator
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Take the next step
Is your data center being impacted by power
and space constraints? Is archaic and inflexible
infrastructure adding bottlenecks to your processing
targets at the edge? Or, is performance being
hampered by legacy storage solutions that are
not keeping up with the complex and evolving
requirements of modern- day workloads? If you’re
looking to extend or enhance the way you deploy,
operate and support your Ceph environment,
contact us to discuss which option is right for you.
Visit www.softiron.com for more information,
or book a discovery call to talk to one of our
Solutions Architects at bit.ly/CephSupportEnquiry

info@softiron.com

@SoftIronNews

@SoftIron

@SoftIron

SoftIron

SoftIron® is the world-leader in task-specific appliances for scale-out data center solutions. Their superior, purpose-built hardware is designed,
developed and assembled transparently, and they are the only manufacturer to offer secure provenance. SoftIron’s HyperDrive® softwaredefined, enterprise storage portfolio runs at wire-speed and is custom-designed to optimize Ceph. HyperSwitch™ is their line of next-generation,
top-of-rack switches built to maximize the performance and flexibility of SONiC. HyperCast™, built on FFmpeg, is their high-density, concurrent
4K transcoding solution, for multi-screen, multi-format delivery. SoftIron unlocks greater business value for enterprises by delivering best-in-class
products, free from software and hardware lock-in. For more information visit SoftIron.com
Copyright © SoftIron Limited, 2020. All rights reserved. SoftIron, HyperDrive, HyperCast, HyperSwitch and the SoftIron logo are registered trademarks of SoftIron Limited. ARM is a registered
trademark of ARM Limited (or its subsidiaries) in the EU and/or elsewhere. AMD, the AMD arrow logo, and combinations thereof are trademarks of Advanced Micro Devices Inc. Socionext is a
registered trademark of Socionext, Inc. SoftIron disclaims proprietary interest in the marks and names of others. This document is for information only. No warranties are given or implied.
Contents are subject to change without notice. SoftIron Ltd is registered in England (no. 8172199) at Level 1, Devonshire House, One Mayfair Place, London W1J 8AJ, United Kingdom.
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