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December 14, 2016 
 
Via Electronic Delivery 
 
Ms. Cassandra Lentchner  
Deputy Superintendent for Compliance 
New York State Department of Financial Services 
One State Street 
New York, NY 10004-1511 
 

Via email: CyberRegComments@dfs.ny.gov  
 

RE:  Comments in Response to Proposed Rule 23NYCRR500 Cybersecurity 
Requirements for Financial Services Companies. 

 
Dear Ms. Lentchner: 
 

The Consumer Data Industry Association (“CDIA”) appreciates the opportunity 
to comment on the New York State Department of Financial Services’ (“DFS” or 
“Department") proposed rule on cybersecurity requirements (“Proposed Rule”). 
 
 CDIA is an international trade association, founded in 1906, of more than 130 
corporate members.  Its mission is to enable consumers, media, legislators and 
regulators to understand the benefits of the responsible use of consumer data which 
creates opportunities for consumers and the economy. CDIA members provide 
businesses with the data and analytical tools necessary to manage risk. They help 
ensure fair and safe transactions for consumers, facilitate competition and expand 
consumers’ access to a market which is innovative and focused on their needs. CDIA 
member products are used in more than nine billion transactions each year.  
 
 

Our members are good stewards of the data to which they have been entrusted 
and cybersecurity is something that our members take seriously.  Effective 

mailto:eellman@cdiaonline.org
mailto:CyberRegComments@dfs.ny.gov


cybersecurity presents a complex challenge requiring collaboration from across the 
entire electronic ecosystem. We believe cybersecurity operates best when it is developed 
by the private sector with built in flexibility for effective implementation and continued 
innovation now and over time.  The private sector, rather than a government rule, is 
best-equipped to develop new and evolving methods of cybersecurity. 

 
The proposed rule fails to incorporate a risk-based approach that can adapt over 

time to account for changes in technology and the ever-changing cybersecurity threat 
landscape. Businesses must be flexible in their approach and dedicate resources in real 
time to combat ever-evolving cyber-threats. The proposed rule does not offer enough 
flexibility to allow businesses to adapt and evolve to risks. 

 
Cybersecurity should be addressed at the federal level.  The proposed rule 

contains guidance on matters already addressed by several other federal cybersecurity 
standards and requirements.  The proposed rule potentially conflicts with these existing 
standards and requirements in key areas. Moreover, cybersecurity regulations issued by 
only one or several states, without a coordinated application, could lead to confusion 
and misaligned cybersecurity measures across the industry. 

 
The Department’s proposal adds further complication to an existing patchwork 

of state laws in this area.  Regulation at the state level increases the cost of compliance 
for businesses by forcing them to spend considerable resources interpreting and 
building compliance frameworks for competing data security standards.  Unlike an 
awkward state-by-state approach, a national application streamlines the notification 
process for the business community by removing the confusing patchwork of 
notification requirements that exists today, while also providing consumers with 
uniform, actionable notification.  This approach would lower the cost of compliance, 
and increase market efficiency. 

 
Overall, the Department’s proposals are unduly burdensome and conflict with 

normal business functions.   
 
We offer comments on several provisions of the proposed rule. 

 
Application to third-parties 
 

CDIA members are often third-party providers to covered entities under the 
Proposed Rule.  The Department’s proposed rules would dictate, in an unprecedented 
manner, the relationship and contractual terms between a covered entity and “third 
parties doing business with” covered entities that have access to the covered entity’s 
“Information Systems” or “Nonpublic Information.”  The Proposed Rule is as equally 



unhelpful in the cybersecurity ecosystem to third party providers as it is to covered 
entities.  

 
Where the proposed regulations relegate compliance to contracts between the 

parties, the Department still encroaches on companies’ abilities to assign responsibility 
through contracts by mandating provisions that such contracts should include.   

 
Representations regarding a third party’s data security practices should be 

limited to commitments to maintain “appropriate” or “reasonable” data security 
practices like provisions found in other state laws and at the federal level.  The Gramm-
Leach-Bliley Act, for example, requires financial institutions to “[t]ake reasonable steps 
to select and maintain service providers that are capable of maintaining appropriate 
safeguards for the customer information at issue” and to require by contract that service 
providers maintain appropriate safeguards.1 

 
Section 500.11(b)(1) would also require covered entities to establish contract 

provisions restricting access to “sensitive systems” using multi-factor authentication.  
We address below the problems associated with mandating multi-factor authentication.  
Specifically to this section, however, is the problem with the lack of a definition of 
“sensitive systems”.  This vague restriction relating to “sensitive systems” appears only 
in the context of contracts with third parties and seems to impose a greater obligation 
on third parties than on covered entities without clarity to what is required by that 
obligation. 
 
Section 500.01(g), definition of non-public information 

 
The definition of “nonpublic information” is too broad and would essentially 

cover all data derived from individuals.  The definition does not impose any limitation 
on information “linkable” to a specific individual.  A password on its own or someone’s 
mother’s maiden name standing on its own does not identify an individual or present 
risk if compromised.  A combination to a safe is not helpful to a perpetrator unless the 
perpetrator knows which safe he is trying to compromise.   

 
The definition of non-public information is but should not be based on the 

impact that disclosure of such information would have on a company.  This type of 
definition also will mean that certain data elements that are nonpublic information to 
one entity may not necessarily be nonpublic information in the hands of another entity, 
thereby creating inconsistency across institutions.  Rather than the present approach, 
the definition should be based on information that identifies the consumer and, in the 
                                                           
1 16 C.F.R. § 314.4(d). 



event of misuse, would cause harm to a consumer.  This is the customary and best 
approach.  

 
Section 500.06, audit trail 

 
The proposed rule would require covered entities to have the capability to 

reconstruct all financial transactions to detect and respond to a cybersecurity event.  
Since the definition of cybersecurity event broadly includes attempted security 
breaches, and attempted security breaches occur with such a frequency, being able to 
reconstruct every aspect of an event for six years would be a significant undertaking 
with minimal benefit.  
 
Section 500.11, third party information security policies 
 

To allow for as much flexibility as possible, the language in Section 500.11 third 
party information security policy section (a) (4) be amended to read: 
 

“(4) periodic assessment, of such third parties and the continued adequacy of 
their cybersecurity practices.” 
 

 While the proposed rule calls for at least annual assessments, we believe that 
periodic assessments are sufficient for adequate cybersecurity.  Locking a business in to 
not less than annual assessments could stifle innovation by forcing an annual review 
when it may be that 18-month reviews are sufficient to meet the threats posed by 
possible attacks to secure systems.  
 

We believe it is important to continually assess third party service providers; 
however, we suggest the assessment frequency be dependent on the level of risk 
associated with the third-party provider. This aligns with U.S. Office of the Comptroller 
of the Currency (“OCC”) requirements and current industry practices. For critical 
vendors, an annual assessment is logical but for vendors with lower risk levels 
evaluation on a periodic basis is adequate. 
 
 CDIA members may have different subsidiaries, affiliates, customers or vendors 
that present different levels of risk.  Some high-risk enterprises might require annual 
reviews while others may not.  A mandated annual review does not adequately account 
for varied risk profiles and thus presents an inefficient metric for containing threats. 
 
 
Section 500.15(b)0(2), use of encryption to protect “nonpublic information” 
 



 The encryption requirements are too prescriptive. Cyber regulations must be 
flexible to enable businesses to adapt their defenses and measures to address existing 
and future threats.  This provision does not take a risk-based approach, but it should.  
The obligation to encrypt all nonpublic information both in transit and static could force 
businesses to implement broadly applicable encryption standards that are not tailored 
the financial services industry.  The level of encryption required should be based on the 
sensitivity of the nonpublic information at issue, and not on an overly broad application 
that all data is created equal. Additionally, any contractual security obligations for third 
parties should meet the same flexibility and compliance feasibility as a covered entity.  
 
Section 500.12, multi-factor authentication 
 

The proposed rule includes specific requirements for multi-factor authentication 
and encryption.  This provision is flawed. The provision does not provide an ability for 
businesses to determine when or in what context multi-factor authentication or 
encryption should be deployed.  This proposal is too far outside the mainstream of 
other state and federal laws and regulations.  By requiring specific technologies, the 
Department is not giving companies the requisite flexibility to determine what methods 
for security work best for their systems.  The Proposed Rule stymies innovation that 
could provide better security for customer information.   
 

Multi-factor authentication is common in certain circumstances, but it has not 
been deployed for all applications that involve nonpublic information.  Imposing a 
multi-factor authentication requirement without regard to the sensitivity of the 
information will impose burdensome costs without an equivalent benefit to the security 
of the information.   
 
Section 500.13, limitations on data retention 
 
 The proposed rule would require data destruction when nonpublic information 
is no longer necessary for the provision of the products or services for which such 
information was provided to the covered entity, except when it is required by law or 
regulation.  Data maintained by businesses are often critical to detect and prevent fraud.  
It is data that helps separate legitimate consumer transactions from fraudulent ones.  
Yet, the same nonpublic information that Department would wish to see the destroyed 
are critical components of fraud detection and prevention systems.  By forcing 
companies to destroy this valuable data, the proposed rule interferes with a business’s 
ability to mitigate harm to customers because of fraud.  Also, the requirements on data 
retention should not interfere with the operation of the Fair Credit Reporting Act.   
Section 500.17(a), notice of a cybersecurity event 

 



CDIA is concerned with the Sec. 500.17(a) notice to the superintendent of a 
cybersecurity event.  Sec. 500.17(a).  The 72-hour notification, even for unsuccessful or 
attempted cybersecurity events goes well beyond any state data breach notification law 
requirements and does nothing to advance cybersecurity.  An unsuccessful or 
attempted cybersecurity event is evidence that defenses held and a crime did not take 
place.  Forcing businesses to log such non-crimes does not help businesses, the 
government or consumers.  The proposal distracts from fighting real crime.  Large 
institutions could have many unsuccessful or attempted cybersecurity events each day 
and forcing staff to keep a log of such unsuccessful or attempted events takes time and 
resources away to preventing actual misconduct. 

 
While the proposed rule references attempted or unsuccessful cybersecurity 

events, the Department also fails to clearly define what is a “successful” cybersecurity 
event and that lack of guidance is not helpful to businesses affected by the proposed 
rule. 
 
Summary 
 

CIDA appreciates this opportunity to comment on the DFS proposed 
cybersecurity rule. For the foregoing reasons, we request that the DFS revise the rule to 
ensure maximum flexibility to meet the ongoing cyber threats. 
 
Respectfully submitted, 
 

 
Eric J. Ellman 
Interim President & Chief Executive Officer 
Senior Vice President, Public Policy & Legal Affairs 
 
 
 
 
 
 

 


