
 

 
 
 
 
Writer’s Direct Dial: 202.408.7407  
Writer’s email: eellman@cdiaonline.org  
 
February 21, 2018  
 
VIA ELECTRONIC MAIL  
Daniel E. Shapiro 
Department of State 
One Commerce Plaza 
Albany, NY 12231 
daniel.shapiro@dos.ny.gov 
 
RE: I.D. No. DOS-52-17-00013-EP 
 
Dear Mr. Shapiro: 
 
The Consumer Data Industry Association (“CDIA”) appreciates the opportunity to 
comment on the proposed rulemaking on Establishment of the Identity Theft 
Prevention and Mitigation Program, published by the New York Department of State 
(“NY DOS”), Division of Consumer Protection (“Division”), in the New York State 
Register on December 27, 2017. 
 
CDIA is an international trade association, founded in 1906, with more than 100 
corporate members.  CDIA’s mission is to educate consumers, media, legislators, and 
regulators about the benefits of the responsible use of consumer data, which creates 
opportunities for consumers and the economy. 
 
CDIA members form the backbone of the U.S. credit reporting system and include the 
nationwide consumer reporting agencies, nationwide specialty consumer reporting 
agencies, resellers, and other consumer reporting agencies (collectively “CRAs”).  Our 
members provide businesses with the information and analytical tools necessary to 
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manage risk.  They help ensure fair and safe transactions for consumers, facilitate 
competition, and expand consumers’ access to a market that is innovative and focused 
on their needs.  CDIA member products are used in more than nine billion transactions 
each year. 
 
CDIA members’ data is used every day to promote social and public good.  The data 
provided by CDIA members creates economic opportunity by enabling consumers to 
obtain mortgages, auto loans, student loans, and retail credit.  Banks, credit unions, and 
retailers use CDIA members’ data to prevent identity theft.   
 
CDIA members fulfill various legal obligations under the federal Fair Credit Reporting 
Act (“FCRA”)1 designed to prevent and mitigate identity theft.  For example, under the 
FCRA, consumers who believe they are identity fraud victims can request that a fraud 
alert be placed on their credit reports to signal to prospective users of that report that 
the consumer may be a fraud victim.2  The law also provides for a consumer to be able 
to block fraudulent items from appearing on their consumer reports.3  Under New York 
state law, a consumer also has a right to place a credit freeze on their credit report in 
order to prevent the opening of new credit in their name.4 
 
CDIA and its members support the proposed rule’s goals of educating consumers about 
identity theft, helping consumers prevent or mitigate identity theft, and enabling 
consumers to make informed choices about credit monitoring products.  Certain aspects 
of the proposed rule will further those purposes.  Other aspects of the proposed rule, 
however, will not further these objectives, may frustrate consumers, and may subject 
“consumer credit reporting agencies” (“CCRAs”) to unwarranted competitive harm.5   
Accordingly, CDIA respectfully requests the Division consider certain revisions to the 
proposed rule to align the proposed rule’s specific provisions with its stated goals and 
to better serve consumers.  CDIA welcomes the opportunity to work with the Division 
to ensure that the rule benefits consumers. 
 

                                                 
1 15 U.S.C. § 1681 et seq. 
2 15 U.S.C. § 1681c-1. 
3 15 U.S.C. § 1681c-2. 
4 N.Y. Gen. Bus. L. § 380-t. 
5 Proposed Section 226.2(d) defines the term “consumer credit reporting agency” as a subset of 
CRAs. 
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I. Purpose and Definitions 

A. CDIA Supports the Purposes of the Proposed Rule 

Proposed Section 226.1 states that the intent of the proposed rule is to “(1) inform 
consumers about how to protect their personal identifying information; (2) help 
consumers prevent identity theft, including taking steps to protect their identities once 
their personal identifying information has been compromised[;] and (3) help consumers 
mitigate issues related to the theft of their identities.”  CDIA and its members support 
each of the proposed rule’s stated purposes.  
 
The proposed rule’s statement of “Specific reasons underlying the finding of necessity” 
and “Regulatory Impact Statement” articulate a further goal of “enabl[ing] consumers 
to make informed choices as to what credit monitoring or protection product is suitable 
for them.”  CDIA and its members also support the goal of promoting transparency and 
informed choices by consumers in connection with credit monitoring and credit 
protection products.   
 
A few provisions of the proposed rule, however, do not advance the proposed rule’s 
stated goals, may frustrate consumers, and threaten substantial competitive harm to 
CCRAs.  CDIA respectfully requests that the Division reconsider these provisions, as 
described below. 
 

B. Definition of “Consumer Credit Reporting Agency” 

The proposed rule applies to any “consumer credit reporting agency” or CCRA. 
Proposed Section 201.01(d) defines the term “consumer credit reporting agency” to 
mean “a consumer reporting agency that regularly engages in the practice of 
assembling or evaluating and maintaining, for the purpose of furnishing consumer 
credit reports to third parties bearing on a consumer’s credit worthiness, credit 
standing, or credit capacity, public record information and credit account information 
from persons who furnish that information regularly and in the ordinary course of 
business.” (Emphasis added).  This definition differs from the definition of “consumer 
reporting agency” in Proposed Section 201.01(c) and in the FCRA.6 
 
CDIA agrees that the rule should apply only to consumer reporting agencies that 
assemble or evaluate and maintain both public record information and credit account 

                                                 
6 15 U.S.C. § 1681a(f). 
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information, i.e., credit account tradelines, that they obtain from furnishers.  Any CRA 
that does not assemble or evaluate and maintain both types of information properly 
falls outside the scope of the rule.  For example, a CRA that assembles and maintains 
consumer reports on residential or tenant history, employment history, check writing 
history, or deposit account history, but not credit account information, is not and 
should not be subject to the rule.  Similarly, a CRA that does not assemble or evaluate 
and maintain public record information is not and should not be subject to the rule. 
 
CDIA urges the Division to narrow the CCRA definition so that it applies only to CRAs 
that: (1) assemble or evaluate, and maintain, files on more than 50,000 New York 
consumers; and (2) regularly provide consumer credit reports on New York consumers 
to persons regulated by New York regulators.  A number of the proposed rule’s 
requirements are designed for CCRAs that intend to engage in business in New York 
State.  Because consumers move in and out of New York all the time, smaller CRAs 
could unintentionally violate the rule merely by obtaining information on a single New 
York consumer.  CDIA believes that the rule should apply only to CCRAs that intend to 
conduct business in New York State by regularly providing consumer credit reports on 
New York residents to persons regulated by New York regulators.  Adoption of the two 
qualifiers outlined above would ensure that rule covers the large nationwide CRAs, but 
avoid circumstances where smaller CRAs inadvertently find themselves in violation of 
the rule.   
 

C. Definition of “Victim of Identity Theft” 

Proposed Section 226.2(a) defines the term “victim of identity theft” as “any natural 
person whose personal information has been wrongfully obtained by another or is used 
in some way that involves fraud or deception, typically for economic gain.”  According 
to the statement of “Specific reasons underlying the finding of necessity,” the definition 
is intended to clarify that a “victim of identity theft” includes “an individual who has 
been victimized by a security breach.”  By contrast, the federal financial regulators 
charged with implementing the FCRA or the FCRA’s identity theft provisions  
uniformly define “identity theft” as “a fraud committed or attempted using the 
identifying information of another person without authority.”7   

                                                 
7 12 C.F.R. § 1022.3(h) (Consumer Financial Protection Bureau); 16 C.F.R. § 603.2(a) (Federal 
Trade Commission); 17 C.F.R. § 162.30(b)(9) (Commodity Futures Trading Commission); 17 
C.F.R. § 248.201(b)(9) (Securities and Exchange Commission); see also 12 C.F.R. § 41.90(b)(8) 
(Office of the Comptroller of the Currency); 12 C.F.R. § 222.90(b)(8) (Federal Reserve Board); 12 
C.F.R. § 334.90(b)(8) (Federal Deposit Insurance Corporation); 12 C.F.R. § 717.90(b)(8) (National 
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The proposed definition of “victim of identity theft” is overly broad and provides no 
utility for consumers.  Broadening the category of “victims” of “identity theft” beyond 
victims of actual or attempted fraud using compromised information to include natural 
persons impacted by a security breach does not entitle this broader category of persons 
to any new rights or even to existing rights granted to actual “identity theft” victims 
under federal and state law.  For example, a person whose information is compromised 
in a security breach likely could not obtain a police report without alleging some misuse 
of such information, and thus could not block tradelines or place an extended fraud 
alert on their credit files.8   
 
Further, the defined term “victim of identity theft” is used only in the consumer 
assistance provision (Proposed Section 226.3) and the consumer education provision 
(Proposed Section 226.4).  The Division could achieve its objectives and provide such 
assistance and education to consumers without redefining “identity theft.”  Proposed 
Sections 226.3 and 226.4 of the rule could, for example, authorize the Division to 
provide consumer assistance and education to “victims of identity theft and individuals 
who believe that they may be at risk of identity theft, including individuals whose 
information has been compromised as a result of a security breach.” 
 
A security breach is not equivalent to identity theft.  It would be a mistake to equate an 
individual whose information was compromised in a security breach with a victim of 
identity theft, as the proposed rule does.  Not every security breach results in, or is 
perpetrated for the purposes of, identity theft.  Some information compromised in a 
security breach is used to create synthetic or fictional identities that do not result in any 
consumer becoming a victim of actual or attempted fraud.  Other types of security 
breaches seek to destroy or block access to data, hijack or take down company systems, 
or demand ransom from a company whose system has been attacked, rather than to 
perpetrate fraud in the name of consumers whose information may have been 
compromised.   
 
No rights.  The proposed rule’s breadth may frustrate consumers who seek assistance 
from the Division because the expanded definition of “victim of identity theft” does not 

                                                 
Credit Union Administration) (each incorporating the Federal Trade Commission’s definition of 
“identity theft”). 
8 15 U.S.C. § 1681-c(b) (extended alerts); 15 U.S.C. § 1681c-2(a) (tradeline block). 
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provide consumers with new rights or even the existing rights to which actual identity 
theft victims are entitled.   
 
Under the FCRA, a consumer who believes they have been or are “about to” become a 
victim of fraud or identity theft can request that the nationwide CRAs place initial 90-
day fraud alerts on the consumer’s files to warn prospective users of consumer reports 
and credit scores derived from such files that the consumer may be a fraud victim.9  A 
CRA placing such a fraud alert must inform the consumer that the consumer may 
request a free copy of their file,10 and provide the consumer with a summary of 
consumer identity theft rights, along with information on how to contact the Consumer 
Financial Protection Bureau.11  A “victim of identity theft,” as defined in the proposed 
rule, could place initial fraud alerts on their files at the nationwide CRAs, just as they 
could in the absence of the proposed rule. 
 
A consumer can place extended 7-year fraud alerts on their files and block tradelines 
from their credit reports that result from identity theft if the consumer obtains and 
provides a police report to a nationwide CRA.12  An “identity theft victim,” as defined 
in the proposed rule, likely could not obtain a police report based solely on a data 
breach and thus would not have these FCRA rights, nor should they, because they 
cannot demonstrate actual identity theft.   
 
Finally, the FCRA provides victims of actual identity theft who obtain and provide 
police reports regarding identity theft the right to obtain copies of applications and 
other business records from a business entity relating to transactions and accounts that 
allegedly resulted from actual identity theft.13  For this purpose, the FCRA defines the 
term “victim” to means “a consumer whose means of identification or financial 
information has been used or transferred (or has been alleged to have been used or 
transferred) without the authority of that consumer, with the intent to commit, or to aid 
or abet, and identity theft or a similar crime.”14  By contrast, a “victim of identity theft,” 
as defined in the proposed rule, cannot demonstrate actual identity theft or, in all 
                                                 
9 15 U.S.C. § 1681c-1. 
10 15 U.S.C. § 1681c-1(a)(2)(A). 
11 15 U.S.C § 1681g(d)(2). 
12 15 U.S.C. §§ 1681c-1(b) and 1681c-2. 
13 15 U.S.C § 1681g(e). 
14 15 U.S.C. § 1681g(e)(11). 
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likelihood, obtain a police report, and thus would have no rights under this FCRA 
provision.  
 
Under the New York FCRA, a consumer has the right to place a security freeze on their 
credit report in order to prevent the opening of new credit accounts in their name.15  
(While the New York FCRA generally permits CCRAs to charge consumers a fee to 
remove or lift the freeze, or place a second or subsequent freeze,16 CCRAs are 
prohibited from charging these fees to “a  victim of identity theft who submits a copy of 
a signed Federal Trade Commission ID theft victim's affidavit, or a report of ID theft 
from a law enforcement agency.”17  That is, persons who cannot demonstrate actual 
identity theft, as that term is defined under the federal law, would not appear to be 
entitled to this fee waiver.)  Finally, New York’s data breach notification law sets the 
rules for when and to whom notice of a security breach must be provided.18  These state 
rights are not impacted by the proposed rule. 
 
Because the proposed rule’s expansive definition of “victim of identity theft” does not 
grant consumers new or even existing rights granted only to actual identity theft 
victims, it is not clear how the definition furthers the stated purposes of the proposed 
rule.  To the contrary, the definition may frustrate consumers who seek assistance from 
the Division, suspecting their personal identifying information has been wrongfully 
accessed, only to discover that their status as a “victim of identity theft” does not 
provide them with existing rights under applicable law.  In such circumstances, the 
Division could only educate consumers about some limited rights under the FCRA and 
New York law, such as the right to contact any one of the nationwide CRAs to request 
placement of initial fraud alerts on their files and the right to request a security freeze. 
 
Accordingly, CDIA respectfully requests that the Division eliminate the definition of 
“victim of identity theft” or, alternatively, revise the definition to track the uniform 
definition of “identity theft” used in regulations implementing the FCRA.  CDIA 
believes that the Division can achieve the same goals by revising Proposed Sections 
226.3 and 226.4 to authorize the Division to provide consumer assistance and education 
to “victims of identity theft and individuals who believe that they may be at risk of 

                                                 
15 N.Y. Gen. Bus. L. § 380-t. 
16 N.Y. Gen. Bus. L. § 380-t(d)(4). 
17 N.Y. Gen. Bus. L. § 380-t(n)(1)(i). 
18 N.Y. Gen. Bus. L. § 899-aa. 
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identity theft, including individuals whose information has been compromised as a 
result of a security breach.” 
 
II. Consumer Assistance and Education 

Proposed Section 226.3 directs the Division to prescribe a “consumer complaint 
assistance form.”  It also authorizes the Division to respond to submitted forms by 
“undertak[ing] any activities necessary to help a victim of identity theft obtain any such 
information and assistance” from non-governmental entities, including CCRAs, “as is 
necessary” to prevent or mitigate a consumer’s identity theft.  Proposed Section 226.4 
requires the Division to “make available upon request to any person identifying 
themselves as a victim of identity theft information that provides such victims with 
guidance in understanding and addressing concerns surrounding an identity theft 
crime.” 
 
CDIA generally supports Proposed Section 226.3 and fully supports Proposed Section 
226.4.  As discussed above, the Division’s ability to undertake activities to help the 
broadly defined category of “victims of identity theft” is limited by the requirements of 
the FCRA and New York law.  Nothing in the proposed rule allows the Division to 
require CCRAs to take steps to prevent or mitigate identity theft beyond the existing 
obligations set forth in the FCRA and New York law.  CDIA welcomes the opportunity 
to work collaboratively with the Division to develop the assistance request forms and 
educational materials tailored to the needs of consumers who have experienced actual 
or attempted fraud and consumers whose information may have been compromised in 
a security breach, but not used in a fraud or attempted fraud.  
 
III. Consumer Credit Reporting Agency Filing Requirements 

Proposed Section 226.6 would require informational filings from CCRAs.  These filings 
would include, among other things, the names of a CCRA’s officers and principals, a 
direct point-of-contact at the CCRA for the Division, contact information for consumers, 
and a description of the fees and other terms associated with the purchase of or 
subscription to all proprietary products offered by a CCRA to consumers for the 
prevention or mitigation of identity theft. 
 

A. CDIA Supports Most of the Filing Requirements  

CDIA supports subsections (a) through (f) and subsection (h) of Proposed Section 226.6.  
These provisions are consistent with the commitment of CDIA and its members to 
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maintaining clear and open lines of communication with regulators vested with 
consumer protection responsibility, providing transparency to consumers, and 
educating consumers about credit monitoring products. 
 

B. The Disclosure of Business Affiliations and Contractual Relationships 
Would Cause Competitive Harm Without Any Consumer Benefit  

Proposed Section 226.6(g) would require CCRAs to provide the Division with a “listing 
and description of all business affiliations and contractual relationships with any other 
entities” having to do with “the provision of any products or services advertised to 
consumers as products or services available for the prevention or mitigation of identity 
theft.”  CDIA is deeply concerned about this provision and respectfully requests the 
elimination of Proposed Section 226.6(g). 
 
Competitive harm.  Business affiliations and contractual relationships with other entities 
are among the most highly sensitive, proprietary, and confidential commercial 
information CCRAs possess.  This information includes, without limitation, information 
about sources of data and data vendors.  Any requirement to report or disclose such  
business affiliations and contractual relationships with other entities would subject 
CCRAs to substantial competitive harm.  In addition, such entities often contractually 
prohibit their CCRA counterparties from making the disclosures described in Proposed 
Section 226.6(g).  The Division should not require CCRAs to report such highly 
sensitive, proprietary, and confidential commercial information absent a compelling 
consumer interest or government interest, neither of which has been shown to be 
present here.   
 
No consumer or government interest.  The proposed rule does not articulate any reason 
why consumers or the Division need to obtain this highly sensitive, proprietary, and 
confidential commercial information—nor does CDIA believe that such need exists.  
The proposed rule’s statement of “Specific reasons underlying the finding of necessity” 
and “Regulatory Impact Statement” note that consumers should have information 
regarding “the fees and contractual provisions” associated with credit monitoring and 
protection products so they can make “informed choices.”  CDIA agrees and therefore 
supports Proposed Section 226.6(f). 
 
By contrast, the proposed rule provides no explanation suggesting that a consumer’s 
knowledge of a CCRA’s business affiliations and contractual relationships with other 
entities would further the goal of assisting consumers in choosing a suitable credit 
monitoring or protection product.  Nor does the proposed rule explain how reporting 
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this information would further the goal of preventing and mitigating identity theft.  
Similarly, the Division provides no reason why it needs this highly sensitive, 
proprietary, and confidential commercial information to fulfill its mission of assisting 
consumers concerned about identity theft. 
 
Lack of safeguards.  Further, the proposed rule gives no indication of whether or how the 
Division would safeguard such confidential and proprietary information from public 
disclosure.  It is unclear as to whether the Division intends to deny public access to the 
information it proposes to collect under Proposed Section 226.6(g) pursuant to the New 
York Freedom of Information Law on the basis that the information constitutes trade 
secrets, that it is compiled for law enforcement purposes, or under another exemption.19 
 
Balancing of interests favors protection of confidential commercial information.  CDIA 
respectfully submits that the Division should balance the benefit to consumers against 
the harm to CCRAs from a requirement to report confidential commercial information 
to the Division.  Based on a balancing of the interests at stake, the substantial 
competitive harm to CCRAs outweighs any consumer benefit from collecting such 
information.  As noted above, the proposed rule does not articulate any consumer 
benefit or provide any other reason for collecting information regarding business 
affiliations and contractual relationships with other entities.  For the foregoing reasons, 
CDIA respectfully requests the elimination of Proposed Section 226.6(g). 
 

C. CDIA Requests a Delay in Implementation   

CDIA respectfully requests a delay in the implementation of Proposed Section 226.6.  A 
delay would allow the Division to revise Proposed Section 226.6 to eliminate subsection 
(g) based on the competitive concerns discussed above.  A delay also is warranted 
because the Division has not yet made the proposed “Consumer Reporting Agency 
Notice and Contact Information” form (the “CCRA reporting form”) available.  Thus, a 
delay would avoid requiring CCRAs to comply prematurely with Proposed Section 
226.6 before its requirements are finalized.   
 
Further, a delay would give CDIA members and other stakeholders the opportunity to 
review and comment on the CCRA reporting form.  The opportunity to review and 
comment on the form is particularly necessary because the opening paragraph of 
Proposed Section 226.6 authorizes the Division to require CCRAs to report additional, 
unspecified information beyond the items enumerated in Proposed Section 226.6.  Until 
                                                 
19 See N.Y. Pub. Off. L. § 87(2). 
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a reporting form is published, the requirements of Proposed Section 226.6 remain 
vague.  Proposed Section 226.6 also lacks any indication as to when a CCRA must file 
any required information. 
 
IV. Consumer Information Requirements 

Proposed Section 226.7 states that advertising and marketing materials promoting a 
CCRA’s identity theft prevention products must “prominently disclose any and all 
fees.”  CDIA and its members have no objection to fee transparency.  As noted above, 
CDIA supports the requirement in Proposed Section 226.6(f) that CCRAs report any and 
all fees associated with the purchase of or subscription to all proprietary products 
offered by CCRAs to consumers for the prevention or mitigation of identity theft.  Such 
transparency will further the proposed rule’s stated goal of helping “better enable 
consumers to make informed choices as to what credit monitoring or protection product 
is suitable for them.”  
 
Nonetheless, CDIA has concerns about Proposed Section 226.7, which is, in part, 
duplicative of federal requirements set by FCRA section 612(g) and implemented by 
Regulation V.20  These authorities include prescriptive, comprehensive requirements 
regarding the contents of offers for free credit reports, which are often made available to 
consumers upon their purchase of a credit monitoring or protection product.  These 
requirements cover advertisements and solicitations made by television, radio, print, 
telephone, and the internet.  Importantly, Regulation V mandates that the disclosures it 
requires “shall contain only the prescribed content.”21  As a result, CCRAs offering 
identity theft prevention products that include the incentive of a free credit report could 
face conflicting obligations in seeking to comply with both Proposed Section 226.7 and 
the prescriptive obligations of the FCRA and Regulation V. 
 
In addition, Proposed Section 226.7 lacks the specificity and flexibility to account for 
advertising through different media.  Certain media—such as text messages—limit the 
amount of information that can be provided.  Similarly, the time limits of radio or 
television advertisements preclude a recitation of all fees.  In those circumstances, 
layered notices, a link to a web site, a phone number, or other means may be necessary 
for disclosing all fees.  Where fees are structured in tiers or are contingent on certain 
events, segmented disclosures may be easier for consumers to understand.  The 

                                                 
20 15 U.S.C. § 1681j(g); 12 C.F.R. § 1022.138. 
21 12 C.F.R. § 1022.138(a)(3) (emphasis added). 
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proposed rule should give CCRAs the flexibility to tailor their fee disclosures in 
advertisements to different media, including providing the disclosures in a different 
medium than the medium of a CCRA’s initial offer. 
 
For the foregoing reasons, CDIA respectfully requests that the Division eliminate 
Proposed Section 226.7, or, at a minimum, revise it to account for the constraints posed 
by the overlapping requirements of other advertising and consumer protection 
regulations and the limitations of various media. 
 
V. Request for Information 

Proposed Section 226.5 states that the Division, when acting on behalf of a consumer,  
may require local and state government entities and non-governmental entities, 
including CCRAs, to provide substantiating or supporting documents and records in 
connection with investigating, mediating, or mitigating an identity theft complaint.  
Proposed Section 226.5 states that CCRAs must comply with such requests for 
information within 10 business days; no deadline is given for other entities. 
 
Consistent with earlier comments, CDIA respectfully requests that the Division limit the 
requirements of Proposed Section 226.5 to circumstances involving actual or attempted 
fraud.  Absent such a limitation, Proposed Section 226.5 may prove frustrating and 
unhelpful to consumers. 
 
Preemption and application to other entities.  Proposed Section 226.5 applies not just to 
CCRAs, but to a wide range of government and non-governmental entities.  As such, 
Proposed Section 226.5 is, in part, preempted by the FCRA.  The FCRA requires that a 
business entity that contracts with an alleged perpetrator of identity theft to comply 
with prescribed steps for verifying the identity of the victim and the claim of identity 
theft before providing the victim or a law enforcement agency specified by the victim 
with copies of business records relating to transactions and accounts that resulted from 
the alleged identity theft.22  The FCRA also grants business entities 30 days to provide 
such information.  These requirements preempt state law.23 
 
Proposed Section 226.5 requires CCRAs to respond to the Division’s requests within 10 
business days.  This timeframe conflicts with the FCRA’s 30-day timeframe and subjects 

                                                 
22 15 U.S.C § 1681g(e). 
23 15 U.S.C. § 1681t-(b)(1)(G). 
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CCRAs to an arbitrary and unfairly accelerated timeline not applicable to other business 
entities that may experience security breaches.  CDIA respectfully requests that the 
Division revise the proposed rule to give CCRAs 30 days to produce the requested 
information. 
 
Provision of records to consumers.  Proposed Section 226.5 does not state whether the 
Division intends to provide the requested information to the consumer whose 
complaint is being investigated.  If that is the intent, CDIA is concerned that the 
Division could unintentionally facilitate identity theft.   
 
Unlike the FCRA, Proposed Section 226.5 lacks any requirement that the Division verify 
and authenticate a complaining consumer’s identity.  Thus, it is not clear how the 
Division can tell whether a consumer is truly a victim, and not a perpetrator, of identity 
theft before undertaking an investigation and requesting information.  Forwarding 
sensitive consumer report information to consumers without proper authentication and 
verification of identity could unintentionally assist perpetrators of identity theft.   
 
There is also a risk of circumventing the FCRA’s free annual disclosure provisions if the 
Division provides CCRA documents and records to a complaining consumer.  The 
FCRA provides consumers with the right to request their files from each nationwide 
CRA without charge only once during any 12-month period.24 
 
CDIA respectfully requests that the Division revise Proposed Section 226.5 to prohibit 
the dissemination of documents and records obtained pursuant to that section to 
complaining consumers. 
 
VI. Violations 

Proposed Section 226.8 states that the Division “shall” refer violations of the proposed 
rule to “the Attorney General, Department of Financial Services (“DFS”) and/or any 
other appropriate law enforcement or regulatory entity for action.”25 
 
CDIA respectfully requests revisions defining the specific penalties that will apply to 
violations of the proposed rule, including clarification regarding whether violations of 
the proposed rule will result in criminal or civil liability.  CDIA also urges the Division 
                                                 
24 15 U.S.C § 1681j(a)(1)(A). 
25 In this context, CDIA believes that DFS would be an "appropriate regulator" only with respect 
to companies licensed by DFS. 
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to revise Proposed Section 226.8 to provide an opportunity for CCRAs to discuss any 
alleged violations with the Division and cure any alleged deficiencies before a referral is 
made. 
 
VII. Regulatory Analyses 

CDIA provides the following comments on the regulatory analyses. 
 
The proposed rule’s Regulatory Impact Statement omits any estimate of costs for certain 
entities covered by Proposed Section 226.5, specifically non-governmental entities other 
than CCRAs.  The Regulatory Impact Statement also states that the proposal would not 
constitute “duplication” of existing requirements.  This statement fails to account for the 
duplication of requirements under the federal FCRA, the New York FCRA, and the 
New York data breach notification law, as discussed above. 
 
The Regulatory Impact Statement’s section on “Alternatives” lacks an explanation for 
not instead relying on existing security breach notification laws and existing FCRA 
requirements.  Nor does the section discuss the possibility of offering a narrower, more 
targeted rule focused on consumer education, which would avoid the creation of a new 
regulatory scheme that would conflict with and add confusion to an existing 
framework. 
 
The Regulatory Impact Statement’s section on “Federal standards” fails to account for 
the ways in which the proposed rule may exceed the FCRA’s free report provisions and 
alter the timing and process for victims of identity theft to request and obtain 
information, as described above. 
 
Finally, the proposed rule’s Regulatory Flexibility Analysis and Rural Area Flexibility 
Analysis lack a discussion of adverse impacts on local governments, small businesses, 
and public and private entities in rural areas.  By its terms, Proposed Section 226.5 
applies to local governments, non-governmental entities, such as small and rural 
businesses, and public and private entities regardless of where they conduct business in 
New York. 
 
VIII. Conclusion 

For the foregoing reasons, CDIA generally supports the efforts of the Division to assist 
consumers affected by identity theft, meaning actual or attempted fraud, and to educate 
all consumers concerned about potential identity theft about ways they can mitigate 
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identity theft risks.  We welcome the opportunity to assist the Division in crafting a rule 
beneficial to consumers.   
 
Nonetheless, CDIA and its members find a few aspects of the proposed rule 
problematic, most significantly the requirement to provide proprietary and confidential 
business affiliation and contractual relationship information to the Division.  
Accordingly, CDIA respectfully requests certain revisions to the proposed rule in 
accordance with the recommendations outlined above.  CDIA also requests a delay in 
the proposed rule’s implementation until such revisions are finalized and until the 
public has had the opportunity to review and comment on the CCRA reporting form. 
 
Sincerely, 

 
Eric J. Ellman 
Senior Vice President, Public Policy & Legal Affairs 
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