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California Department of Justice 
ATTN: Privacy Regulations Coordinator 
300 S. Spring St. 
Los Angeles, CA  90013 
 
 
 RE:  California Consumer Protection Act Rulemaking 
 

The Consumer Data Industry Association submits this comment in response to the California 
Department of Justice’s anticipated rulemaking for the California Consumer Privacy Act (“CCPA”). 
  
 The Consumer Data Industry Association (CDIA) is the voice of the consumer reporting industry, 
representing consumer reporting agencies including the nationwide credit bureaus, regional and 
specialized credit bureaus, background check and residential screening companies, and others. Founded 
in 1906, CDIA promotes the responsible use of consumer data to help consumers achieve their financial 
goals and to help businesses, governments, and volunteer organizations avoid fraud and manage risk. 
 

Through data and analytics, CDIA members empower economic opportunity all over the world, 
helping ensure fair and safe transactions for consumers, facilitating competition, and expanding 
consumers’ access to financial and other products suited to their unique needs.  They help people meet 
their credit needs. They ease the mortgage and employment processes; they help prevent fraud; they 
get people into homes, jobs, and cars with quiet efficiency.  CDIA members locate crime victims and 
fugitives; they reunite consumers with lost financial assets; they keep workplaces and apartment 
buildings safe.  CDIA member products are used in more than nine billion transactions each year. 
 
 CDIA members have been complying with laws and regulations governing the consumer 
reporting industry for decades.  Members have complied with the Fair Credit Reporting Act (“FCRA”), 
which has been called the original federal consumer privacy law.  The FCRA governs the collection, 
assembly, and use of consumer report information and provides the framework for the U.S. credit 
reporting system.  In particular, the FCRA outlines many consumer rights with respect to the use and 
accuracy of the information contained in consumer reports.   Under the FCRA, consumer reports may be 
accessed only for permissible purposes, and a consumer has the right to dispute the accuracy of any 
information included in his or her consumer report with a consumer reporting agency (“CRA”).  
Accordingly, CDIA members have been at the forefront of consumer privacy protection.  Fair, accurate, 
and permissioned use of consumer information is necessary for any CDIA member client to do business 
effectively. 
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CDIA members have also complied with an array of state laws for decades, including the 
California Consumer Credit Reporting Agencies Act (“CCRAA”), the California Investigative Consumer 
Reporting Agencies Act (“ICRAA”), and the California Commercial Credit Reporting Act. 
 

CDIA appreciates the California State Assembly and the Department of Justice, through the 
Office of the Attorney General (“AG”), for their work on the cutting edge of consumer privacy issues in 
the CCPA.  It is in this spirit that CDIA offers the following comments to improve the clarity and 
effectiveness of the CCPA for its intended purposes.   

 
To assist your office in crafting a rule that meets consumer expectations and allows businesses 

to best support customers and consumers, we offer this comment on a number of AG rulemaking 
directives.  This comment addresses the following issues: 

 
I. Rulemaking Directive: Update Categories of Personal Information (§ 1798.185(a)(1)) 

Household information – Clarification that it does not include information that is only 
linked to an address. 

II. Rulemaking Directive: Furthering the Purposes of Sections 1798.110 and 1798.115 (§ 
1798.185(a)(7)) 

Third party notice requirement – Clarification that a third party can rely on notice 
provided by the business with the relationship with the consumer. 

III. Rulemaking Directive: Adopt Additional Regulations as Necessary to Further the Purposes of 
the CCPA (§ 1798.185(b)) 

Fraud Prevention Services – Clarification that information maintained for fraud 
prevention purposes is exempt from the law. 

Deidentified information – Clarification that even if a company possesses information 
that could be used to reidentify, information is still considered “deidentified” so long 
as the company employs proper safeguards against reidentification. 

Service Provider Exception – Clarification that “necessary to perform a business 
purpose” includes outsourcing those tasks that are more efficient or less expensive 
for a service provider to perform. 

Definition of “Consumer” – Clarification that the term “consumer” does not include 
individuals who have an employment or business relationship with the business. 

FCRA Exemption – Clarification that the FCRA exemption covers information transferred 
without valuable consideration or never included in a consumer report. 

Commercial Credit Reporting – Clarification that commercial credit reporting agencies 
are not subject to the CCPA. 

 
 
I. Rulemaking Directive: Update Categories of Personal Information (§ 1798.185(a)(1)) 
 
ISSUE: Household information – Clarification that it does not include information that is only linked to 
an address. 
 

The term “personal information” includes information that is capable of being associated with, 
or could reasonably be linked, directly or indirectly, with a particular household.  Cal. Civ. Code 
§ 1798.140(o)(1).  The term “household” is not defined. 
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CRAs and data analytics providers may collect data that is specific to an address without being 
specific to one consumer.  Nevertheless, such information may be “capable of” being associated with a 
consumer, and may therefore be “personal information” under the CCPA, as the business may possess 
other information that a consumer has lived at the address at issue or a consumer, when submitting a 
verifiable consumer request, may provide the address.  The CCPA, at sections 1798.110 and 1798.115, 
requires a business to disclose personal information “about the consumer.”  Because personal 
information may be linkable not only to a particular consumer but also to a household, the CCPA 
arguably may require CRAs to disclose all information associated with an address with which a consumer 
has been associated (or with which the consumer associates himself or herself). 
 

The CCPA does not require a business to reidentify or otherwise link any data that is not 
maintained in a manner that would be considered personal information.  Cal. Civ. Code § 1798.145(i); 
see also Cal. Civ. Code § 1798.110(d)(2).  However, because data linked to an address but not to a 
particular individual may be considered “personal information,” this exception would not protect 
businesses from being required to disclose address-specific information to any consumer who has ever 
been associated with that address. 
 

Requiring businesses to disclose personal information to any consumer who shares or has 
shared the same address undermines the privacy rights set out in the CCPA and may increase the 
incidence of identity theft.  An increase in the incidence of identity theft may increase the risk of data 
breaches or other security incidents, as the availability of sensitive information in the public domain 
would permit criminals to buy and sell such information for nefarious purposes. 
 
PROPOSED SOLUTION:  The AG is authorized to update additional categories of personal information by 
section 1798.185(a)(1).  Accordingly, the AG should clarify that information that is linked only to an 
address—but not linked to a specific consumer—is not linked to a “household” and is therefore not 
“personal information” under the CCPA.  Additionally, the AG should use its section 1798.185(b) 
authority to address the risk of disclosure to individuals other than the consumer directly.  The AG 
should state that a business is not required to disclose to a consumer personal information that is linked 
to the consumer’s address but is not otherwise linked to the consumer.  The AG should also state that a 
business is not required to disclose to a consumer personal information that is linked to an individual 
other than the requesting consumer, even one that may share the same address.  Section 1798.185(b) is 
an appropriate avenue for this clarification, as without clarification on this issue, the CCPA may require 
businesses to disclose sensitive personal information to individuals who are not the requesting 
consumer and thereby undermine the privacy rights conferred by the CCPA. 
 
 
II. Rulemaking Directive: Furthering the Purposes of Sections 1798.110 and 1798.115 

(§ 1798.185(a)(7)) 
 
ISSUE: Third party notice requirement – Clarification that a third party can rely on notice provided by 
the business with the relationship with the consumer. 
 

Section 1798.115(d) prohibits a third party from selling personal information that has been sold 
to the third party by a business unless the consumer to whom the information relates has received 
“explicit notice” and is provided an opportunity to exercise her or his right to opt out. 
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Third parties may not have a relationship with the consumer in order to provide these notice 
and opt-out rights.  Specifically, CRAs and other data analytics providers seldom have direct 
relationships with consumers to ensure that these requirements have been complied with before selling 
information.  If CRAs or data analytics providers were required to provide these notice and opt-out 
rights, the CRAs or data analytics providers would have to obtain up-to-date contact information for the 
consumer from the business from which it obtained the information and initiate a relationship in order 
to provide them these rights.  Such a process would not only be extremely burdensome, but the legally-
required dissemination of contact information might compromise consumer privacy. 
 

This provision also presents two other issues.  First, it is also not clear what the law means by 
“explicit notice,” as the CCPA only requires notice on a business’ website and privacy policies.  See Cal. 
Civ. Code § 1798.135(a).  Second, by applying directly to any “third party,” this provision expands the 
scope of the CCPA from California businesses as defined by the law effectively to any entity anywhere. 
 
PROPOSED SOLUTION:  Under its section 1798.185(a)(7) authority, the AG should permit a third party to 
rely on the business from which it obtained the personal information to provide these notice and opt-
out rights.  To do so, the AG should provide a safe harbor or a limitation of liability for third parties when 
relying on a transferring business’ online privacy policies or specified attestations made by the business 
in connection with the transfer of personal information. 
 
 
III. Rulemaking Directive: Adopt Additional Regulations as Necessary to Further the Purposes of the 

CCPA (§ 1798.185(b)) 
 
ISSUE: Fraud Prevention Services – Clarification that information maintained for fraud prevention 
purposes is exempt from the law. 
 

Section 1798.105(a) permits consumers to request the deletion of any personal information 
about the consumer which the business has collected from the consumer.  However, the law provides 
an exception for businesses or service providers where it is “necessary” for businesses or service 
providers to maintain the personal information to “[d]etect security incidents, protect against malicious, 
deceptive, fraudulent, or illegal activity.”  Cal. Civ. Code § 1798.105(d)(2).  

 
Thus, the fraud exception to the deletion obligation applies only where it is necessary for a 

business to keep the personal information to detect fraud.  It is unclear under what circumstances it 
would be necessary for a business to retain personal information to detect fraud.  This is of concern to 
CRAs and other data analytics providers that provide fraud detection and prevention services which 
leverage personal information to protect consumers and businesses.  CDIA members provide these 
services by comparing information submitted on an individual against other information held by the 
fraud prevention services provider to detect inconsistencies and other red flags. 
 

Furthermore, this exception only contemplates that a business may retain information to 
prevent fraud on itself.  It does not contemplate one business using personal information in order to 
detect and prevent fraud on another business.  CDIA members are in a position to provide, and do 
provide, fraud detection services to customer businesses because they have access to a larger universe 
of information than one merchant or creditor. 
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Finally, fraud detection is only an exception to the CCPA’s deletion obligation and not the other 
obligations, like the opt-out requirement.  The lack of an exception for the detection of fraud or other 
illegal activity to other business obligations means that fraud detection products may be less effective.  
For example, an opt-out right might mean that less information will be available for fraud detection.  
This would affect not only the consumer who requested opt-out, but all consumers, as effective fraud 
detection requires a large volume of data.  For example, a consumer’s removal of her phone number 
from this information stream might not only affect a criminal attempting to open a credit account in her 
name in the future, but also another consumer where a fraudster provides that phone number when 
applying for credit. 

 
The CCPA’s goal of protecting consumer privacy underlines the importance—and the growing 

importance—of fraud detection products.  Fraud detection products protect not only businesses against 
fraud by criminals, but they also protect consumers from identity fraud.  These products work by 
utilizing a large volume of data, and removing one consumer’s data from the universe of available data 
would affect not only that consumer, but all consumers.   

 
PROPOSED SOLUTION:  Section 1798.185(b) authorizes the AG to adopt additional regulations as 
necessary to further the purposes of the CCPA.  The CCPA is intended to protect consumer privacy, and 
the OAG should clarify that the CCPA does not impede a business’ ability to detect and prevent fraud or 
other illegal activity.  Issuing such a rule would further consumer privacy and promote the purposes of 
the CCPA.  Therefore, CDIA strongly urges the AG to clarify that the fraud detection exception to the 
right of deletion covers the processing of personal information for a third party’s fraud prevention 
purposes, as well as a business’ own purposes.  Additionally, CDIA strongly urges the AG to adopt a 
regulation that provides that businesses are not subject to the CCPA’s opt-out and other disclosure 
obligations with regard to personal information collected, retained, or disclosed for fraud detection and 
prevention purposes. 
 
 
ISSUE: Deidentified information – Clarification that even if a company possesses information that 
could be used to reidentify, information is still considered “deidentified” so long as the company 
employs proper safeguards against reidentification. 
 

The CCPA clarifies that the obligations imposed on businesses do not restrict a business’ ability 
to collect, use, retain, sell, or disclose consumer information that is deidentified or aggregated.  Cal. Civ. 
Code § 1798.145(a)(5).  “Deidentified” means information that cannot reasonably identify, relate to, 
describe, be capable of being associated with, or be linked, directly or indirectly, to a particular 
consumer, provided that a business that uses deidentified information implements certain specified 
safeguards.  Cal. Civ. Code § 1798.140(h) (emphasis added).  The CCPA does not define what it means to 
be “capable of being associated with” or “could reasonably be linked.” 
 

It is not clear, based on the structure of the definition of “deidentified,” whether information for 
which a business has implemented the safeguards specified by section 1798.140(h) is necessarily 
considered deidentified, or if the law separately requires that the personal information be, in fact, not 
reasonably capable of being associated with or linked to, directly or indirectly, a particular individual.  
This problem arises from the fact that the definition includes the words “provided that,” which may 
imply that the safeguards are not enough to make information deidentified.  The definition of 
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“deidentified” therefore may be ineffectual except to impute a reasonableness requirement to the 
definition of “personal information.” 
 

CRAs and other data analytics providers work with deidentified data regularly, including for data 
analytics research purposes, development of new scores, etc.  When working with deidentified data, 
these companies implement appropriate safeguards to prevent the identification of the data.  However, 
it is not clear whether such data would be considered “deidentified” under the CCPA, as CRAs or other 
data analytics providers may have identified data sets which, if combined with a non-identified set, 
might permit the re-identification of the non-identified data set.  Although these businesses may 
implement the safeguards described in the definition of “deidentified,” it is not clear that the 
implementation of these safeguards necessarily means that the data is “deidentified” for the reasons 
described above. 
 

This issue is particularly problematic for CRAs and other data analytics providers with regard to 
personal information inferences.  “Personal information” includes, when capable of being associated 
with, or could be reasonably linked, directly or indirectly, inferences drawn from any personal 
information to create a profile about a consumer reflecting the consumer’s preferences, characteristics, 
psychological trends, predispositions, behavior, attitudes, intelligence, abilities, and aptitudes.  Cal. Civ. 
Code § 1798.140(o)(1)(K).  A company may create data sets by inferring characteristics about a 
consumer from other data sets.  Because of the lack of clarity in the definition of “deidentified,” it is not 
clear whether inferences drawn from deidentified information are “personal information” under the 
CCPA.  Data analytics research may be undertaken to improve the delivery of business services, including 
a CRA’s delivery of fraud prevention services, which furthers consumer privacy rights.    
 
PROPOSED SOLUTION:  The AG should clarify that data sets for which a business has implemented the 
section 1798.140(h) safeguards are necessarily “deidentified.”  The AG should also clarify that any 
inferences drawn from information deidentified by way of implementing the section 1798.140(h) 
safeguards are also “deidentified.”  

 
 

ISSUE: Service Provider Exception – Clarification that “necessary to perform a business purpose” 
includes outsourcing those tasks that are more efficient or less expensive for a service provider to 
perform. 
 

The term “sale” does not include a business’ use or sharing of personal information with a 
service provider “that is necessary to perform a business purpose” if certain conditions are met.  Cal. 
Civ. Code § 1798.140(t)(2)(C).  The law does not clarify what it means by “necessary to perform a 
business purpose.” 
 

CRAs and other data analytics providers may regularly engage service providers for business 
purposes to gain those service providers’ efficiencies or expertise.  Service providers may collect data or 
process data for businesses when offering non-FCRA products like fraud prevention tools.  However, 
engaging a service provider should be considered necessary to perform a business purpose when a 
business gains efficiencies or expertise through the arrangement even if it is possible for the business to 
undertake those tasks individually. 
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PROPOSED SOLUTION:  The AG should clarify by rule that sharing data with an engaged service provider 
is not a “sale” of personal information where the conditions under section 1798.140(t)(2)(C) are met. 
 
 
ISSUE: Definition of “Consumer” – Clarification that the term “consumer” does not include individuals 
who have an employment or business relationship with the business. 
 

The term “consumer” means a natural person who is a California resident, as defined in Section 
17014 of Title 18 of the California Code of Regulations, as that section read on September 1, 2017, 
however identified, including by any unique identifier.  Cal. Civ. Code § 1798.140(g).  Because of the 
breadth of this definition, it arguably includes all California residents, even when they are employees of 
the business or have only a business (and not a consumer) relationship with the business.  As a result, 
the CCPA regulates as “personal information” information relating to an individual with an employment 
or business relationship with the business, extending to such individuals rights including those related to 
disclosure and deletion. 
 

Nevertheless, the CCPA’s anti-discrimination provisions make it clear that the law is meant to 
protect individuals who have a consumer relationship with a business, not individuals who have an 
employment relationship or a business relationship (e.g., a sole proprietor or business owner) with a 
business, as these provisions protect consumers against being denied goods or services, being charged 
different rates for goods or services, or being given different quality goods or services.  See Cal. Civ. 
Code § 1798.125. 
 

Extending the CCPA to individuals with employment or business relationships with a business 
may cause conflict with existing California law.  For example, the California Labor Code already regulates 
employee rights to disclosure of personal records.  See Cal. Lab. Code § 1198.5.  
 

Additionally, extending the CCPA to individuals with employment or business relationships with 
the business may put consumer privacy rights in jeopardy.  For example, without correction, the CCPA 
might allow an employee to request deletion of records of allegations of harassing conduct in the 
workplace.  Although the CCPA permits a business to decline to delete information necessary to comply 
with a legal obligation, businesses regularly retain personnel records to protect the business and other 
employees and not to comply with specific legal document retention requirements. 
 
 Finally, extending the CCPA to individuals with business relationships may complicate, if not 
make impossible, compliance with due diligence requirements under know-your-customer, anti-
corruption, or anti-money laundering laws, as the CCPA may permit individuals related to businesses to 
request deletion of information about them.  Lack of compliance with these requirements would likely 
also compromise consumer privacy. 
 
PROPOSED SOLUTION:  Because extending the CCPA to individuals that have employment or business 
relationships with a business may jeopardize consumer privacy rights, the AG would be authorized to 
provide clarification under its section 1798.185(b) authority.  Therefore, the AG should adopt a rule 
clarifying that the term “consumer” does not include individuals with an employment or business 
relationship with a business. 
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ISSUE:  FCRA Exemption – Clarification that the FCRA exemption covers information transferred 
without valuable consideration or never included in a consumer report. 
 
 The CCPA does not apply to “the sale of personal information to or from a consumer reporting 
agency if that information is to be reported in, or used to generate, a consumer report as defined by 
subdivision (d) of Section 1681a of Title 15 of the United States Code, and use of that information is 
limited by the federal Fair Credit Reporting Act.”  Cal. Civ. Code § 1798.145(d). 
 
 However, as currently written, this exemption does not cover all information regulated by the 
FCRA and may pose new consumer risks to consumers, government agencies, law enforcement, 
volunteer organizations, and businesses.   
 

First, the current FCRA exemption extends only to the “sale” of personal information, to the 
extent that its use is limited by the FCRA.  The term “sale” under the law requires “monetary or other 
valuable consideration.”  Cal. Civ. Code § 1798.140(t)(1).  Because “other valuable consideration” is not 
defined in the CCPA, there is some risk that the FCRA exemption may not cover transfers of personal 
information that are critical to the provision of consumer reports, including the transfer of data from 
furnishers, which provide information to CRAs for free.  If the FCRA exception was interpreted as not 
applying to such data, the requirements of the CCPA would threaten the accuracy and completeness of 
consumer reports and the overall integrity, reliability, and predictability of the credit reporting system. 
 

Second, the current FCRA exemption extends only to information that “is to be reported in, or 
used to generate, a consumer report.”  However, CRAs often maintain information that may never be 
reported in, or used to generate, a consumer report.  Such information may be information furnished by 
a creditor on a consumer on whom a consumer report may never be ordered, information the CRA 
obtains but about which it has accuracy concerns, or information that is not reportable under the law or 
otherwise (because it is obsolete or on a deceased consumer).  Nevertheless, CRAs may retain such 
information to verify that a consumer is who they say they are and for other research purposes to 
improve the CRAs’ accuracy.  Allowing CRAs to improve their matching techniques and to ensure that 
data they provides on consumers is accurate benefits consumers and furthers the purposes of the CCPA, 
not only because it allows consumers to obtain products and services more easily and at lower costs, but 
because it protects against the release of sensitive personal information to individuals who are not the 
consumer in question. 
 
PROPOSED SOLUTION:  The AG is authorized to provide clarification under its section 1798.185(b) 
authority because it would further consumer privacy to allow CRAs to provide complete and accurate 
information on consumers in compliance with the FCRA.  Accordingly, the AG should provide 
clarification on the “sale of” language in the current FCRA exemption, stating that the exemption 
extends to transfers of information that are not made for monetary consideration but are made as part 
of the U.S. consumer reporting system.  Additionally, the AG should provide clarification that the 
exemption covers information that may be used to generate a consumer report, even if such 
information is never actually included in such a report.   
 
 
ISSUE: Commercial Credit Reporting – Clarification that commercial credit reporting agencies are not 
subject to the CCPA. 
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California law regulates a category of entities that are not regulated by the federal FCRA or the 
California CCRAA or ICRAA, namely “commercial credit reporting agencies.”  Commercial credit reporting 
agencies provide reports “relating to the financial status or payment habits of a commercial enterprise.”  
See Cal. Civ. Code §§ 1785.41 et seq.  A “commercial enterprise” may include a sole proprietor, 
necessarily involves owners, principals, etc., and as a result, a “commercial credit report” may include 
information that is “personal information” as defined and regulated by the CCPA.   
 

Additionally, because of the broad sweep of the definition of “personal information,” 
commercial credit reports may include information on business employees, as a commercial credit 
report may contain information on the financial status or payment habits of a commercial enterprise 
that are able to be linked to an individual.  If such information is linked to a particular individual, that 
individual would have the right under the CCPA to obtain sensitive business information to which it does 
not otherwise have access, and that individual may also have such information deleted.  These rights 
would exist even though such information would bear no cognizable privacy risk to these individuals.  
Additionally, because it would be difficult to determine the individual to whom the information relates, 
requiring the disclosure of this information may increase the risk of identity theft.  Finally, deletion 
rights would impede the availability, accuracy, and usefulness of commercial credit reports made 
available under California law.   
 
PROPOSED SOLUTION:  Because the disclosure of information may impose risks to consumer privacy 
without furthering the privacy of other consumers, the AG is authorized to provide clarification on this 
issue under section 1798.185(b).  Therefore, the AG should adopt an exemption for “commercial credit 
reporting agencies” as defined by California law. 

 
 
 

 CDIA thanks the California Department of Justice for the opportunity to share its views on the 
CCPA rulemaking process.  Please contact us if you have any questions concerning the above comments 
or need additional information. 
 
 
 
 
Sincerely, 

 
Eric J. Ellman 
Senior Vice President, Public Policy & Legal Affairs 


