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IRS Form 4506-T:  
Problems with and Solutions for  

the Possible Redaction of PII 
 
 

Problem:  As part of its ongoing effort to further protect taxpayer PII, the IRS has 
proposed a few changes to the transcript responses it provides for 4506-T requests. 
These changes include:  
 

• Only displaying the first four letters of the taxpayer last name, and no other parts 
of it.  Ex: “John”’ instead of “Mary A. Johnson” 

• Only displaying the street name without street number.  Ex: “Main” instead of 
“1234 Main Street, Anytown, CO 008811” 

 
Need to protect PII in the right way:   
 

CDIA agrees that ensuring the security of personally identifiable information is a 
vital priority.  CDIA members manage data security through enterprise-level systems 
with data security experts.  Yet, we do not believe the IRS’ proposed redaction of PII in 
the Form 4506-T solves the root of the issue.  
 
  The IVES process begins with fax batches being submitted by IVES participant’s 
containing multiple 4506-T requests. The responses from the IRS are then posted to a 
web mailbox as HTML transcripts. This necessitates a matching activity for every 
response. Removing the only elements, we can use to match responses to requests (for 
final delivery back to clients/lenders) introduces a level of ‘guessing’ into the process 
that will never be 100% certain, and thus includes an increase in risk that taxpayer PII 
may be shown to a party that shouldn’t see it (ex: John Smith at 123 Main St with SSN 
123-45-6789, and Jane Smith at 456 Main St with SSN 321-54-6789, could potentially look 
like the same people).  
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Proposed solutions: We are grateful to the IRS for engaging in a dialogue with CDIA 
members about our concerns with possible PII redaction in Form 4506-T.  We have 
proposed some preliminary solutions for discussion.  Our alternative solutions are: 
 

• Pursue a different method of order submission and fulfilment: Moving away 
from faxes and web mailboxes to a web service or other systemically 
“integratable” method would allow for a more secure data flow. There are also 
significant opportunities for the reduction of errors and turn times when this sort 
of solution is in place.  

• Introduce a new unique ID for every request so that we can use it to definitively 
link requests to responses. 

• Only apply redaction to some of the fields currently proposed: The reason for 
this is it will allow for certainty in matching responses to requests, thus 
minimizing the risk of PII being presented to a party that should not see the data. 

 
 
 
 
 
 

Consumer Data Industry Association (CDIA) 
 

CDIA members serve a vital role in ensuring that risk management data necessary for 
mortgage loan underwriting and administration is available to all financial institutions 
including both the nation’s smallest community banks and credit unions as well as financial 
institutions operating on a nationwide basis. 
 
  CDIA is an international trade association, founded in 1906, of more than 130 corporate 
members.  Its mission is to enable consumers, media, legislators and regulators to understand 
the benefits of the responsible use of consumer data which creates opportunities for consumers 
and the economy. CDIA members provide businesses with the data and analytical tools 
necessary to manage risk. They help ensure fair and safe transactions for consumers, facilitate 
competition and expand consumers’ access to a market which is innovative and focused on 
their needs. CDIA member products are used in more than nine billion transactions each year.  
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