
Long-Term Retention 
as a Success Criterion

By definition, a retention policy is a formal  
framework for the systematic review,  
retention, and destruction of information  
received or created in the course of business. 

Retention policies can be instrumental for  
small businesses operating within certain  
regulatory regimes. 

A few examples: 

• The Health Insurance Portability and  
Accountability Act of 1996 (HIPAA), a set  
of regulations designed primarily to protect 
workers’ health insurance rights, requires  
companies that handle patient records to  
retain them for six years. 

• Rule SEC 17A-4 of The US Securities  
Exchange Act of 1934, which outlines 
requirements for data retention, indexing 
and accessibility, requires stock brokerage 
firms to retain business communications 
(e.g. emails) for three years, and certain other 
records for much longer. 
 
 
 
 
 
 
 
 

• The Sarbanes-Oxley Act of 2002 (SOX), 
which governs the conduct of all U.S. public 
company boards, management, and public 
accounting firms, requires accounting firms  
to retain records related to audits or reviews 
for seven years after the conclusion of the  
audit or review.

 
But companies that are not bound by regulatory 
compliance frameworks may nonetheless  
find compelling reasons to adopt long-term  
retention policies for certain business records 
and documents. 

These reasons may include:

• Proactive support for your business’ pursuit  
of amended tax returns, or protection against 
possible IRS pursuit of back taxes, by retaining  
income tax returns and supporting documents. 

• Safeguarding intellectual property by  
retaining patent filings, and supporting  
images, schematics, formulas, and other  
data and documentation. 

• For creative agencies, maintaining long-term  
repositories of creative images, media,  
prototypes, and concept briefs for possible 
reference and use in future projects or  
competitive bids. 

 
 
 
 
 

Using Carbonite Server Backup  
to Implement Retention Policies

For many companies, the formulation and implementation of a long-term retention policy 

is table-stakes— a prerequisite to doing business in that company’s industry. Other companies,  

however, may pursue a long-term retention policy not out of compulsion, but as a strategic tenet,  

a way to improve process efficiency or differentiate a service offering.

Whatever the motivation, companies that embrace long-term data retention can easily automate 

the enforcement of these policies by leveraging backup solutions that offer the right configurability  

and flexible administration. When armed with the right backup technology, companies can take  

advantage of the low cost and high efficiency that comes from leveraging a common platform  

to achieve both retention and data protection goals. 

This article explores some of the drivers for adopting long-term retention policies, and offers a  

step-by-step procedure for automating the enforcement of such policies on Carbonite Server Backup.
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When formulating a long-term retention policy, it is 
important to note that provisions for systematically 
destroying data, information, and records are as 
essential as those for retaining them. In addition, a truly 
robust retention policy needs to define specific roles 
and responsibilities for individuals whose job involves 
handling the materials governed under the policy. 
 

Leveraging Carbonite Server 
Backup to Automate Retention
Policy Enforcement

Can your company benefit from a data  
retention strategy?

If so, Carbonite Server Backup offers the high  
configurability and simplified administration  
required to automate enforcement of many 
long-term retention policies. With its hybrid 
cloud and on-site backup design, Server Backup 
enables easy, hassle-free protection and retention for 

file systems, Microsoft applications, leading database 
products and Hyper-V virtual environments.

The following provides the basic procedure you can 
use to automate a broad range of retention policies 
that suit your company’s compliance  
regime or strategic imperatives. 

1. Create a new backup set, using the Add New 
Backup Set command (see Exhibit 1: Carbonite 
Server Backup Workspace for Scheduling and 
Retention, below).  

2. Select the folders or files, databases or applications 
for which you want to apply your policy. To avoid 
conflict, include only data for which you want to 
apply a common retention policy. 

3. Within the Scheduling and Retention tab to the 
right, set your preferences for “Number of successful 
full backups to retain,” and “Time period to retain 
backups for.”

Exhibit 1: Carbonite Server Backup Workspace for Scheduling and Retention 

Note the granularity with which you can set retention parameters for these files. You can set  
the duration – in terms of days, weeks, months, or years – over which Carbonite retains your  
files or application data. You also have the option to let Carbonite retain your data permanently,  
by selecting the value “0”. 

© Copyright 2014 Carbonite, Inc. All rights reserved



You can even use Carbonite to fine-tune the way 
you use your storage resources, by setting different 
retention schedules for local and cloud backups.

There are other Server Backup features you can  
leverage to bolster your retention policies as well. 
 
These include: 

• Developing a systematic naming convention 
for your backup sets to enable at-a-glance 
identification, e.g., “PatientRecords_July2014,” 
or “Denver OSHA logs” 

• Using the Backup Set Preferences tab to 
automate email notifications for specific  
recipients for each backup set 

• Using Compression to minimize the 
consumption of storage capacity for backup 
sets configured for long-term retention 

• Using Encryption to add an extra layer of  
security over your strategic backup sets

Simplified administration for user-defined 
backup sets with Carbonite Server Backup makes 
prototyping, testing, and adjusting automated 
retention easy and painless. Those of you already 
using Carbonite Server Backup will undoubtedly find 
new ways to leverage the platform’s configuration tools 
to streamline your operations, protect your data, and 
keep your business running continuously.  

About Carbonite Server Backup 

Carbonite Server Backup is a hybrid cloud and on-site 
backup solution designed to enable easy, hassle-free 
protection for file systems, Microsoft applications, 
leading database products and  
Hyper-V virtual environments. 

Key features include: 

Ease of use
Simplified backup operations though no-cost Valet 
Installation, intuitive user interface, and centralized 
monitoring. 

Hybrid data protection
A hybrid approach to data protection, to enable rapid 
recoveries and quick business resumption from local 
backup copies, while providing the robust reliability of 
cloud-based backups. 

Support for comprehensive data types
A single user interface for protecting file data,  
Microsoft applications (SharePoint and Exchange), 
leading databases (SQL, Oracle, MySQL) and  
Hyper-V virtual environments. 

Security and privacy
Robust controls, including SSL transport security,  
default 128-bit encryption, and optional Private 
Key for 256-bit encryption. 

Customizability
Broad flexibility to define your backup and retention 
policies, manage WAN bandwidth, ensure outstanding 
security, and customize your notification preferences. 

Affordability
No upfront software licensing fees or hardware to 
purchase to host a backup server. Protect an unlimited 
number of servers with a single Carbonite subscription, 
and pay only for your cloud storage utilization.
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