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IN TODAY’S CLIMATE OF WEB SECURITY 
BREACHES, IT’S MORE IMPORTANT 
THAN EVER TO SECURE YOUR WEBSITE 
WITH HTTPS
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WHAT IS HTTPS

THE BENEFITS

Have you ever noticed that some URLs start with “ http ://” while others start with “https://”? Perhaps you 
noticed that extra “s” when you were browsing websites that require giving over sensitive information, like 
when you were paying bills online. 

But where’d that extra “s” come from, and what does it mean?

To put it simply, the extra “s” means your 
connection to that website is secure and 
encrypted any data you enter is safely shared 
with that website. The technology that powers 
that little “s” is called SSL, which stands for Secure 
Sockets Layer. 

Look more professional.  Any business that wants an SSL certificate for its 
website must be checked by the certificate authority issuing the certificate.1
Increase visitor loyalty to your site. If your site uses account logins with 
personal data, then you should have an SSL certificate in place anyway. Visitors 
who know their information is protected are more likely to keep coming back.

2

Attract more shoppers. If you are selling online, then expect your 
shoppers to check to see if you have SSL. Without it, they might not 
even stay long enough to see what you have to offer.

3

SSL is an abbreviation of Secure 
Sockets Layer. This cryptographic 
protocol secures communication 
between the server and the users 
and establishes a secure connection

Protect your own information. Whether it’s an exclusive 
promotional code or voucher you’re sending to your website visitor, 
SSL protects the information you both send and receive.

4
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DO I NEED HTTPS?

CUSTOMER CARE

As a website owner, you are probably put in a position to facilitate 
the transfer of customer data or user information through your 
website. Whether a customers elects to purchase something 
through your Ecommerce website, sign up for your newsletter 
or just needs to fill out your contact form, you, the website 
owner, are partly responsible for this information transfer. A SSL 
Certificate can help keep user data secure and private.

In October 2017, SSL Encryption (https) became a web standard. This is an industry-led initiative 

to get all websites to utilise basic SSL/TLS encryption as the minimum standard.

2018 will see more web browsers display warnings as your site not being secure.

This means if your website doesn’t have an SSL certificate, it will display a
 ‘Not Secure’ in the URL bar. 



our recommendation
Commercial (paid) SSL 
Certificates
------------------------------------
These are a better option for many website 
owners. Paying a Certificate Authority (or 
your hosting company) will often give you the 
benefits of technical support for install issues. 
The encryption level is the same as with free 
SSL certificates. The key differentiator will 
come in the level of support you get with your 
certificate. 
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Domain Validated (DV)
Organization Validated (OV)
Extended Validation (EV)

Domain Validated (DV) 
DV certificates only need the Certificate Authority to verify that the user requesting the certificate owns and 
administers the domain. Visitors will see a lock icon in their address bar, but no specific information about 
the owner. 

Organization Validated (OV) 
OV certificates require a Certificate Authority to confirm the business making the request is registered and 
legitimate. When visitors click the green lock icon in their browser, the business name is listed. 

Extended Validation (EV) 
EV certificates require even more documentation for the Certificate Authority to validate the organization. 
Visitors will see the name of the business inside the address bar (in addition to clicking the lock icon). 

Free SSL Certificates 

These are being spearheaded by the Let’s Encrypt initiative - an 

open collaboration between a number of global organizations 

focused on making SSL certificates accessible to all website 

Commercial SSL Certificates expire after a certain time period 

and must be re-issued, typically after 1 or 2 years. 

Free SSL Certificates usual expire after 90 days.

TYPES OF SSL CERTIFICATES 
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3 4
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Its more than just a protocol change. Here are a few of the things we will do to get your website converted 
to HTTPS:

I NEED A SSL CERTIFICATE
What’s the process of changing my site from 
HTTP to HTTPS?

At HootMedia Solutions, we help you make this transition as simple as possible with little to 

no interruption to your website. This means there are potential issues that can happen and go 

beyond your hosting support, which is why this is not a DIY project.  

HELP YOU SECURE THE RIGHT 
CERTIFICATE FOR YOUR WEBSITE 
We have partnered with some of the 
best Certificate Authorities (CAs) so 
you can be assured that your website 
has the right encryption.

INSTALL THE CERTIFICATE ON YOUR 
WEBSITE.
Here we go beyond most hosting 
providers ensuring there are no 
conflicting sources that might 
otherwise prevent your certificate 
from displaying the green padlock. 

UPDATE THE CONFIGURATION OF 
YOUR WEBSITE TO POINT TO HTTPS 
INSTEAD OF HTTP
often over looked but an important 
in order not to display duplicate 
websites in search results which 
could penalize your rankings

REDIRECT ALL INCOMING 
REQUESTS TO THE LOCATION OF 
THE HTTPS SITE
 Any visitors to your website from a 
http will allways be redirected to your 
secure site.  

RE-VERIFY OWNERSHIP OF YOUR 
WEBSITE IN GOOGLE SEARCH 
CONSOLE AND UPDATE THE 
SITEMAP LOCATION
 Now your website is https it is 
important to let search engines know  
and indexed in search results

UPDATE YOUR WEB PROPERTY’S 
CONFIGURATION IN GOOGLE 
ANALYTICS.
We ensure that your analytics are 
recording your https site and not 
showing you false data from http.

TEST AND CONFIRM THAT THE CONVERSION WAS SUCCESSFUL. 
Buy any SSL with us and we’ll install it, test it and renew it for you. Shame most service providers 
get this wrong (we have case studies of proof)
We take your business seriously as do your customers
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FINAL
THOUGHTS

This isn’t a decision about if you should make the switch. You 
need to decide when you want to make the switch to HTTPS. 

Start the conversation today. Contact us sooner rather than 
later so you can stay ahead of the competition and serve your 
visitors with a secure connection to your business.
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