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About Me

« Senior Security Consultant, GuidePoint Security
| like to Make Things
| like to Break Things

* My Alphabet Soup: OSCP, MCSA, ABCDEFG...
(You know the rest)

Contact Me
» Twitter: @bostonlink (Say Hello!)
 Github: https://github.com/bostonlink
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What is Maltego?

* Created by Paterva www.paterva.com
* Reconnaissance and Information Gathering
 Visualize Gathered Information

 Customizable!
NMIALTEGO

SP2
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Why Maltego In the Enterprise?

 Single tool for Information Gathering and
Analysis

* Integrate internal tools/APls with custom
transforms

« And More! Think outside the box!
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Maltego Transforms

backend or remote scripts/programs that
pull information from specific sources and
creates entities

)

I al i
To AffTwitter [Get details of ID holder] .| All Transforms » |
To AffTwitter [This person recieved Tweets from?] = @&
To AffTwitter [This person wrote Tweets to ?] T All transforms
To Person [Convert] T e
To Tweets [That this person wrote] T e
To Tweets [Written to this person] T
To followers of this person T
To friends of this person T e
toTwitPicimages O
toTwitterProfilelmage T e
toTwitterUserGEO T
All transforms

T

Delete
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Built-in/Remote Transforms
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dns3.registrar; /ers. dnsS.regi r-servers.com
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dns2.registrar-servers.com
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istrar-serverg.com name qrdS.registrar-servers.com

1 1 support@namecheap.com
eforward3.registrar-servers®tom  eforwardl.registrar-sefvers.com eforward4.regidtrar-servers.com eforward2.registrar-servers.com
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Los Angeles, 4954d15c7d4e4alca3fleabdf6f0fcl2.protect@whoisguard.com
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| ocal Transforms

Example of CuckooForCanari and PAMalt Canairi
Framework transform packs

-
- - e - e e - s e e - -
= =] = J ] = = - =) ] =)
- - -
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Which Transform Should | Use?

* Depends on your overall goal & architecture
* Internal systems and tools

— Local Transforms or Internal TDS Server
« External data sources

— Local or Remote Transforms

77\
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The Canari Framework

* Created by Nadeem Douba (Sploitego)

* Maltego Local Transform Development
framework

* WWW.canariproject.com
» forums.canariproject.com (Community)
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The Canari Framework

* No need to focus on the XML output
formatting

* Focus on the data gathering and parsing logic

* Gives you the easy ability to install transforms
packs, and a lot more!

~ $ canari
usage: canari help <command>

Shows help related to various canari commands

positional arguments:
<command> The canari command you want help for (csvZsheets, list-commands,
shell, help, rename-transform, run-server, debug-transform,
delete-transform, create-transform, uninstall-package, run-
transform, generate-entities, version, mtgx2csv, install-
package, banner, create-package)

optional arguments:

-h, --help show this help message and exit
~5I "\
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Why Integrate Other Tools?

. Because It's AWESOME!

Value of data

. To visualize internal enterprise data

> W N

Ability to easily pivot from internal data to
external data
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PAmalt Overview

 Palo Alto Networks Firewall Transform Pack
» Used to quickly visualize detected top
attacks, threats, malware, etc.

https://github.com/bostonlink/pamalt_canari
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PAmalt Example

Top Attacker Report

e

113.254.253.254

s

254 183.254.253.254

s

197.254.253.254

e

115.254.253.254

e

134.254.253.254 10.32.255.20

o

10.7.6.52

e

47.Y56.224.16 121.8.1p4.28 05.142.197.75

i

122.147.15.2

s

0.7.46.119 10.7.50 48 10.7.10.39 24.104.233.159 10§7.30.133

N

18.244.14.49

19.28.44.187

s e - - e i e -

10.7.10.79, 134.174.13£89 172.18.22.244 76.68.2.132 172.18.22.11 173.76.201.108 216.198.7.143 172.18.22.184

e e

60.12.157.99 61.156.238.56
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NWmaltego Overview

 RSA Netwitness NSM/Packet Capture
Transform Pack

» Used to quickly query Netwitness for
metadata parsed from network sessions

https://github.com/bostonlink/nwmaltego_canari
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NWmaltego Example

o

10.2.10.189
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suspicious exeutable (php jar)
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windows dlil apple executable (mach-o) file  apple iwork file gif
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java_class
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10.17.90.75 10.28.12.64 10.1.15.140 10.3.22.30 10.7.38.99
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et current_events blackhole 2 landing page (2) escalation multiple suspicious et exploit libpng trs overflow attempt

events blackhole 2 pdf exploit
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CuckooForCanari Overview

e Cuckoo Sandbox Transform Pack

* Used to visually display dynamic malware
analysis

https://github.com/bostonlink/cuckooforcanari
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CuckooForCanari Example

i 4 A
. L4 L4
Matched shelicode byte patterns Symantec - Suspicious.Cloud.S Mahwa Fartinet - W32 /injector ZVRItr

i
i o @ i
sis & fes
Kaspersky - UDS:DangerousObject Multi.Generic installs tself for autorun at Windows startup Steals private information from local internet browsers  Harvests credentials from local FTP client softwares 18047015753-9-64_1 q.php.exe
> >
@ @
aWindows executable on the filesystem File has been identified by at least one AntiVirus on VirusTotal as malicious

cert8d 18047015753-9-64_1qphpexe | signons.sglite ' 147011bat

autoexecbat ndex.dat w

secmod.d profiles 135384 exe key3d
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Rapid/’'s Nexpose Ma

Launch a Nexpose Vu
Host within Maltego

tego Transforms

nerability Scan on a

Display Ports, Services, Service Versions /

Fingerprints

Display Vulnerabilities,

Metasploit Modules,

exploit-db Exploits available

Version 1.0 Released Today!
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Nextego Demo

Demo Timel




Putting It All Together

* Integration with multiple tools can paint a
better picture for security teams

» Having the ability to visualize data from
multiple sources in one window is VALUABLE

 Ability to do high-level analysis on visualized
data to come to a quicker conclusion
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No One Likes Looking At This

File Edit View Help

.140. --[11/Decf2012:14:41:07 -0600] "POST Awpjwp-login.php HTTP{1.0" 200 3049 "' "Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US) AppleWebKit/525.13 (KHTML, like Gecko) Chrome/0.A.B.C Safarif525.13"
.140. --[11/Decf2012:14:41:08 -0600] "POST jwpjwp-login.php HTTP{1.0"" 200 3049 ‘Mozillaf5.0 (Windows; U; Windows NT 5.1; en-US) AppleWebKit/525.13 (KHTML, like Gecko) Chrome{0.A.B.C Safarif525.13"
.140. --[11{Decf2012:14:41:08 -0600] "POST jwpjwp-login.php HTTP{1.0" 200 3049 ‘Mozillaf5.0 (Windows; U; Windows NT 5.1; en-US) AppleWebKit/525.13 (KHTML, like Gecko) Chrome{0.A.B.C Safarif525.13"
.140. --[11{Decf2012:14:41:09 -0600] "POST jwpjwp-login.php HTTP{1.0" 200 3049 ‘Mozillaf5.0 (Windows; U; Windows NT 5.1; en-US) AppleWebKit/525.13 (KHTML, like Gecko) Chrome{0.A.B.C Safarif525.13"
.140. --[11/Decf2012:14:41:09 -0600] "POST pwpjwp-login.php HTTP{1.0" 200 3049 ‘Mozillaf5.0 (Windows; U; Windows NT 5.1; en-US) AppleWebKit/525.13 (KHTML, like Gecko) Chrome/0.A.B.C Safarif525.13"
.140. --[11/Decf2012:14:41:10 -0600] "POST pwpiwp-login.php HTTP{1.0"* 200 3049 ‘Mozillaf5.0 (Windows; U; Windows NT 5.1; en-US) AppleWebKit/525.13 (KHTML, like Gecko) Chrome{0.A.B.C Safarif525.13"
.140. --[11/Decf2012:14:41:10 -0600] "POST jwpjwp-login.php HTTP{1.0"" 200 3049 ‘Mozillaf5.0 (Windows; U; Windows NT 5.1; en-US) AppleWebKit/525.13 (KHTML, like Gecko) Chrome{0.A.B.C Safarif525.13"
.140. --[11{Decf2012:14:41:11 -0600] "POST jwpjwp-login.php HTTP{1.0"" 200 3049 ‘Mozillaf5.0 (Windows; U; Windows NT 5.1; en-US) AppleWebKit{525.13 (KHTML, like Gecko) Chrome{0.A.B.C Safarif525.13"
.140. --[11{Decf2012:14:41:11 -0600] "POST jwpjwp-login.php HTTP}1.0" 200 3049 ‘Mozillaf5.0 (Windows; U; Windows NT 5.1; en-US) AppleWebKit/525.13 (KHTML, like Gecko) Chrome{0.A.B.C Safarif525.13"
.140. --[11{Decf2012:14:41:12 -0600] "POST fwpjwp-login.php HTTP{1.0" 200 3049 ‘Mozillaf5.0 (Windows; U; Windows NT 5.1; en-US) AppleWebKit/525.13 (KHTML, like Gecko) Chrome{0.A.B.C Safarif525.13"
.140. --[11{Decf2012:14:41:12 -0600] "POST fwpjwp-login.php HTTP{1.0" 200 3049 ‘Mozillaf5.0 (Windows; U; Windows NT 5.1; en-US) AppleWebKit/525.13 (KHTML, like Gecko) Chrome/0.A.B.C Safarif525.13"
.140. --[11/Decf2012:14:41:13 -0600] "POST jwpjwp-login.php HTTP{1.0"" 200 3049 ‘Mozillaf5.0 (Windows; U; Windows NT 5.1; en-US) AppleWebKit/525.13 (KHTML, like Gecko) Chrome{0.A.B.C Safarif525.13"
.140. --[11{Decf2012:14:41:13 -0600] "POST jwpjwp-login.php HTTP{1.0"" 200 3049 ‘Mozillaf5.0 (Windows; U; Windows NT 5.1; en-US) AppleWebKit/525.13 (KHTML, like Gecko) Chrome{0.A.B.C Safarif525.13"
.140. --[11{Decf2012:14:41:14 -0600] "POST jwpjwp-login.php HTTP}1.0" 200 3049 ‘Mozillaf5.0 (Windows; U; Windows NT 5.1; en-US) AppleWebKit/525.13 (KHTML, like Gecko) Chrome{0.A.B.C Safarif525.13"
.140. --[11{Decf2012:14:41:14 -0600] "POST jwpjwp-login.php HTTP{1.0" 200 3049 ‘Mozillaf5.0 (Windows; U; Windows NT 5.1; en-US) AppleWebKit/525.13 (KHTML, like Gecko) Chrome{0.A.B.C Safarif525.13"
.140. --[11/Decf2012:14:41:15 -0600] "POST pwpjwp-login.php HTTP{1.0" 200 3049 ‘Mozillaf5.0 (Windows; U; Windows NT 5.1; en-US) AppleWebKit/525.13 (KHTML, like Gecko) Chrome/0.A.B.C Safarif525.13"
.140. --[11/Decf2012:14:41:15 -0600] "POST pwpjwp-login.php HTTP1.0"* 200 3049 ‘Mozillaf5.0 (Windows; U; Windows NT 5.1; en-US) AppleWebKit/525.13 (KHTML, like Gecko) Chrome/0.A.B.C Safarif525.13"
.140. --[11{Decf2012:14:41:16 -0600] "POST jwpjwp-login.php HTTP{1.0"" 200 3049 ‘Mozillaf5.0 (Windows; U; Windows NT 5.1; en-US) AppleWebKit/525.13 (KHTML, like Gecko) Chrome{0.A.B.C Safarif525.13"
.140. --[11{Decf2012:14:41:16 -0600] "POST jwpjwp-login.php HTTP{1.0"" 200 3049 ‘Mozillaf5.0 (Windows; U; Windows NT 5.1; en-US) AppleWebKit/525.13 (KHTML, like Gecko) Chrome{0.A.B.C Safarif525.13"
.140. --[11{Decf2012:14:41:17 -0600] "POST jwpjwp-login.php HTTP{1.0" 200 3049 ‘Mozillaf5.0 (Windows; U; Windows NT 5.1; en-US) AppleWebKit/525.13 (KHTML, like Gecko) Chrome{0.A.B.C Safarif525.13"
.140. --[11/Decf2012:14:41:17 -0600] "POST pwpjwp-login.php HTTP{1.0" 200 3049 ‘Mozillaf5.0 (Windows; U; Windows NT 5.1; en-US) AppleWebKit/525.13 (KHTML, like Gecko) Chrome{0.A.B.C Safarif525.13"
.140. --[11/Decf2012:14:41:18 -0600] "POST pwpjwp-login.php HTTP{1.0" 200 3049 ‘Mozillaf5.0 (Windows; U; Windows NT 5.1; en-US) AppleWebKit/525.13 (KHTML, like Gecko) Chrome/0.A.B.C Safarif525.13"
.140. --[11/Decf2012:14:41:18 -0600] "POST jwpjwp-login.php HTTP{1.0"" 200 3049 ‘Mozillaf5.0 (Windows; U; Windows NT 5.1; en-US) AppleWebKit/525.13 (KHTML, like Gecko) Chrome{0.A.B.C Safarif525.13"
.140. --[11{Decf2012:14:41:19 -0600] "POST jwpjwp-login.php HTTP{1.0"" 200 3049 ‘Mozillaf5.0 (Windows; U; Windows NT 5.1; en-US) AppleWebKit/525.13 (KHTML, like Gecko) Chrome{0.A.B.C Safarif525.13"
.140. --[11{Decf2012:14:41:19 -0600] "POST jwpjwp-login.php HTTP{1.0" 200 3049 ‘Mozillaf5.0 (Windows; U; Windows NT 5.1; en-US) AppleWebKit/525.13 (KHTML, like Gecko) Chrome{0.A.B.C Safarif525.13"
.140. --[11/Decf2012:14:41:20 -0600] "POST pwpjwp-login.php HTTP{1.0" 200 3049 ‘Mozillaf5.0 (Windows; U; Windows NT 5.1; en-US) AppleWebKit/525.13 (KHTML, like Gecko) Chrome{0.A.B.C Safarif525.13"
.140. --[11/Decf2012:14:41:20 -0600] "POST pwpiwp-login.php HTTP{1.0"* 200 3049 ‘Mozillaf5.0 (Windows; U; Windows NT 5.1; en-US) AppleWebKit/525.13 (KHTML, like Gecko) Chrome/0.A.B.C Safarif525.13"
.140. --[11/Decf2012:14:41:21 -0600] "POST jwpjwp-login.php HTTP{1.0"* 200 3049 ‘Mozillaf5.0 (Windows; U; Windows NT 5.1; en-US) AppleWebKit/525.13 (KHTML, like Gecko) Chrome{0.A.B.C Safarif525.13"
.140. --[11{Decf2012:14:41:21 -0600] "POST jwpjwp-login.php HTTP{1.0"" 200 3049 ‘Mozillaf5.0 (Windows; U; Windows NT 5.1; en-US) AppleWebKit/525.13 (KHTML, like Gecko) Chrome{0.A.B.C Safarif525.13"
.140. --[11{Decf2012:14:41:22 -0600] "POST jwpjwp-login.php HTTP{1.0" 200 3049 ‘Mozillaf5.0 (Windows; U; Windows NT 5.1; en-US) AppleWebKit/525.13 (KHTML, like Gecko) Chrome{0.A.B.C Safarif525.13"
.140. --[11{Decf2012:14:41:22 -0600] "POST fwpjwp-login.php HTTP{1.0" 200 3049 ‘Mozillaf5.0 (Windows; U; Windows NT 5.1; en-US) AppleWebKit/525.13 (KHTML, like Gecko) Chrome/0.A.B.C Safarif525.13"
.140. --[11/Decf2012:14:41:23 -0600] "POST jwpjwp-login.php HTTP{1.0" 200 3049 ‘Mozillaf5.0 (Windows; U; Windows NT 5.1; en-US) AppleWebKit/525.13 (KHTML, like Gecko) Chrome/0.A.B.C Safarif525.13"
.140. --[11/Decf2012:14:41:23 -0600] "POST jwpjwp-login.php HTTP{1.0"* 200 3049 ‘Mozillaf5.0 (Windows; U; Windows NT 5.1; en-US) AppleWebKit/525.13 (KHTML, like Gecko) Chrome{0.A.B.C Safarif525.13"
.140. --[11{Decf2012:14:41:24 -0600] "POST jwpjwp-login.php HTTP{1.0"" 200 3049 ‘Mozillaf5.0 (Windows; U; Windows NT 5.1; en-US) AppleWebKit/525.13 (KHTML, like Gecko) Chrome{0.A.B.C Safarif525.13"
.140. --[11{Decf2012:14:41:24 -0600] "POST jwpjwp-login.php HTTP}1.0" 200 3049 ‘Mozillaf5.0 (Windows; U; Windows NT 5.1; en-US) AppleWebKit/525.13 (KHTML, like Gecko) Chrome{0.A.B.C Safarif525.13"
.140. --[11{Decf2012:14:41:25 -0600] "POST fwpjwp-login.php HTTP{1.0" 200 3049 Mozillaf5.0 (Windows; U; Windows NT 5.1; en-US) AppleWebKit/525.13 (KHTML, like Gecko) Chrome{0.A.B.C Safarif525.13" |-
.140. --[11/Decf2012:14:41:25 -0600] "POST pwpjwp-login.php HTTP{1.0" 200 3049 ‘Mozillaf5.0 (Windows; U; Windows NT 5.1; en-US) AppleWebKit/525.13 (KHTML, like Gecko) Chrome/0.A.B.C Safarif525.13"
.140. --[11/Decf2012:14:41:26 -0600] "POST pwpjwp-login.php HTTP{1.0"" 200 3049 ‘Mozillaf5.0 (Windows; U; Windows NT 5.1; en-US) AppleWebKit/525.13 (KHTML, like Gecko) Chrome{0.A.B.C Safarif525.13"
.140. --[11{Decf2012:14:41:26 -0600] "POST jwpjwp-login.php HTTP{1.0"* 200 3049 ‘Mozillaf5.0 (Windows; U; Windows NT 5.1; en-US) AppleWebKit/525.13 (KHTML, like Gecko) Chrome{0.A.B.C Safarif525.13"
.140. --[11{Decf2012:14:41:27 -0600] "POST jwpjwp-login.php HTTP{1.0"" 200 3049 ‘Mozillaf5.0 (Windows; U; Windows NT 5.1; en-US) AppleWebKit/525.13 (KHTML, like Gecko) Chrome{0.A.B.C Safarif525.13"
.140. --[11{Decf2012:14:41:27 -0600] "POST jwpjwp-login.php HTTP{1.0" 200 3049 ‘Mozillaf5.0 (Windows; U; Windows NT 5.1; en-US) AppleWebKit/525.13 (KHTML, like Gecko) Chrome{0.A.B.C Safarif525.13"
.140. --[11/Decf2012:14:41:28 -0600] "POST pwpjwp-login.php HTTP{1.0" 200 3049 ‘Mozillaf5.0 (Windows; U; Windows NT 5.1; en-US) AppleWebKit/525.13 (KHTML, like Gecko) Chrome/0.A.B.C Safarif525.13"
.140. --[11/Decf2012:14:41:28 -0600] "POST pwpiwp-login.php HTTP{1.0" 200 3049 ‘Mozillaf5.0 (Windows; U; Windows NT 5.1; en-US) AppleWebKit/525.13 (KHTML, like Gecko) Chrome/0.A.B.C Safarif525.13"
.140. --[11{Decf2012:14:41:29 -0600] "POST jwpjwp-login.php HTTP{1.0"" 200 3049 ‘Mozillaf5.0 (Windows; U; Windows NT 5.1; en-US) AppleWebKit{525.13 (KHTML, like Gecko) Chrome{0.A.B.C Safarif525.13"
.140. --[11{Decf2012:14:41:29 -0600] "POST jwpjwp-login.php HTTP{1.0"" 200 3049 ‘Mozillaf5.0 (Windows; U; Windows NT 5.1; en-US) AppleWebKit/525.13 (KHTML, like Gecko) Chrome{0.A.B.C Safarif525.13"
71.62.140.7 - - [11{Decj2012:14:41:30 -0600] "POST jwpjwp-login.php HTTP{1.0" 200 3049 ‘Mozillaf5.0 (Windows; U; Windows NT 5.1; en-US) AppleWebKit/525.13 (KHTML, like Gecko) Chrome{0.A.B.C Safarif525.13"
71.62.140.7 - - [11/Decf2012:14:41:30 -0600] "POST pwpjwp-login.php HTTP{1.0" 200 3049 ‘Mozillaf5.0 (Windows; U; Windows NT 5.1; en-US) AppleWebKit/525.13 (KHTML, like Gecko) Chrome/0.A.B.C Safarif525.13"
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Drives You To Look Like This

FRUSTRATION

Sometimes you just have to let it out
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Special Thanks!

» GuidePoint Security (@GuidePointSec)
» Paterva (@Paterva)

 Nadeem Dooba (@ndooba)
* Rich Popson (@Rastafari0726)

* The Canari Framework (@canariframework)
and community behind it
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Questions or Feedback?
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