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Disclaimer

This report has been diligently researched and compiled with the intent to provide information
for those wishing to learn about Wordpress security.

Throughout the making of this consumer report, every effort has been made to ensure the
highest amount of accuracy and effectiveness for the techniques suggested by the author. The
report may contain contextual, as well as, typographical mistakes.

No information provided in this report constitutes a warranty of any kind; nor shall readers of
this report rely solely on any such information or advice. All content, products, and services are
not to be considered as legal, medical, or professional advice and are to be used for personal
use and information purposes only.

This report makes no warranties or guarantees express or implied, as to the results provided by
the strategies, techniques, and advice presented in this report. The publishers of this report
expressly disclaim any liability arising from any strategies, techniques, and advice presented in
this report.

The purpose of this consumer report is to educate and guide. Neither the publisher nor the
author warrant that the information contained within this consumer report is free of omissions
or errors and is fully complete. Furthermore, neither the publisher nor the author shall have
responsibility or liability to any entity or person as a result of any damage or loss alleged to be
caused or caused indirectly or directly by this report.

Even if all steps mentioned are followed correctly and exactly as specified and stipulated in this
guide and the accompanying videos, it is reasonable to assume that there is inherent risk in
anything to do related to the topic covered.

You are advised to do your own due diligence before following any of the tasks mentioned in

the guide and take proper precautions, such as: implementing recovery measures and
creating backups before trying anything from this guide.
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This guide has been divided into two distinct parts:

Part 1: Offline Lead Generation

Part 2: The 'HOW TO' Manual for Running 8 Security Tests and providing easy solutions.
| have deliberately left out all of the fluff and lengthy explanations so that you can easily and
quickly master the techniques.

Its important to understand that this system is geared to tackle the easy to solve problems so
that you can approach a prospect without needing to be a security expert.

Let's face it, we all know how crucial security is to our business. One hacked site can cost
thousands of dollars to fix. With the knowledge you are about to learn here you will be saving
your clients valuable time and money.

| am confident that this is the best security course you will ever buy. You will know exactly how

to run the tests, fix the issues and bring this knowledge to your offline businesses. And even
more important you will be a 'Super Hero' in their eyes and earn lots of money in the process.

Upgrade to LocalLeadBoss Software here
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PART ONE: OFFLINE LEAD GENERATION

The Approach

In this section, | am going to show you how you can use the knowledge of Wordpress security
to find clients, both in local markets and online.

Did you know that most internet marketers know very little about Wordpress security (even the
ones who teach Wordpress). So you will be leap years ahead of them and in turn you will be
getting paid for this knowledge.

Local business owners are in the worst position of all. Many assume that security measures are
taken into consideration by their web designers or webmasters, and even worse, most do not
understand the consequences of a security breech. They simply don't have a clue that their
sites are vulnerable and this is where you come in. IT IS YOUR DUTY to protect them and earn a
nice paycheck as a side-effect.

There are 6 easy steps to follow:

1. Identify a business category or niche to go after
2.Search for vulnerable sites

3. Run simple tests

4.Send them an e-mail or a direct mail

5. Cash check and fix their site

6. Upsell to more value added services

It’s a fairly simple approach and SIMPLE works best.

So, let’s go through the steps.
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Step 1: Identify Business Category

Now, here’s the deal. The business category doesn’t even matter. No diamonds in your
backyard! Just go to one of the following sites.

Go to www.dexknows.com/browse-directory.asp

Local Business Directory

griculture Education Home & Garden Religion & Spirituality
Agricultural Equipment & Supplies Colleges & Universities Appliance Services Christianity
Arts & Entertainment Enerc Environment Furniture Shopping Centers
Movie Theaters g Garden Equipment & Supplies cs
Nightlife Industrial ( ices

essing & Manufacturing

Science & Engineering

Auto D=3I=r.-. Accident & Personal Injury Attorneys Engineers
Auto Parts Bankruptcy Attorneys S rs
Auto Rapa\r Criminal Attorneys
s Family & Di Attorneys
General Attorneys
Business Personal Care
Printing Services Child Care Centers
Signs Health Cara Hair Salons
Construction Chiropractors Massage
C e Contractors Counseling Pets
Damage Contractors Funeral Homes Pet Day Care & Boarding
Doors General Dentists Veterinarians
Electricians Health Care Clinics Real Estate
Fence Contractors Home Health Care Cleanit

General Contractors

Hotels & Lodging

Op wamsts
Podiatrists Real Estate Agents & Brokers
Primary Care Security

If you click on any one of the categories it takes you to a page that lets you select a specific
region for that category. For example, click on 'construction’ and then 'Florida' and you will get
a map (as seen below). Click any of the cities and it returns the businesses for that category.
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Business Florida

a P Major Cities
Jacksonville, FL Jacksonvile, FL | Miami, FL | Tampa, FL | Saint Petersburg, FL | Hialeah, FL
Miami, FL

Tampa, FL

Saint Petersburg, FL
Hialeah, FL —
Orlando, FL

Fort Myers, FL

Ocala, FL

Kissimmee, FL

Tallahassee, FL

Cape Coral, FL

Naples, FL

Sanford, FL

Altamonte Springs, FL

Port Charlotte, FL

Bonita Springs, FL

Winter Park, FL

Lehigh Acres, FL

Clermont, FL

Apopka, FL

m

! Lauderdale’

Miami:

Miami-Fort Lauderdale, FL Metro
Tampa-Saint Petersburg-Sarasota, FL Metro
Orlando, FL Metro

West Palm Beach, FL Metro

Halhnnrmn €1 Batra

This is one of my favorite resources and | highly recommend it. Remember, any of these
categories will work. However, if there is a market that you have worked in before then start
there and work your way through. Most of these categories will have websites - some smaller,
some larger. Work within your comfort zone to start. Obviously, some websites will be easier to
make contact with than others.

The next website is | recommend is http://www.manta.com

They have different portals for different countries that you can use. Scroll to the bottom till you
see this:

These are TOP level listings and most will have sub-categories.

As an example look at the number of sub-categories in “Building Materials”
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A ndustres ~ Buddng A Construction ~

Lumber and Other Buillding Materials Dealers

Dathroom Fixtures,
Caulpment and Supplies xat)

Boat Builders-Maerials )
Brick Pavers (1o

Brick-Concrete Pumice and
B 15

Bulding Maserials (564
Cabinets, Kitchen 2.493)
Caning Scpplies v
Cemant (Tosy
Chimaey Lining Materials (%)

Cleasts, Imeriorns and
Accessories («0)

Concrete 2040y

Concrete Patching
Compcounds »,

Concrete and Cinder Block
o

Counter Tops (1200
Crecactes Products ()
Cutured Marble Stores (1)
Dog Houses )

Door Assembiies (1)

Doer and Gate Operating
Devices w7)

Doeors 0509

Doors, Storm: Weod or Metal
=0)

Ory Wl Materials (w0

Eavestroughing Parts and
Seppiles v

Ciectric Cguipmant Stores
L]

Erergy Conveervation
Products (1.204)

Feacing (3 k)
Floaring. Wood e
Garage Doors o.1e1)

Olass Block Wiadows (1)

Glass Doors <0

Greenhouse Kits,

Grouting Compounds 31|
Hardboard Dealers (1)
Hardwoods (%)
Hinges (1)

Homae Accesscries and
Furnishings 1)

Home Centers (439

Insuation Manerial, Buiving
@)

Insulation Maserials-Cold and
Meat jun

Jalousies (7)
Ume and Plaster 23)
Lumber Prodeces (3 114}

Lumber and Other Bullding
Materials, Nec 15)

Marbie and Natural Stone
Ssores ()

Masonry Materials and
Suppiles (1 g

Meadicine Cabiness (v¢)
Matal Doors 1<%
Metal Windows (74)
Miliwork Stores (v %)
Modular Momaes wes)
Modular Homes Dealers jo1v)
Overhead Doars (431)
Paneling ()
Panels )

Paving Swnes (153}
Perfume Stores (173}

Planing Wil Products and
Lumber 2465}

Plastic Windows &)

Plumbing Fixtures (1.19)
Plywood and Venoers (17)
Portand Cement Stores (1)
Prefabricated Bulidiags (112)
Relling Deors (11)

Roofing Materials (1 s
Sand and Geavel (1200
Sash, Wood or Metal 22)

Soreens Door and Window
(a5

Shingles and Shakes a7)

Shower Doors and
Enclosures 1206

Shumers (1370
Siding Masertals & 47

Snowmoblie Parts and
Accessories Stores (v

Solar Heating Equipment 3|
Solid Sertace Materials )
Stone Products pav)

St0rm Windows and Doors

Sorecteral Clay Products o)
The Drales )

The, Ceramic (1,506

Tool and Utiity Sheds (M)
Trusses Construction (317
Used Bricks (v

Wiyl Windows e

Waiboard and Plastertoard

Windows 0.7}
Wood Doors (v

Woed Products Preserving
and Presarvation ()

Wood Wisdows (4)

Wood and Lumber Stores
(.7

Copyright © 2013. All Rights Reserved | PageOneTraffic Ltd.



Ucal

EADB%S e

3 Hot Tips To Find Buyers

1.Make sure they are already spending money on marketing.
2.High revenue per customers. (Then they will spend more on getting them)
3.Already a high demand for their services.

Examples: Dentists, Chiropracters, Electricians, Roofers. (High revenue per customer)

Bad Examples: Restaurants, Flower shops. (Low revenue per customer)

Step 2: Search For Vulnerable Sites

In this instance, think of Google as your best friend. It is a highly evolved search machine that
will index everything a normal human would not. So, when you use search strings, you get

everything you need.

Watch me try an obscure category that most people would probably ignore.
“Cement” or “Concrete”

Now let's add in a location - Austin, TX. Look at the search results. There is big money in this
(and many others).
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seareh | \
Everything residential - All Star Stained Concrete
allstarstainedconcrete com/wp-content/plugins/_. fimagerotator.php?
Images residential stained concrete hitp//alistarstainedconcrete com/wp-content/galery! ...
Maps com/wp-content/gallerylresidentialrough-hollow-031 jpg garage austin texas ...
Videos polished-concrete - All Star Stained Concrete
N allstarstainedconcrete.com/wp-content/plugins/.. fimagercotator.php?
ews ... Polished concrete austin texas hitp://alistarstainedconcrete. com/wp-content/gallery/
Shopping .. grnd and expose aggregate for concrete to get polished in Austin Texas ...
907,000 results!

Granted, many of these will be pages and other stuff, but this is a category you wouldn’t
normally venture into.

Now, it’s time to check for vulnerabilities.

Believe it or not, with local businesses, you’ll pretty much be at a close to 100% accuracy rate
each time. Now let's look at the first website and run 4 simple tests.

The first result is actually a feed page, so I'll have to go to the root domain. I’'m doing this on the
fly, while typing this report to show you real life proof and | can bet I'll find vulnerabilities here.
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Here’s the homepage.

v F‘
o Peestipamem A L)t Puie's 0 ) e Cosinal Dates Camibig Do Spm®

The next thing we need to do is identify whether or not the site is Wordpress. Just go to "view"
then "source" in your browser. Below you see the source using Firefox.
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[Pageone]

<link rel="stylesheet" type="text/css" href="

S

‘wp-content/themes /css/style.css

<meta name="description" content="Learn more abo

" ion" and the varied concrete services we provide. We a:
<title>Decorative concrete polishing and staining contractor in Austin TX</ti

<link rel='stylesheet' href=
<link rel='stylesheet' href=
<link

<meta
<script type='text/javascript'
<script type='text/javascript'
<script type='text/javascript'

name='NextGEN' content='1.0.2" />
src=
src=

src=

‘http://
‘http://
‘http://

rel="EditURI" type="application/rsd+xml” title="RSD" href="http:/’
<link rel="wlwmanifest" type="application/wlwmanifest+xml

tent/plu Lns/next e ery/css/nggallery.css?ver=1.0.0" 4
ckbox.css?ver=20081210"' type='text/cs
n/xmlrpc.php?rsd" />

n/wp-includes/wlwmanifest.xml"

hrof-"htt 2/
/wp-includes/js/jquery/jquery.js?ver=1.2.6'></script>
\/wp-includes/js/thickbox/thickbox.js?ver=3.1-20080430"'></s«
\/wp-content/plugins/nextgen-gallery/admin/js/swfobject.js?

<meta name="generator"

content="WordPress 2.7"

/>

Notice the wp-content and wp-includes. This confirms that it is a Wordpress site.

Next check the version that they are using. In this example they are using Wordpress 2.7. The
most current version is 3.5.1. This is your first indicator that they are not up-to-date with

security.

0Ok, let’s run some tests ...

All of the checks can be automated using the Locall.eadBoss software App which runs on
Mac and PC. You can watch a demo here.
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Step 3: Run Simple Tests

For this example, | am only going to run 4 tests. However, you will learn 8 different easy tests to
run.

Now, it’s time to test this site for basic security. This step is so easy, a child could do it ...

Test 1 - Is the wp-config.php file readable?

The wp-config.php file does not need to be publicly readable or even executable. Thisis a
common mistake made by most Wordpress users. By default Wordpress installs this
configuration file in the root directory, which is NOT secure.

To correct this, it is recommended that you move the wp-config.php file one directory above
public_html (or www.root), which is where your index.html or index.php are located.

Once you have done this try and access the wp-config.php file. If you get a 404 error,
CONGRATULATIONS you have done a great job. If you get a blank page, then the site is still NOT
secure. So let’s see how our friends did in the example...

......

&~ C D 3/wp-config.php gl * 1

Blank = BAD (Test failed)

Let’s move on to test 2...

Test 2 - Is the ADMIN username changed?
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Let's go a step further and try to login. | entered the username “abcd” and password “efgh”.
What | am looking for is an error message. And just as | thought it returns the following error.

— a Y
8 06 0\ DL\ D\ Nev Aﬂl A0\ Dy (1) ee: A‘7F Au-(}g‘ Aﬂr W\ O\ Y 2 x \ D¢ L] lb

= cn 1/wp-login.php w B %CT &

@WORDPRESS

ERROR: Invalid username. Lost your password? l

Username

Password

() Remember Me m

Lost your password?

+ Backto

LWbM‘\W

PSPPI S AW s P ST SR e

Now, chances are they just have an "admin" login.

So, I'll take my chances and try and login with that.
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8 00 [\ e\ [y Nev ﬂr ..V‘ O\ [y1\ ee: V; ¢ g( ﬂl PV EEy s urj?ui - "'

& clnB 1/wp-login.php '\‘,/i? n fﬁw %CT g @

@WORDPRESS

ERROR: The password you entered for the

username admin is incorrect. Lost your password?
_

Username

admin

Password

() Remember Me m

Lost your password?

+ Backto

B T e e W SRV AR
| proceed to type "admin" in the username field and "blah in the password field.

Ok, clearly these guys HAVE NO CLUE about even basic security.

FRILED (Miserahly}
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Test 3 - Is the readme.html file still available?

This file lets you see the wp version and therefore makes it easy for accessing “known” exploits.
We already know they are using version 2.7 by looking at the code but its revealed really easily
right here:

- - — a
8.6 6/ i [ O nen B0 v i 00\ P 0 (B B30 Py CAGRITAR

€« C |0 /blog/readme.html 2 B i %CT ‘a

@WORDPRESS

l Version 2.7

First Things First

Welcome. WordPress is a very special project to me. Every developer and contributor adds something unique to the
mix, and together we create something beautiful that I'm proud to be a part of. Thousands of hours have gone into
WordPress, and we're dedicated to making it better every day. Thank you for making it part of your world.

— Matt Mullenweg

Installation: Famous 5-minute install

Semantic Personal Publishing Platform 3

1. Unzip the package in an empty directory.

2. Open up wp-config-sample.php with a text editor like WordPad or similar and fill in your database connection
details.

3. Save the file as wp-config.php

4. Upload everything.

5. Open /wp-admin/install.php in your browser. This should setup the tables needed for your blog. If there is an
error, double check your wp-config.php file, and try again. If it fails again, please go to the support forums with as
much data as you can gather.

6. Note the password given to you.

7. The install scr:p! should then send you to the Iogm page Slgn in with the username admin and the password

Once again they have...

FRILED

Time to move on to the 4th and final test...
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Test 4 - Is the installation script still available?

Leaving the install script behind is the most common error you’ll see in Wordpress websites.

Here's the bad news...
Every time you update a theme or a wp version, your security has to be re-checked again as the

new version replaces almost everything that was secured, which includes the install files. The
good news is that it is another opportunity for you to provide a service to your client.

0 Oine' B '\ O\ Dlee\ P O\B B (D) x(@ 12
€ C Db - . 'wp-admin/install.php 57| EJ g %CT é,p ®

@WORDPRESS

Already Installed

You appear to have already installed WordPress. To reinstall please clear your old database tables
first.

Log In

-~

N

So let's check. As you can see the install script is still available.

FRILED

Our test website scored a 4/4 failure rate. They are at a high level of risk with serious
vulnerabilities.
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You can stop at this stage and help them out. But we have also detailed later in the guide 8
tests that you can run together with how to fix them without having to be a security expert.

Now, it is time to help them out.
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Step 4: Send Them A Warning

This step can either be done via email or direct mail depending on the contact information you
are able to obtain.

But first | really want you to think about this. What would you do if this was a friend of yours?
How quickly would you want to communicate with them? Would you not want to call them
right away and tell them what you have discovered? And stress the importance of getting the
problem fixed immediately?

You business clients deserve the same level of urgency. They ought to have a similar response
to your friends.

Sometimes it will be difficult to find the contact information for the owner or key decision
maker. Here are some things that have worked for me...

| have found the best place to find the person | am looking for is either through the Better
Business Bureau at www.bbb.org or www.manta.com or lastly look up the domain contact
details in domain tools: domaintools.com

But first try going to their “Contact Us” or “About Us” page. Often this will give you the actual
business name, which in many cases may be different from the domain name.

Using these methods you should be able to find an e-mail, as well as, a snail mail address. |
actually recommend snail mailing (it seems to ignite a higher level of importance), but you can
try e-mail instead if you wish.

Now, it’s time to find the owner's name of our test website.
Let’s go to www.bbb.org.

Click on the button that says “Checkout A Business Or a Charity”.
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For Businesses

in Central, Coastal, Southwest’
For Charitles and Donors and the Permian Basin
About Us

News Center

Start Your Se-.rch
Wlth Trust

John Paul Mchazlett, President .
JPM Communications, LLC, San Antonio, TX
BBB Accredited for 3 years

This should bring you to the search page for that city. Now enter the business name and click
search.

oss Name, Type je.g., Plumbens JRL, Phore (Chy and Sue or Postal Code
IA zar Staned Concrese, LLC | 73301 888 Accredited [“Search 5]
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In this particular example it returned no results. This is common and can happen. However, it is
a good practice to do this with every business you want to send a letter to anyway.

The next step is to go to www.manta.com and search for the same business.

As you can see below, the search was successful.

Let’s take a look... We are able to see that the address matches the one on the website contact
page. Therefore, we can confirm that we have found the correct mailing address.

195 U.S. companies matching "AllStar Stained Concrete, Sot by: | Relevance
LLC."

Browse by: Category | Location

Refine Your Results Ads by Google
Fiber companies by Element Concrete Edmenton Concrete Floor Finishes & Coatings. Edmonton’s #1
Cholce www. elementcrete com
Newly Formed Businesses
:C”.E““: . 1. Anstar Stained Concrete, LLC
— 15009 Gen Wiliamson Drive, Austin TX
[ Has been ciaimed by () 2. Alstar Concrete, Inc
® C0. fepresentative 905 Us Highway 257, Laramie WY
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Now click on the listing to get the details.

You’re looking for the name of the owner, CEO, Principal, etc., which will be in the "Company
Contacts" section on the right side as seen below.

v waﬂta We do small business~

CEREEEERIER Y :: oo oo Sracores toarm

UE - Auie TX - Byldeg & Cominuton - Conoesie Work ~ Contrsie Cordeacion - Al Busived Corceste, LLC

Company Prone | N T

Allstar Stained Concrete, LL C

15009 Gan Willarmson Drve

Austn, TX TA734-2323 mas B Company inte
Aoy Googe

Premium Data Canten PO Complance & SAR 16 Complant. | Wet Marcic Support Avaliable

e bl QO R GV

VWelste Informaton ot found
Prone 912) 102204

Procucts o Services  Congeste Forming. Concrete insead . Concrens Curng Conorems and Advancss Concrete
Construction

About Allstar Stained Concrete, LLC

§ T yOur COMgaryy? Ciaem This Peolie

Abgr Sured Conoete. L L Cn Austn. TX & 3 pwale COMOany v Conone Conracaons. Ol neconas
show & 'wan sstabished i 200T and Incorpor n Teaan. Ragnis o see adcitional information such as snrusl
Mirvios Ard ermpicyTe! fgure

Busirass Categones

Conorete worx 0 Austn. TX  Conorete Contractr  Powred Conone

Compa tacts

n S o gy’ T Chairn T Profiie
-
> W

Google AdWords
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Lets assume our "Principal” here as: James Bean.

Now we can proceed with writing a letter addressed to him directly.

Make sure to make it personal. Use "Dear James" vs. "Dear James Bean" or "Dear Mr. Bean".

Tip: Check multiple places for the name spelling. This is important because business owners
sometimes use misspellings deliberately to identify commercial mail.

| strongly recommend you use direct mail as your first choice. Business owners are always
inundated by e-mails so they have put in place various measures to deal with this. Some have
set up spam filters, while others have e-mails read and deleted by gatekeepers. More important
the success rate is usually much lower. Although, test both options as some niches may do
better with e-mail.

The other advantage you will have is that you will set yourself apart from your competitors.
These days with e-mail, text messaging, FaceBook, Twitter, etc. very few people even bother to
use direct mail. Make your direct mail piece look professional and you will definitely stand out.

Do not use FedEx. It's way too expensive and doesn’t have the return rate that most people
claim. Nothing beats a simple white envelope! As a matter of fact, find the cheapest envelope
you can buy. Now keep in mind, I'm using the example here for North America, so you may
have to adapt to your region.

Use the same type of envelope you would send to your mother, grandmother, father, uncle,
etc. - personal! Below is a picture of what | use.
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Notice how | have made everything on the envelope look very personal.

James Bean
20090 Beverley Mound DR.
AUSTIN, TX 78734

Most important, | did not use any company names. The probability of this getting to the right
person is extremely high, which is exactly what you want. That is my free direct mail tip for you
that you can use forever.

The biggest problem with direct mail is reach and opt-in rate and by using the handwritten
envelope and a real stamp you will address this issue. Feel confident that the direct mail will be
read by the right person!

Next | have included the exact words that you want to use. Feel free to modify it to make it
more personal, but this should be your starting ground. Why re-invent the wheel when we have
already done all the work for you and this letter has been tested numerous times with great
results.

Download Client Letter Template

Don’t forget to customize this with the personalization of the prospect’s first name and their
website URL.

Remember to keep it as simple as possible.

You can send the same content in an e-mail if you wish.
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Step 5: Fix Site & Cash Check

Security can be difficult to sell. Often people don't think about it, but wish they had if they have
a break-in. Sometimes we have to use a little bit of fear to move them into an action mindset.
This is not intended to scare them off, but to provide valuable information that can potentially
save their company thousands of dollars. There are lots of publicly available statistics on break-
ins and hacks so use these to your benefit. Share them with your prospective client to move
them towards a decision.

Now, | recommend charging at least $100 per hour for this service and giving an estimate of 2
to 4 hours.

So how do you actually get all of this taken care of.

It’s quite simple — review the steps in the next section of this document. It will take you less
than 30 minutes to make the changes.

- Setup a backup tool for automated backups to Amazon.

- Show the client how to use LastPass (lastpass.com) — and then they will never need to
remember passwords again. (This free tip will change their life and they won’t stop
thanking you)

Part two of this course gives you eight tests that you can do in under 30 minutes. Each test
provides an easy to fix solution. As well, | have included over-the-shoulder videos that show you
exactly how to do all of this.
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PART TWO: THE 'HOW TO' MANUAL
- RUNNING 8 SEGURITY TESTS -

Introduction

This part of the course is literally a '"How To' manual. It is designed in a way that you can learn
the tests quickly and implement the solutions just as fast. Whenever you are putting the
security steps into action on a website speed is very important, but so is accuracy. You want to
make sure that you are clear about what you are doing.

BUT you don’t need to be a security expert —and that’s beauty of the training. To focus on the
simple solutions that have the highest impact.

| recommend that once you have gone through the material try out the steps on one of your
own websites. Don't forget to take a backup of both the website and database. This is just
good practice and you should do this with your client sites as well. Once you feel comfortable in
what you are doing you are ready to go search your leads and make some money.

Remember there are also videos for you to follow. They walk you through the process screen by
screen. | have not expanded on some things as | am assuming that you have some familiarity
with Wordpress. If not, inside of cpanel there are usually video tutorials that you can refer to.
Use those instead of YouTube videos to ensure accuracy.

The Tests

All of the tests are broken down into 3 categories: 1. Problem - which explains why it is a
concern, 2. Solution - this tells you exactly what you need to do to fix the problem, and 3.
Communication With Client - this is for you to copy/paste directly into the client email or direct
mail.

The video training for this section is here

Test 1: Check the Wordpress Version
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PROBLEM: An out of date Wordpress version puts your website at risk. Keeping the Wordpress
core up to date is one of the most important aspects of keeping your site secure. If
vulnerabilities are discovered in Wordpress and a new version is released to address the issue,
the information required to exploit the vulnerability is almost certainly in the public domain.
This makes old versions more open to attacks and is one of the primary reasons you should
always keep Wordpress up to date.

This is probably the most effective solution to put in place.

SOLUTION: Thanks to automatic updates updating is very easy. Just go to Dashboard - Updates
and click "Upgrade". Remember; always backup your files and database before upgrading!

COMMUNICATION WITH CLIENT: Your Wordpress Version is out of date. Hackers deliberately
look for out of date versions because they know how easy it is to exploit an issue on an old
version.

Test 2: Check if the wp-config.php file is present in the default location

PROBLEM: The wp-config.php file by default in Wordpress is installed in the root directory,
which is not secure. It does not need to be publicly accessible. A very common mistake made by
Wordpress users. Keeping the website wp-config.php file hidden from outside of your network
makes it harder for hackers to compromise your database. The reason is this is where your
database password is stored. So it’s the first place a hacker will look.

Check http://www.clientdomain.com/wp-config.php
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......

€ > C DOy 3/wp-config.php 7o B 9 4

Blank = BAD (Test failed)

SOLUTION: In order to fix this issue you have to move the wp-config.php file one level up in the
folder structure in cpanel.

If the original location was:

/home/www/wp-config.php then move the file to: /home/wp-config.php.

Or for instance from
/home/www/my-blog/wp-config.php to: /home/www/wp-config.php.

This can be done as a drag and drop in cpanel - watch the video.

IMPORTANT

When you login to the client’s cpanel - there is a small possibility they are using shared hosting
and are using an addon domain instead of normal reseller account.

When you log in you may a list of domains like this:
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If this is the case then don’t move the wp-config file. Instead simply add these 5 lines to the
end of a file called .htaccess.

# protect wpconfig.php
<files wp-config.php>
order allow,deny

deny from all

</files>

COMMUNICATION WITH CLIENT: Your Wordpress configuration file is accessible from the
Internet. What this means is that any hacker can get access to your database password if they
got access to this file. This is high risk and the first place a hacker will go, so we move it out of

the way.
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Test 3: Check if the Username is still 'Admin’

PROBLEM: It's important to change the Wordpress username from its default setting of
'Admin’. Leaving it as 'Admin' means that potential hackers have only to guess the password.

They are already half way in.

By default on failed login attempts Wordpress will tell you whether the username or password
is wrong. An attacker can use that to find out which usernames are active on your system and
then use brute-force methods to hack the password.

— A
8 00 N ANELREAN + D ANEN R T H o _(g(mr W\ D\ Oy - x \ D4 m -

L
€ C O 1/wp-login.php v B3 @ %cf L o=

@WORDPRESS

username admin is incorrect. Lost your password?
—

ERROR: The password you entered for the ’ |

Username }
admin

Password

) Remember Me m

Lost your password?

+ Backto

B TP PV S e P s e W SR PR

SOLUTION: The solution to this problem is simple. Simply create a new username and give it
administrator permissions. When creating the new password make it’s a complex password.

(Tip: Use Lastpass.com)

Once the change has been made, simply logout and then log back in with the new username
and delete the admin user account.
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COMMUNICATION WITH CLIENT: Your Wordpress default username 'Admin' has NOT been
changed. This makes it twice as easy for a hacker to get in.

Test 4: Is the install.php file accessible and in its default location?

PROBLEM: There have been several cases where attackers have used the install file to create
access to the database. It's important to remove or move this file. Once you install WP this file
becomes useless and there's no reason to keep it in the default location and accessible via
HTTP.

Check http://www.clientdomain.com/wp-admin/install.php

SOLUTION: This is a very easy problem to solve. Delete or rename the install.php file (you'll find
it in the wp-admin folder) to something more unique like "install-876.php"

COMMUNICATION WITH CLIENT: The Wordpress install file is still in its default location which
should normally be removed as it makes it easy for the attacker to gain access to your database.

Test 5: Check if the 'Upgrade.php’ script still exists

PROBLEM: There have been several cases where attackers have used the Upgrade file to create
access to the database.

Check http://www.clientdomain.com/wp-admin/upgrade.php

SOLUTION: This is another easy fix. Simply remove, rename or move the file.

COMMUNICATION WITH CLIENT: The Wordpress upgrade file is accessible from outside. This
file is not needed and can be used by attackers to gain access to your database.

Test 6: Is the readme.html file accessible and in the default location

PROBLEM: You should be proud that your site is powered by Wordpress, but remember you
should hide the exact version you're using. The readme.html file contains the WP version

Copyright © 2013. All Rights Reserved | PageOneTraffic Ltd.



cu:al

EAD _

information and if left on the default location (WP root) attackers can easily find out your WP
version. This means it would be easy for them to identify weaknesses in your version and use
them to compromise your website.

Check http://www.clientdomain.com/readme.htmi

SOLUTION: This too is a very easy problem to solve. Rename the file to something more unique
like "readme-876.html"; delete it; move it to another location so that it's not accessible via
HTTP.

COMMUNICATION WITH CLIENT: The Wordpress Readme file is accessible from the Internet.
This provides an attacker with exactly what version you are running. This file is completely
unnecessary.

e 00 Index of /wp-content/uploads "
EE @ @ [e WWW. = wp-content/uploads ¢ |yReader J @j
&0 HE e i

Index of /wp content/uploads

e Parent Directory
e 2013/

e oldindex.php

e/5.0.2.2635
w.securescanpro.com

Apache/2.2.23 (Unix) mod_ssl/2
mod_bwlimited/1 4 mod_auth_p
Port 80

Bad - Because you see
whats in this directory

L

Test 7: Check if the 'Uploads Directory' exists
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PROBLEM: The uploads directory is where Wordpress puts all user uploaded content. With this
unprotected it means that anyone can see any files that have been uploaded there.

Check http://www.clientdomain.com/wp-content/uploads/

SOLUTION: There are 2 solutions. Solution 1: The simplest is to create a file called index.php in
that folder. Leave the file empty, it simply needs to exist.

Solution 2: Edit the .htaccess file (found in the public_html) root directory. Simply add this line.

Options -Indexes

@ 00 www.securescanpro.com/wp-content/uploads/ N\
@ @ @ [ @ www.securescanpro.com/wp-content/uploads/ & | Reader ]

&3 [T ## euk-status.com - FengOffice paul-clifford-smljpg Corporate site

GOOD - Because you
cannot see whats in this
directory

COMMUNICATION WITH CLIENT: The uploads directory is where Wordpress puts all user
uploaded content. With this unprotected it means that anyone can see any files that have been
uploaded there. This a intellectual property theft risk.

Test 8: Complete a Malware check
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PROBLEM: Google maintains a directory of sites that may have been hacked or compromised
and are hosting malware or dangerous code used in phishing attacks. It's important to ensure
that your site is listed as safe, or it may be removed from Google's search engine.

SOLUTION: You can use the Google Safe Browsing tool to do a quick Malware check. Simply
copy this URL into your browser:

http://www.google.com/safebrowsing/diagnostic?site=dailyblogtips.com

and change the blog URL at the end of the string. The results will tell you if there was any
malware detected, as well as, the number of pages that were tested over the last 90 days and
how many servers are hosting the site.

COMMUNICATION WITH CLIENT: Google runs a safebrowsing tool and if your site is found in it
—then Google will remove you from the search engine. Therefore its critical to get your site
protected.

As always, thank you for trusting us to bring you the best products in the market. | really
appreciate you and want you to be successful. If you like this course leave a comment in the
thread.

Remember the goal is to get in the front door and this is an angle that nobody is using. Once
you are in you can begin to sell all types of services. Here are some to consider: SEO, Web
Design, Mobile, FaceBook, Social Media, and Reputation Management.

All of the above checks can be automated using the Locall.eadBoss software App which
runs on Mac and PC. You can watch a demo here.
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Your Extra Features and Bonuses.

=> Download Client Letter Template
= 3 Offline Themes Download (click here)
=>» Download GutWrenching Statistics
(these are unbranded so you can include your own logo)

=> Would you like An Additional 7 Themes

| have arranged with Jason Keith to give you (for free) an additional 7 Offline themes. Click here
for free access:

-
GCoogle Ml Welcome ] wescome to Our

=> 4 Email Templates
=>» Advanced Security Training (optional)
=> Register for Live Training
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rade to LocalLeadBoss Software here

e 00 LocallLeadBoss

[ EADBOSS

Search over Google,
Facebook, Google places
or manually add URLS

Enter niche and city
|auto repair dallas tx Checks each site
Find Websites | in 2.85 seconds for
Google 8 security risks
Facebook
Google Places
Manual L'nain Name SecuritySec Wordpres v | SafeBrowsin
No - 8/8 3.51 ok A
No 8/8 3.5.1 ok
No | 2/8 35 ok |
No | 3/8 34.2 ok
No | 4/8 3.4.1 ok ]
No : 7/8 3.3.2 ok
No ., 3/8 3.31 ok
No r 6/8 3.31 ok
No 5 4/8 3.01 ok
No 1/8 X ok
No | 1/8 X ok
INPN htte fhananas inhard, soml 410 Lva ol 7
47 results displayed
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