
Agile, Digital Validation
 A Dynamic New Approach to

Regulatory Compliance



Mandated by the U.S. Food and Drug Administration, Computer System
Validation (CSV) is a critical requirement for any life sciences company.

CSV verifies that computer systems and their associated applications
operate in a consistent fashion and yield reproducible results based on
their intended use. Such validation is aimed at ensuring patient safety,
product quality, and data integrity when manufacturing regulated
products.

And while documents and documentation have been the mainstay of
compliance in the life sciences industry for years, the advent of new digital
technologies is opening up vistas to a better approach to validation…one
that does not rely on documents (paper or electronic), but instead focuses
on the data, providing a more comprehensive, integrated, and
collaborative effort.

Recent statements by the FDA tout a renewed focus on “making risk-
based regulatory decisions more modern, more scientifically rigorous, and
more efficient.” This whitepaper will focus on how a digital, data-driven
approach extends this focus to Computer System Validation today.
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Abstract
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Global pharmaceuticals and medical device markets are growing at a
frenetic pace - driven by industry trends such as mergers and
globalization, and by new technologies and streamlined regulatory
processes. As a result of this growth, many life science companies find it
increasingly difficult to demonstrate regulatory compliance from discovery
through commercialization. 

They maintain a fine balancing act, seeking to develop and market their
products quickly and cost-effectively, while at the same time strictly
adhering to all compliance requirements and regulations. Over the years,
the validation process - notably Computer System Validation - has been a
critical factor for maintaining compliance. 

Introduction
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The importance of CSV cannot be understated. It is a complex exercise
that must cover the entire lifecycle of an application. Validation is aimed at
a host of IT assets – from ERP systems, to lab data capture systems,
manufacturing, and clinical systems. And it is a process that is undergoing
major changes.

Once the mainstay of the industry, the reign of paper-based document
systems has been steadily declining over the last couple of decades.
Geographically dispersed teams, storage limitations, and access and / or
maintenance challenges (to name just a few) helped fuel the transition to
electronic-based documents. 

In response to this trend, the FDA promulgated Code of Federal Title 21,
Part 11 (better known as 21 CFR Part 11) to address the use and control of
electronic records and electronic signatures.

The European Union followed suit with its Annex 11 regulation, which also
addressed computerized systems as part of the Good Manufacturing
Process (GMP). Both major regulations mandate that all computerized
systems and applications adhere to good manufacturing, laboratory,
documentation, and clinical practices (GxP).

Keep in mind that FDA regulations describe what is expected, but are
written in a way that does not prescribe how to comply. It is the
responsibility of the regulated company to interpret those regulations, and
then define the internal procedures needed to achieve compliance.

The Regulatory Challenge

In the US, failure to follow these guidelines can show up in

FDA audits, which can then result in FDA warning letters,

longer regulatory approval timelines, and increased product

development costs. Failure to take corrective action can

lead to hefty fines and other penalties. 
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The real drivers for change in validation and compliance are coming about
from the rapidly evolving industry landscape. Several industry trends are
forcing companies to take a different look – and approach -- to
compliance challenges. These include:

The Influencers of Change

Globalization
As companies grow and expand beyond national
borders, they need to adapt their validation
procedures to the requirements of not just the FDA or
other local body, but to a variety of different
regulatory agencies. In addition, Validation teams are
now geographically dispersed making communication
and collaboration critical elements to providing a
consistent, defendable validation deliverable.

Seismic shift to the hybrid remote workforce
While companies were generally slow to adopt the telecommuting
workforce model, the advent of COVID-19 accelerated that trend --
dramatically. Companies that were accustomed to in-person collaboration,
reviews and approvals struggled to adjust and compensate for that
change. In stark contrast, companies that already had digital validation
tools and processes in place experienced little to no interruption to their
business. And while COVID-19 will eventually be a thing of the past, many
organizations will retain the remote workforce model which effectively
eliminates the older, more traditional validation approach. Digital validation
is the future.

Mergers and acquisitions
While the last couple of years may not measure up
to the mega-merger deals of previous years (Pfizer
and Wyeth in 2009, Johnson & Johnson and Synthes
in 2012; Bayer and Monsanto in 2016), continued
merger activity can be problematic in terms of
multiple - and often redundant - systems, non-
integrated processes and differing procedures.
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Emerging technologies
The adoption of DevOps tools enables companies to
address the ongoing release of enterprise software
and their integration into critical applications to the
business. Agile-oriented software development
teams (that reject a waterfall approach to SDLC) are
dictating the technology of the future, which
challenges the traditional life sciences quality
assurance personnel comfort zone.
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The Influencers of Change (continued)

Accelerated pace
Novel drugs and biologicals are being approved quickly due to innovative
efforts and efficiency improvements by the FDA such as adaptive clinical
trials. Better understanding of disease and drug mechanisms has
bolstered development of new targeted therapies. And approval of
medical devices has surged at an unprecedented level as consumers
embrace wearables of all sorts: contact lenses to measure ocular
pressure, patches that measure blood glucose, etcetera. 

Today, even the applications in your cell phone might be classified as
FDA-regulated medical applications. These products are coming to
market quickly but must first undergo rigorous validation efforts before
patients can enjoy their benefits.

Systems which lack an enterprise-wide view of
compliance risk
Life sciences – just like most other industries – has
grown up with a siloed infrastructure, one that is
filled with separate, individual business units and
operational areas. Many of these departments do
not talk to each other, let alone collaborate with
one another.

D
IG

IT
A

L
 V

A
L

ID
A

T
IO

N



Outsourcing and sub-contracting
More and more companies are outsourcing major
corporate functions such as research, product
development and manufacturing, which further
strains the ability of current infrastructures and
systems to integrate test procedures while
maintaining control and consistency across multiple
partners/multiple sites.

Rise of Computer Software Assurance (CSA)
As the FDA continues to modify its regulatory approach to life sciences
companies, greater emphasis is being placed on the CSA model -
effectively changing the organizations approach from a compliance-
centric focus to a quality-driven proposition. While this new guidance
helps to streamline documentation and promote patient and product
safety/quality assurance, it also helps to drive greater utilization of
technology and automation. This, in turn, will greatly enhance the
importance of the digital validation model.

Changing regulatory environment
Life science companies are already heavily regulated by many
organizations including the US Food & Drug Administration (FDA), the
European Medicines Agency (EMA), the International Organization of
Standardization (ISO), to name just a few. The industry is also affected by
non-FDA type regulations such as Sarbanes Oxley and General Data
Protection Regulation (GDPR). All these regulations routinely evolve to
protect the interests of industry and consumers. 
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Economic pressures
Faced with increasing pressure to maintain
competitiveness by shortening development
timelines and reducing costs, companies are finding
they can no longer afford the inefficiency of
lengthy, resource-constrained, and manually
intensive validation processes.

The Influencers of Change (continued)
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Over time, it has become clear what current industry reliance on
document-based validation (both paper and electronic) is rife with
inefficiency, high costs, and greater risk. Some tools being used for CSV
today – including MS Word and Excel spreadsheets – aid in the
documentation but not in the management of the underlying compliance
process. Supplementary tools can assist with the process by leveraging
templates and electronic documents but are still constrained by the
inherent inefficiencies of using documents.

Inefficiencies abound when using documents for CSV. Paper
documents require handwritten signatures and are not easily routed
or shared – especially among multiple locations. Paper documents
are often stored in binders and housed in different facilities, making
retrieval during an audit a real challenge. The review and approval
processes are prone to human error and is hard to enforce - leading
to greater inconsistencies. Moreover, it’s difficult to query data
across multiple projects to reveal trends and to benefit from a risk-
based approach to CSV.

Electronic documents (such as PDFs) offer some advantage over paper,
but not much. Electronic documents do allow for easier review and
approval, document retrieval, and sharing but they do not allow the user to
unlock the value of individual Validation elements. Data integrity concerns
arise because the documents often lack important metadata and their
associated electronic signatures often lack specificity. In essence,
electronic documents were not designed to improve the overall
compliance process; they simply facilitate the use of an inefficient,
antiquated one.

The Limitations of Documents

The Dynamics of Digital CSV
A digitally driven approach to CSV moves away from the structure of static
documents. It instead breaks the information down into more granular data
elements which are managed and approved along with supporting
metadata, for use in myriad ways. While you can certainly create the
familiar reports typically required by auditors, this modern approach to
CSV provides for a more rigorous use of testing data, such as comparing
test results and defects across multiple projects and multiple business
units.
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Real-time insight and access: Gone are the days of “reactive”

discovery and analysis to identify compliance issues. Real-time access

allows users to monitor and take corrective action before simple

compliance concerns become significant compliance breakdowns.

Repeatable process: Quality control is paramount in all life sciences

business processes. Using configurable workflows, digital CSV helps

to provide repeatability and efficiency, greatly reducing the risk of

human error while enforcing the correct process.

Traceability: The digital approach enables users to trace data across

the full lifecycle – regardless of the tools that are used (requirements

tool, agile tool, testing tool, or ITSM).

With the disruptive force of digital transformation hitting every industry,

life science Companies, in particular, are beginning to embrace the

benefits of a comprehensive, integrated, digital approach to CSV. And

thanks to digitization, a host of new technologies, better tools, and

increased automation capabilities are helping to fuel this change. Digital

CSV tools permit a broader, more integrated compliance perspective.

The benefits are many:
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Improved efficiency: It streamlines

processes to help reduce processing

time, while ensuring accurate tracking.

Reduced risk: A systematic, iterative

approach, applied throughout a

computer systems lifecycle, helps

drive better decision-making, ensure

product quality, and minimize supply

chain disruptions. Factors that can

reduce risk include repeatability,

electronic signature security, visibility

and an audit trail.
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Test automation: Test automation can be easily incorporated into an ALM

tool and leveraged along with manual testing. These test elements and

their associated execution results can be sent through a formal review

and approval process, while being recorded in the audit history. In

addition, historical information such as number of executions, execution

times, and defect trends can be leveraged as future releases of the

application are being considered.

Comprehensive Reporting: The digital approach truly provides a

panoramic view of the entire CSV landscape – and captures all necessary

information and data for rigorous, comprehensive reporting. Real-time

reports can show exactly where you are in a validation project, including

what reviews/approvals might be stuck and how you can re-assign

elements to keep things moving.
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Agile vs. Waterfall Methodologies
When it comes to a digital approach to compliance, it is necessary to

discuss two different software development methodologies.

Traditionally, life sciences companies have utilized the “waterfall”

methodology, a serial process where software development is segregated

into a sequence of pre-defined phases. 
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Analytics and analytical reporting: Life

Science companies are intense collectors

and users of data; however, they have

historically been unable to extract

intelligence from the underlying validation

data. A digital approach provides the

ability to capture relevant and meaningful

data at each critical step of the process.

This means users can analyze the data

along the entire Application Life

Management (ALM) cycle. For example,

analytics can help create “what-if”

scenarios or highlight productivity (or lack

thereof) with different out-sourced teams.
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From a project management perspective, these phases would include

feasibility, conception, requirement analysis, design, build, system

testing, production, deployment, and maintenance. Each of these phases

represents a distinct stage of software development, and each stage

generally finishes before the next one begins.

In contrast, “Agile” methodology is an iterative, team-based approach. It

emphasizes a flexible framework designed to drive rapid delivery of an

application in complete functional components. Delivery of new code can

happen in a matter of days or even hours, instead of the months required

by waterfall methods. Cross-functional teams work on iterations of a

product over a period of time (called “sprints”). More importantly, Agile is

open to requirements which change over time (even late in development)

and encourages continued feedback from the end users; only a digital

approach to CSV can accommodate this level of flexibility.

Due in part to the limitations of document-based validation, Agile

methodology has not worked well in the regulated environments of life

sciences companies. 

Agile methods, combined with a data-driven approach to CSV compliance

is a modern,rigorous, and efficient combination. And one that is driving

greater success in life sciences companies around the globe.

However, changing the perspective from documents to

data allows an Agile team to execute sprints and

inherently save validation-specific information. Armed with

digital validation processes, more life sciences companies

are able to adopt Agile for its inherent flexibility,

continuous improvement, and speed.
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Summary

Paper-based document validation is

slow and inefficient. Electronic based

validation (using PDFs for example) is

somewhat better but still misses the

mark and never fully leverages the

intrinsic value of the validation data.

By focusing on digital validation, life

sciences companies can reap the

rewards of real-time access to the

entire ALM process.

Digital validation, in combination with

an agile methodology for software

development, helps life sciences

companies dramatically improve the

compliance/validation process with

lower costs, increased efficiency, and

improved accuracy. It allows IT

professionals, compliance officers,

and business analysts to manage and

quickly deliver better products to

users the first time around.

The life sciences industry is undergoing major change. Digital
transformation, increasing competitive pressures, and need for more
streamlined, cost efficient processes are helping to drive that change.
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196 West Ashland Street,
PMB 465 

Doylestown, PA 18901
 

877.225.6677
www.tx3services.com

Speak to a Tx3 Digital Validation Expert

https://go.tx3services.com/resources/digital_validation
https://go.tx3services.com/resources/digital_validation

