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Few industries are as heavily regulated as the pharmaceutical and life sciences industries—and for good reason. While 
life sciences companies seek to reduce the time it takes to bring new products to market, the FDA and other 
government regulatory agencies across the globe help to ensure that the new drugs are rigorously tested for safety, 
efficacy and minimal side effects. The mandates are especially stringent when it comes to Computer Systems Validation 
(CSV).  

A comprehensive validation program that includes compliance with FDA 21 CFR Part 11 is a necessity in the life sciences 
industry to ensure adherence to all cGxP guidelines, and to help companies maintain consistent quality across the 
software development life cycle. To date, most organizations’ efforts to meet these expectations remain based on 
validation strategies that were developed in the early 2000s—when paper documentation, protracted “waterfall” release 
cycles, and fairly static data sets were the norm.  

Now, the complexity of this task is greatly increased as more and more life science companies adopt Agile development 
methodologies to accelerate innovation in today’s ever-evolving digital world. The proven best practices for meeting FDA 
expectations in “waterfall” software development processes with quarterly or yearly release cycles must now be adapted 
to accommodate teams adopting a more Agile approach, which typically execute a complete plan> design> build> test> 
document cycle every 2 to 4 weeks.  

In terms of software testing, Agile development processes require Continuous Testing: the process of executing 
automated tests as part of the software delivery pipeline in order to obtain feedback on the business risks associated 
with a software release candidate as rapidly as possible. With Continuous Testing, test suites are constantly evolving to 
remain in sync with the incremental functionality being introduced in each sprint. Moreover, automated test suite 
execution is integrated into the Continuous Integration build process, which occurs daily, or even more frequently. The 
vast amount of test suite evolution and data that is being captured in such a process requires a computer validation 
approach that is resilient and convenient enough to be practical in the context of constant change. 

There are important steps you can take to make sure your computer systems validation program is correctly planned, 
developed, managed, and controlled across Agile testing efforts. This paper presents key challenges and proven best 
practices related to both software test automation and test management in FDA regulated Agile environments, then 
shares how these recommendations are put into practice with Tx3 VERA (Validated Electronic Record Approval)  + 
Tricentis Continuous Testing Platform.  
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The Imperative for CSV Process Modernization 
The importance of CSV cannot be understated. It is a complex exercise that must cover the entire lifecycle of an 
application. Validation is aimed at a host of IT systems—from ERP, to lab data capture, manufacturing, and clinical 
systems. And it is a process that is undergoing major changes.  

Once the mainstay of the industry, the reign of paper-based document systems has been steadily declining over the last 
couple of decades. Geographically-dispersed teams, storage limitations, and access/maintenance challenges have 
helped fuel the transition to electronic-based documents.  

In response to this trend, the FDA promulgated Code of Federal Regulations, Title 21, Part 11 (better known as 21 CFR 
Part 11) to address the use and control of electronic records and electronic signatures. The European Union followed 
suit with its Annex 11 regulation, which also addressed computerized systems as part of the Good Manufacturing 
Process (GMP). Both major regulations mandate that all computerized systems and applications adhere to good 
manufacturing, laboratory, documentation, and clinical practices (GxP).  

Additionally, the rapidly-evolving industry landscape is driving another seismic shift.  Several industry trends are forcing 
companies to rethink their approach to compliance challenges…  

 

Globalization 
As companies grow and expand beyond national borders, they need to adapt their validation procedures to the 
requirements of not just the FDA or other local body, but to a variety of different regulatory agencies. In addition, 
validation teams are now geographically dispersed— making communication and collaboration critical to providing a 
consistent, defendable validation deliverable. 

 

Mergers and Acquisitions 
While the last couple of years may not measure up to the mega-merger deals of previous years (Pfizer and Wyeth in 
2009, Johnson & Johnson and Synthes in 2012; Bayer and Monsanto in 2016), continued merger activity can be 
problematic in terms of multiple—and often redundant—systems, non-integrated processes, and differing 
procedures/processes. 

 

Accelerated Innovation 
Novel drugs and biologicals are being approved quickly due to innovative efforts and efficiency improvements by the 
FDA such as adaptive clinical trials. Better understanding of disease and drug  mechanisms has bolstered development 
of new targeted therapies. And approval of medical devices has surged at an unprecedented level as consumers 
embrace wearables of all sorts: contact lenses to measure ocular pressure, patches that measure blood glucose, and 
other innovations. Today, even the applications on your mobile phone might be classified as FDA-regulated medical 
applications. These products are coming to market quickly.  The devices and supporting systems bringing these drugs to 
market must first undergo rigorous validation efforts before patients can enjoy their benefits. 

 

Emerging Technology 
Adoption of DevOps tools addresses Continuous Integration and release of enterprise software to bring critical 
applications to the business more frequently. Agile-oriented software development teams that reject a waterfall-
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approach SDLC have mobilized, and they are dictating the technology of the future—a future that challenges traditional 
Pharma quality assurance personnel’s comfort zones. 

 

Systems That Lack an Enterprise-Wide View of Compliance Risk 
Pharma—just like most other industries—has grown up with a “siloed” infrastructure: one that is filled with separate, 
individual business units, and operational areas. Many of these departments do not talk to each other, let alone 
collaborate with one another.  

 

Economic Pressures 
Faced with increasing pressure to maintain competitiveness by shortening development timelines and reducing costs, 
companies are finding they can no longer afford the inefficiency of lengthy, resource-constrained, and manually-laden 
validation processes. 

 

Outsourcing and Sub-Contracting 
More and more companies are outsourcing major corporate functions such as research, product development and 
manufacturing. This further strains the ability of current infrastructures and systems to integrate test procedures while 
maintaining control and consistency across multiple partners/multiple sites. 

 

Changing Regulatory Environment 
Life science companies are already heavily regulated by a number of organizations, including FDA, the European 
Medicines Agency (EMA), the International Organization of Standardization (ISO), and many others. The industry is also 
impacted by non-FDA type regulations such as Sarbanes Oxley and General Data Protection Regulation (GDPR). All these 
regulations routinely evolve to protect the interests of industry and consumers. 

 

 

Supporting Agile CSV Processes with a Data-Driven 
Approach  
Over time—as the industry has responded to these industry trends—it has become clear that current industry reliance 
on document-based validation (both paper and electronic) is inefficient, costly, and risky. Some tools being used for CSV 
today—including Microsoft Word and Excel spreadsheets—aid in the documentation, but not in the management, of the 
underlying compliance process. Supplementary tools can assist with the process by leveraging templates and electronic 
documents, but are still constrained by the inherent inefficiencies of using documents.  

Inefficiencies abound when using documents for CSV: 

• Paper documents require hand-written signatures and are not easily routed or shared—especially among 
multiple locations.  

• Paper documents are often stored in binders and housed in different facilities, making timely retrieval difficult.  
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• The review and approval process is prone to human error, and company manual processes are hard to enforce, 
leading to inconsistencies.  

• It is difficult to query data across multiple projects to reveal trends and to benefit from a risk-based approach to 
CSV. Electronic documents (such as PDFs) offer some advantages over paper, but not much.  

Electronic documents do allow for easier review and approval, document retrieval, and sharing. However, the use of 
electronic documents does not allow you to unlock the value of the individual validation elements. Data integrity 
concerns also arise because the documents often lack important metadata and their associated electronic signatures 
often lack specificity. In essence, electronic documents were not designed to improve the overall compliance process; 
they simply facilitate the use of inefficient and antiquated systems. 

The limitations of document-based validation present distinct challenges in the context of Agile methodologies. 
Changing the perspective from documents to individual validation elements allows an Agile team to execute sprints and 
save validation-specific data. Armed with data-driven validation processes, more pharma companies are able to adopt 
Agile for its inherent flexibility, continuous improvement, and speed.  

A data-driven approach to CSV moves away from the structure of static documents. It instead breaks the information 
down into more granular data which are managed and approved along with supporting metadata for use in myriad 
ways. While you can certainly create the familiar reports typically required by auditors, this modern approach to CSV 
provides for a more rigorous use of testing data, such as comparing test results and defects across multiple projects and 
multiple business units. 

With the disruptive force of digital transformation hitting every industry, life science companies in particular are 
beginning to embrace the benefits of a comprehensive, integrated, data-driven approach to CSV. Thanks to digitization, a 
host of new technologies, better tools, and increased automation capabilities are helping to fuel this change. 

The benefits are many… 

 

Real-Time Insight and Access 
Gone are the days of “reactive” discovery and analysis to identify compliance issues. Real-time access allows users to 
monitor and take corrective action before simple compliance concerns become significant compliance breakdowns. 

 

Repeatable Process 
Quality control is paramount in all pharma business processes. Using configurable workflows, data-driven CSV helps to 
provide repeatability and efficiency, greatly reducing the risk of human error while enforcing the correct process. 

 

Test Automation 
Test automation can be easily incorporated into a Continuous Testing Platform/(ALM) tool and leveraged along with 
manual testing. These tests and their associated execution results can be sent through a formal review and approval 
process while being audit trailed. In addition, historical information—such as number of executions, execution times, 
and defect trends—can be leveraged as future releases of the application are being considered. 
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Comprehensive Reporting 
The data-driven approach truly provides an end-to-end view of the entire CSV landscape—and captures all necessary 
information and data for rigorous, comprehensive reporting. Real-time reports can show exactly where you are in a 
validation project, including what reviews/approvals might be blocked and how you can re-assign tasks to keep things 
moving. 

 

Analytics and Analytical Reporting 
Life science companies are intense collectors and users of data; however, they have historically been unable to extract 
intelligence from the underlying validation data. A data-driven approach can capture relevant and meaningful data at 
each critical step of the process. This means users can analyze the data along the entire delivery pipeline/ALM cycle. For 
example, analytics can help create “what-if” scenarios or highlight productivity (or lack thereof) with different outsourced 
teams. 

 

Traceability 
The data-driven approach enables users to trace data across the full lifecycle—across the variety of tools that are used 
across modern teams (requirements tools, agile tools, testing tools, ITSM).  

 

Improved Efficiency 
It streamlines processes to help reduce processing time, while ensuring accurate tracking. 

 

Reduced Risk 
A systematic, iterative approach, applied throughout a computer systems lifecycle, helps drive better decision-making, 
ensure product quality, and minimize supply chain disruptions. Factors that can reduce risk include repeatability, 
electronic signature security, visibility and an audit trail. 

 

Reduced Cost 
Automating workflows, reducing unnecessary testing, and eliminating onerous, inefficient tools are just some of the ways 
that a data-driven approach can lower costs and keep pharma companies competitive in the marketplace. 

 

 

Putting a Data-Driven Approach into Practice with Tx3 Vera 
+ Tricentis 
Tx3 VERA (Validated Electronic Record Approval)—is a quality and compliance platform that extends the capabilities of 
automated testing tools such as Tricentis Tosca (Continuous Test Automation) and Tricentis qTest (Agile Test 
Management) for validation testing within a life sciences FDA regulated environment.  
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Tx3-Tricentis integration is configured out of the box, with the flexibility to adapt to client-specific processes through 
configuration vs. customization.   

 

 

 

The solution can be deployed in your own environment or in the Tx3 Helios qualified Cloud Platform. Solution features 
include: 

• Dynamic approval workflows  

- Additional approval groups available 
 

- Configurable approvals at the project and entity level  

• Approve, reject or reassign multiple entities at once 

• Assign approval tasks to user or group  

• Email notification for individual approval tasks  

• Action Menu tailored to your project role  

• Risk Assessment functionality – based on GAMP 5 M3 Quality Risk Management  

• Configured standard set of requirement types (Business, User, Functional, Design, Risk Scenario)  
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• Ability to modify step execution status and update actual results 

• Add run comments and ability to modify run execution status  

• Dry Runs segmented in Dry Run Test Sets for informal testing  

• GxP and Non-GxP workflow 

 

 

Conclusion 
The life sciences industry is undergoing major change. Digital transformation, increasing competitive pressures, and the 
need for more streamlined, cost-efficient processes is helping to drive that change.  

Paper-based document validation is slow and inefficient. Electronic-based validation (using PDFs for example) is 
somewhat better but still misses the mark and never fully leverages the intrinsic value of the validation data. By focusing 
on data-driven validation, life sciences companies can reap the rewards of real-time access to the entire application 
delivery/ALM process. 

The data-driven validation enabled by Tx3 VERA + Tricentis, in combination with an Agile methodology for software 
development, helps life sciences companies dramatically improve the validation process with lower costs, improved 
compliance, increased efficiency, and improved accuracy. It allows IT professionals, compliance personnel, and business 
analysts to manage and quickly deliver better products to users the first time around. 

 

 

About Tx3  
Based in Blue Bell, PA, Tx3 Services is a regulatory compliance technology company that offers computer systems 
validation, 21 CFR Part 11 solutions, and compliance consulting services for the pharmaceutical, biotechnology, and 
medical device industries. 

 

 

About Tricentis  
With the industry’s #1 Continuous Testing platform, Tricentis is recognized for reinventing software testing for DevOps. 
Through agile test management and advanced test automation optimized to support 150+ technologies, we provide 
automated insight into the business risks of your software releases—transforming testing from a roadblock to a catalyst 
for innovation. The result is accelerated software delivery speed, improved cost efficiency, and reduced business risk. 
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