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Changes to Federal Rules of Evidence

December 1, 2017 change to FRE 803(16)

• Rule 803. Exceptions to the Rule Against Hearsay. The following are not
excluded by the rule against hearsay, regardless of whether the declarant is
available as a witness:

• (16) Statements in Ancient Documents. A statement in a document that
was prepared before January 1, 1998, and whose authenticity is established.
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Changes to Federal Rules of Evidence

December 1, 2017 amendments — FRE 902(13) and (14)
Rule 902.  Evidence That Is Self-Authenticating

The following items of evidence are self-authenticating; they require no extrinsic evidence of
authenticity in order to be admitted:

(13) Certified Records Generated by an Electronic Process or System. A record generated by an
electronic process or system that produces an accurate result, as shown by a certification of a
qualified person that complies with the certification requirements of Rule 902(11) or (12). The
proponent must also meet the notice requirements of Rule 902(11).

(14) Certified Data Copied from an Electronic Device, Storage Medium, or File. Data copied from
an electronic device, storage medium, or file, if authenticated by a process of digital identification, as
shown by a certification of a qualified person that complies with the certification requirements of Rule
902(11) or (12). The proponent must also meet the notice requirements of Rule 902(11).
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Changes to Federal Rules of Evidence
FRE 902(11) and (12)

Rule 902. Evidence That Is Self-Authenticating

The following items of evidence are self-authenticating; they require no extrinsic evidence
of authenticity in order to be admitted:

. . . .

(11) Certified Domestic Records of a Regularly Conducted Activity. The original or a copy
of a domestic record that meets the requirements of Rule 803(6)(A)–(C), as shown by a
certification of the custodian or another qualified person that complies with a federal statute or
a rule prescribed by the Supreme Court.

(12) Certified Foreign Records of a Regularly Conducted Activity. In a civil case, the
original or a copy of a foreign record that meets the requirements of Rule 902(11), modified as
follows: the certification, rather than complying with a federal statute or Supreme Court rule,
must be signed in a manner that, if falsely made, would subject the maker to a criminal penalty
in the country where the certification is signed.
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Changes to Federal Rules of Evidence
Rule 803. Exceptions to the Rule Against Hearsay 

The following are not excluded by the rule against hearsay, regardless of whether the declarant
is available as a witness:

(6) Records of a Regularly Conducted Activity. A record of an act, event, condition,
opinion, or diagnosis if:

(A) the record was made at or near the time by — or from information
transmitted by — someone with knowledge;

(B) the record was kept in the course of a regularly conducted activity of a
business, organization, occupation, or calling, whether or not for profit;

(C) making the record was a regular practice of that activity;
(D) all these conditions are shown by the testimony of the custodian or another

qualified witness, or by a certification that complies with Rule 902(11) or (12)
or with a statute permitting certification; and

(E) neither the source of information nor the method or circumstances of
preparation indicate a lack of trustworthiness.
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Authentication of Digital Evidence

• Before December 1, 2017 – FRE 902(11) (including 803(6) and 902(12))

• After December 1, 2017 FRE 902(13) and (14)

• Purpose of new subsections

• What will change — current practice

• What will not change

11



Logistics for Authenticating Evidence 
— 902(13) and (14)
• Contents of 902(13) and (14) certification:

• Affiant — background/experience

• Certifying to either process (13) or data (14)

• Tools/software used

• Steps taken for process or data

• Opinion
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Logistics for Authenticating Evidence 
— 902(13) and (14) 

• Role of “hash values” in 902(14) certification

• Selection of affiant? Pros and Cons

• Role of FRE 702

• Timing — when do you start considering, creating, and offering certification?

• Any overlap in provisions – copy data (14) that was generated by process
(13)

• Problems to avoid
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Authentication of Digital Evidence

How does the 902(13) and (14) certification proceed in court?

• Starts with — FRE 104(a) and (b):

• Rule 104. Preliminary Questions

(a) In General. The court must decide any preliminary question about whether
a witness is qualified, a privilege exists, or evidence is admissible. In so
deciding, the court is not bound by evidence rules, except those on
privilege.

(b) Relevance That Depends on a Fact. When the relevance of evidence
depends on whether a fact exists, proof must be introduced sufficient to
support a finding that the fact does exist. The court may admit the
proposed evidence on the condition that the proof be introduced later.
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Logistics for Authenticating Evidence 
— 902(13) and (14)
1. Proving that a USB device was connected to a computer: In a civil or

criminal case, a disputed issue is whether Jane used her computer to access

files stored on a USB thumb drive owned by a co-worker. Jane’s computer uses

the Windows operating system, which automatically records information about

every USB device connected to her computer in a database known as the

“Windows registry.” The Windows registry database is maintained on the

computer by the Windows operating system in order to facilitate the computer’s

operations. Bill, a forensic technician, located in Cleveland, Ohio, has provided

a printout from the Windows registry that indicates that a USB thumb drive,

identified by manufacturer, model, and serial number, was last connected to

Jane’s computer at a specific date and time.
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Logistics for Authenticating Evidence 
— 902(13) and (14)
2. Proving that a person was or was not near the scene of an event: Robert is

a defendant in a civil (or criminal) action alleging that he was the driver in a hit-

and-run collision with a U.S. Postal Service mail carrier in Atlanta at 2:15 p.m. on

March 6, 2015. Robert owns an iPhone, which has software that records

machine-generated dates, times, and GPS coordinates of each picture he takes

with his iPhone. Robert’s iPhone contains two pictures of his home in an Atlanta

suburb at about 1 p.m. on March 6th. He wants to introduce into evidence the

photos together with the metadata, including the date, time, and GPS

coordinates, recovered forensically from his iPhone to corroborate his alibi that

he was at home several miles from the scene at the time of the collision.
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Logistics for Authenticating Evidence 
— 902(13) and (14)
3. Proving association and activity between alleged co-conspirators: Nicholas is

charged with conspiracy to commit a robbery of Eagles National Bank that

occurred in Philadelphia on January 30, 2015. Two robbers drove away in a silver

and red Ford Taurus. The alleged co-conspirator, David, was arrested on an

outstanding warrant on February 1, 2015, and in his pocket was his Samsung

Galaxy phone. The Samsung phone’s software automatically maintains a log of text

messages that includes the text content, date, time, and number of the other phone

involved. Pursuant to a warrant, forensic technicians examined David’s phone and

located four text messages to Nicholas’ phone from January 29th: “Meet my house

@9”; “Is Taurus the Bull out of shop?”; “Sheri says you have some blow”; and “see

ya tomorrow.” In the separate trial of Nicholas, the government wants to offer the

four text messages to prove the conspiracy.
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