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Cybersecurity Sessions at The Digital MedTech Conference 
Tuesday, April 24, 2018 
8:45 am – 8:50 am  Welcoming Remarks 
Robertson Auditorium Zach Rothstein, Esq., Associate Vice President, Technology & Regulatory 

Affairs, AdvaMed 
 
8:50 am – 9:15 am  FDA update 
Robertson Auditorium FDA will share their insights on current cybersecurity activities shaping 

DC’s political and policy landscape. 
 

Seth Carmody, Senior Program Manager for Medical Device Security, 
FDA 
 

9:15 am – 10:15 am  Safety, Security and the Many Faces of Risk  
Robertson Auditorium As technology evolves and the consumerization of health care takes 

hold, the understanding of risk related to safety and security that we as 
a society have held is fundamentally changing.  
In the face of this changing landscape, panelists will identify and discuss 
issues faced across the health care value chain and will include some 
unique perspectives from providers, group purchasing organizations, 
patients, insurers, product liability, manufacturers and software 
developers. 
 
Moderator: Anura Fernando, MS, Principal Engineer, Underwriters 
Laboratories Inc. 
Ken Hoyme, Director, Product Engineering Systems Security, Boston 
Scientific 
Akilah Kamaria, Founder/CEO, Bradan Inc./The SoCal ISAO 
Chris Keegan, Senior Managing Director, Beecher Carlson 
Rob Suarez, Director of Product Security, Becton, Dickinson and 
Company 



 As of April 20, 2018  

Scott Thiel, MT (ASCP), MBA, RAC, Director, Life Sciences, Disputes, 
Regulatory, Compliance & Investigations, Navigant 

 
10:15 am – 10:30 am  Networking Break 
Lobby 
 
10:30 am – 11:00 am  Legislative Update 
Robertson Auditorium  Stay in the know regarding the latest developments from Capitol Hill. 

Congressional leaders are considering numerous pieces of legislation, 
ranging from innocuous to harmful, that will shape the cybersecurity 
landscape for years to come. Join us to discuss the challenges and 
opportunities facing the industry given these critical policy decisions. 
Additionally, Elizabeth will provide incisive analysis on timely issues 
including coordinated disclosure, SBOMs and more. 

 
Elizabeth Pika Sharp, Senior Vice President and Managing Director, 
Federal Affairs, AdvaMed 

 
11:00 am – 11:30 am Cybersecurity for the Medical Technology C-Suite: A Primer  
Robertson Auditorium  Preparedness and Breach Response  

Headline-grabbing health data breaches and ransomware attacks have 
medtech executives increasingly focused on privacy and 
cybersecurity.  In this session we will discuss where executives should be 
focused as well as practical strategies for preparing for and responding 
to cyber-attacks and data breaches in light of the evolving threat 
landscape.   

  
Marcy Wilder, Partner, Hogan Lovells  

 
11:30 am – 12:30 pm   Networking Lunch 
Fisher 
 
12:30 pm – 1:00 pm  Bridging the Gap Between Hospitals and Manufacturers  
Robertson Auditorium Medical device manufacturers and hospital are working feverishly to 

ensure that medical equipment is operating at peak performance and 
resistant to cyber intrusions. Working together and collaborating to gain 
increased insight and understanding can benefit both parties and 
patients alike. We’ll explore the current cybersecurity struggles affecting 
each side and discuss how they can work together to tackle the 
problems. 

  
Stephanie Domas, Vice President of Research, MedSec 

 
1:00 pm – 2:00 pm Medical Device Security: A Partnership Between Product Security and  
Robertson Auditorium Quality 
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Medical device manufacturers are faced with the challenge of 
operationalizing against the requirements in the FDA’s pre and post 
market medical device security guidance, as well as aligning with 
industry leading practices. To address risks throughout the device 
lifecycle, manufacturers must be able to define and implement 
processes for security risk management, security event handling, 
external communications, security education and training, and program 
monitoring. In order to consistently operationalize these processes 
across the organization, manufacturers must document and formalize 
their medical device security processes via policies and procedures. 
This panel will discuss how Product Security and Quality personnel can 
work together to address both safety and security risk management. By 
attending this session, attendees should learn: 

 How to integrate their Medical Device Security Program into their 
QMS; 

 What the governance structure can look like to drive accountability 
for the acceptance and rollout of the policies and procedures; 

 What is the risk of not having a consolidated document hierarchy 
and consistent documentation of medical device cybersecurity 
processes; 

 What the components to effectively implement a medical device 
security document hierarchy and what the dependencies are; and 

 Leading practices for integrating medical security processes with the 
organization’s QMS and the ongoing role of Quality in securing 
connected medical devices. 

 
Moderator: Nick Sikorski, CISSP, CSSLP, Manager, Deloitte Risk and 
Financial Advisory 

    Dave Deaven, Chief Engineer, Quality, GE Healthcare 
Michelle Jump, Director, Regulatory Affairs Cybersecurity, Carestream 
Health Inc. 
Michael McNeil, Global Product Security & Services Officer, Philips 

 
 


