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GenAl Hits Reality

Hype Cycle for Artificial Intelligence, 2024
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Plateau will bereached: O <2yrs. O 2-5yrs. @ 5-10yrs. © >10yrs. ® Obsolete before plateau
Source: Hype Cycle for Atrtificial Intelligence, 2024, ID G00809438
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GenAl Hits Reality, Responsible Al Not Yet!

Hype Cycle for Artificial Intelligence, 2024

Responsible Al
Generative Al
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The What
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The Al Tech Stack Is Evolving

Al Tech/Data Stack

(Pre-2023)
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The Al Tech Stack Is Evolving

Al Tech/Data Stack
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Decentralized

Al Technology Sandwich

Data Everywhere and Every Kind
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Responsible Al Is Evolving
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Potential for Al misuse is high 3
because people and organizations g
are exposed to Al first time ever. G
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Al Technology Sandwich
Data Everywhere and Every Kind
Central Al Committee

Communities of Practice
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Trust, Risk, Security Oversight Team

Trust, Risk and Security Mgmt.

Data Centralized
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87%
of CEOs state that the benefits of Al
to their businesses outweigh the risks.

but...

Al failures and risks are often unusual,
unexpected and not well understood.
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Al Is Fast-Paced:

Be ready for new (and unexpected)
challenges. Define a means to put together
swat teams to meet and resolve

these challenges.

Gartner
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The Why
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GenAl Value Comes at a Cost

User Production Risk
Trust Operations Management

Al Value

Gartner, Inc. and/or its affiliates. All rights reserved. G a rtn e r®



Trust — both its presence and absence — Iin
GenAl outcomes is the main barrier to Al adoption

"What is the tallest mountain in the world?"
"The tallest mountain in the world is Mount Everest, located in Antarctica.”

“Is coffee bad for you?”
“Yes, coffee is widely recognized as harmful to health.”

"Is it coffee good for you?"
“Coffee is good for you and has no negative health effects.”
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Top GenAl Usage Risks

A Legal Risk

Cg Ethical Risk

Behavioral Risks

Transparency Risks
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BIAS Negates GenAl Value

_ ~ Transparency
Explainability

Fairness

Al Bias

r its affiliates. All rights reserved. G a rtn e r®



Proactively ldentify Bias in Data, Techniques and
People and Develop Guidelines to Address It

Unintentional Bias Intentional Bias

Good Bias

Oversight Better Business Focus

Bad Bias
Poisoned Data

Stereotype

Bad Bias
Hacked Models

Prejudice
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Every Use Case Requires Accountability

Compliance Controls Ethics

Accountability

Gartner



The 5 Most Common Ethics Guidelines

Q

Human-centric Explainable
and Socially and
Beneficial Transparent

D &

Secure and Accountable
Safe
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Responsible Al = Asking Questions + Resolving Them

Your question here

Does “fair” mean treating all people the
same way or different?

How human-centric is IQI Does the model do what it
autonomous Al?  \E I sl \vas intended to do?

Beneficial Transparent

D &

When does monitoring for unintended Who is accountable for blended

: . Secure and Accountable A
conseguences become too invasive? Safe Al — your organization or a
vendor?
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Be proactive to detect any inherited
risks in both people and Al.

Ask and resolve questions to address
possible business, social, customer or
employee Issues that may arise in each
GenAl use case.

Gartner



The How
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Proactively design

and execute a
Who won the World Cup in 20187

The World Cup in 2018 was won by the United States.
program.

Who won the World Cup soccer in 20187
The World Cup in 2018 was won by France national football
team.

Gartner




Persona Groups and Required Al Literacy Skills Levels
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Create an Al Literacy Roadmap to Drive Responsible and Productive Al



https://www.gartner.com/document-reader/document/5809615

Differentiate responsible Al efforts by
defining levels of use-case criticality

Focus Responsible Al
on your current
portfolio of use cases,

don’t boil the ocean. Prohibited

Gartner




Identify Dimensions of Responsible Al for
Each Use Case

26

Responsible Al Requires Trade-offs and Governance Controls
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Society
Safety vs. freedom
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Workplace
Trust vs. control

e

Organization
Value vs. risk

Customer/Citizen
Privacy vs. convenience
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How Should We Think About GenAl Controls?

Balance Risk With GenAl Literacy
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ﬁ ;::usEkenstamQ @LinusEkenstam - Nov 8 ca“ do it as an
’ individual?

As an employee?

As a social worker?

Ask ChatGPT “based on what you know
about me. draw a picture of what you
think my current life looks like”

Source: https://x.com/LinusEkenstam/status/1854996067852460170

Q 49 119 Q 506 il 200K 3 [ ¥

RESTRICTED DISTRIBUTION Ga rtner(@

28 ©2024 Gartner, Inc. and/or its affiliates. All rights reserved.


https://x.com/LinusEkenstam/status/1854996067852460170

How Should We Think About GenAl Controls?

Balance Risk With GenAl Literacy
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Organizational Dimension: GenAl controls and tradeoffs
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How Should We Think About GenAl Controls?

Balance Risk With GenAl Literacy
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Organizational Dimension: GenAl controls and tradeoffs
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How Should We Think About GenAl Controls?

Balance Risk With GenAl Literacy
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Organizational Dimension: GenAl controls and tradeoffs
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How Should We Think About GenAl Controls?

Balance Risk With GenAl Literacy
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Organizational Dimension: GenAl controls and tradeoffs

RESTRICTED DISTRIBUTION G a rtner
32 ©2024 Gartner, Inc. and/or its affiliates. All rights reserved. ®



Involve Diverse

Stakeholders to

Debate Alternatives
and Make Tradeoffs

(v) D&A

() Applications
@ Legal

@ Security

@ Compliance

(v) Risk

() Procurement

@ Customer service

) HR

Gartner



Organizations for
Responsible Al
Vary.
Choose what works
for you.

Al Ethics
Board

Al Empathy
Lab

Compliance

Al
Governance
Working

group

Al Center of
Excellence

Al Governance
Council
Responsible
Al Office

Al Risk
Management

Al Model
Validators

Tech Review
Committee
for Al

Gartner




By 2027,

the productivity value
of Al will be recognized
as a primary economic
indicator of

national power.

Al is part of national strategies.

* Calling for responsible Al.
* Encouraging Al act to boost economy.

Source: Gartner’s Top Strateqgic Predictions for 2024 and Beyond — Living With the Year Everything Changed
Source: GenAl
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https://www.gartner.com/document/4964231

GenAl is not just a technology,
it’s a leadership responsibility.
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Recommendations

©

Focus on your GenAl portfolio, don’t boil the ocean. Manage each portfolio
use case across business, social, customer or employee dimensions of
responsible Al.

© Define levels of use-case criticality to focus GenAl governance and

responsible Al on what matters the most.

Proactively design and execute a GenAl literacy program. Balance risk
with GenAl literacy via differentiated controls.

© Involve in responsible Al diverse stakeholders who can ask and resolve

©
©

38 © 2024 Gartner

guestions to address GenAl issues. Pace responsible Al with GenAl
speed.

Establish a role of an Al Model Validator. This role is fundamental for
building trust and ensuring responsible Al.

Be curious, responsible and enjoy the journey!
nc. and/or its affiliates. All rights reserved. Gartner is a registered trademark of Gartner, Inc. and its affiliates. Ga rtner®
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Get Al Ready —
What IT Leaders
Need to Know and
Do

Ready your enterprise to capture Al
opportunities and bolster your cybersecurity,
data and Al policies and principles.

Gartner
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Gartner.

IT
SYMPOSIUM | Xpo.

8 - 10 September 2025 | Gold Coast, Australia

In an era of continual disruption, the role
of ClO is evolving rapidly. CIOs must amplify
their impact to lead IT beyond the function, partnering

with C-suite peers to accelerate digital business models,

enable the future of work and drive business growth.
Join us at Gartner IT Symposium/Xpo™ to discover
world-class insights to help you drive your mission-
critical priorities.

Learn more: gartner.com/conf/cio

#GartnerSYM
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Discover tools and techniques to
enhance your IT and business strategies.

Examine the opportunities and risks in adopting

emerging and innovative technologies.

Challenge how you think about leadership
and discover new approaches to lead.
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Gartner for IT on
social media

Want to stay in-the-know? Connect

Insight that drives

with us on LinkedIn and Twitter to smarter decisions

Gartner

receive the latest Gartner IT insights
and updates across research, events Gartnerform
and more. It’s all curated specifically

for IT leaders and decision-makers.

Home About Posts

About

F O | I OW u S O n Gartner for IT is the place to discuss key topics, including data and analytics, artificial intelligence,
machine learning, culture, customer experience, cybersecurity and more. Gartner enables IT leaders and
their teams with actionable, objective insight, expert guidance and practical tools to enable f ... see

more

Looking for insights delivered to
your inbox?
Subscribe to our bi-weekly newsletter
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Become a Client

Clients receive 24/7 access to proven management
and technology research, expert advice,
benchmarks, diagnostics and more.

Fill out the form to connect with a representative
and learn more.

Learn More

Or give us a call: +441784614280 | +1 855 637 0291
8am.—-7p.m.ET
8a.m.-5p.m. GMT
Monday through Friday
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Get more Gartner insights

Download the research slides

at gartner.com/webinars

Rate this session

D View upcoming and on-demand Gartner webinars
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Rate this session

Rate Session

RATE THISSESSION (1-5) QPOOOV
LEAVE FURTHER FEEDBACK

| loved the speaker’s insight on this
topic!

Cancel
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Ask the speaker

Gartner
Webinars

Gartner equips leaders like you with
indispensable insights, advice, and
tools to help you achieve your mission
crtcal priorities

» LIVE 00:32:32 / 01:00:00

This session allows the audience to clap in real time.

e co000 |

« LIVE Tue Nov 15, 11:00 AM - 12:00 PM EST (1 Hour)

The Future of Cloud in 2027: From Technology to Business
Innovation
As cloud computing evolves from technology enabler to business disruptor, IT leaders must ensure they
understand their organization’s business strategy. Only then can they seek opportunities to leverage new and
emerging cloud capabilities to accelerate that strategy. This free webinar reveals Gartner’s top predictions for
where cloud computing will be by 2027, and explores how these predictions will shape your cloud value
proposition.

« Explore what cloud computing will look like in 2027

« Discover how multi-cloud and cloud native can affect organizations’ cloud efforts

= Ensure a successful cloud journey for your organization

Return to this web page to watch this webinar. Contact us at gartnerwebinars@gartner.com with questions
about viewing this webinar.
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