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Open banking is coming.  

Regulations and initiatives around the world  
mean new data sets to be analyzed.  

As big data tools become more prevalent and data 
more available, it’s more important than ever to 

build privacy and security into the core of your data 
driven business.  

It’s the right thing to do and it’s good business.



A global trend in  
financial services  

(PSD2 is eating the world)



PSD2 Is Eating The World

Many markets use it as a template for regulation 

• All markets are different 

• Technological environments, Regulatory frameworks, 

Consumers, and FI capabilities and strategy 

• All this contributes to the outcome of the regulations and 

how PSD2-like regulation is eventually rolled out



The only through-line  
is Open Data



Open Data = Opportunity

Opportunities For financial institutions & fintech companies: 

• Deeper insight into customer needs 

• Higher Speed to market and faster uptake 

• Servicing the Long tail via Individualized product offerings 

• Giving people what they actually want = higher CVR 

• Efficient offerings means = fewer offers necessary 

• Vast new market of small targets becomes reachable



Open != Accessible 
 

The Cost Of Open Data 
and Creating Value



Create real value

Consumers are in the driver’s seat 

• You need to deliver differentiated value for them to choose to 

share 

• Consumers control access and expect their data to be 

handled with respect 

You need to do the right thing.



Security, Privacy, 
Transparency  

(Trust)



Cost of not doing the right thing

Data breaches bring: 

• Bad publicity 

• Fines and lost business 

• Can kill a brand 

• Can damage entire verticals 

So security is important, but security alone is not sufficient



Privacy Matters
Don’t be creepy 
• Ad targeting not bound by time or context 

• How do they know that? Give consumers the answer. 

Uber will have 3rd party audits for the next 20 years 
• Misrepresenting the data being collected about their users 

• Over representing their security & privacy practices 

Let’s learn from their mistake



Our Recommendations 
(You may recognize a few)



Recommendation #1

Nonconsensual data sales  

Just…don’t. 

Moneytree believes the industry would be wise to avoid 
selling customer data.  

At the very least, those selling data should be upfront and 
inform customers exactly to whom their data has been sold 
and for what purpose. 



Recommendation #2

Communicating in plain language 

Customers are much more likely to share their data if they 
understand how it is used and protected.  

For this to occur, privacy policies should be written in plain 
and easy to understand language, without legalese, and be 
packaged in a succinct and easily digestible format, not as 
reams of impenetrable text.



Recommendation #3

Explicit Opt-In 

Give customers increased control over their how their data is 
managed. 

Ask them for explicit permission, tell them what you will 
share and with whom. 

This is pretty easy, OAuth does this very well and that is how 
we do it in Moneytree LINK



Recommendation #4

Unified Opt-Out 

Where consent is given for data to be used for marketing 
purposes, it is common to receive approaches from a broad 
array of "partners".   

The ability to opt out via the service where the customer first 
shared their data is a must. Requiring a separate opt-out for 
each separate "partner" is poor customer service, to say the 
least.
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