
How to Spot
Email Scams
This guide will give you the confidence to spot email scams with ease and

make sure you don't become a victim.



Introduction
75 percent of organizations around the world
experienced some kind of phishing attack in 2020.
A cyberattack is attempted every 39 seconds.
94 percent of malware is delivered by email
 The most frequent targets of phishing attacks in 2020
were online store users

Email is a fantastic commination tool. Most of us probably use it
every single day. However, we are all in such a rush these days that
sometimes we miss the minor details. We can easily find ourselves a
victim of email scams and fraud from not using our emails properly.

Key Areas
In this guide we will ensure that:

You know what an email scam is
Why email scams exist
10 ways to spot an email scam
and more ...

This comprehensive guide will give you confidence when opening
and replying to your emails. You will be able to spot a scam email a
mile off and your life will benefit as a result.

I hope you find this guide informative and helpful.

Sincerely,

Olly
Olly Kemp - Director OJE Technology



What is an Email Scam?

E-Mail scams and e-mail fraud, are an intentional deception on the
part of the attacker to mislead the recipient - YOU!

They do this for their own personal gain, gratification or to inflict
damage through the use of e-mail technology. E-mail fraud often
takes the form of a con or game, in order to try and scam people
often out of money or to blackmail them for information. Often it
involves misleading people into accessing a malicious website via an
innocent looking link.

E-mail fraud is common because e-mail use is so common. The
increase in e-commerce has seen the increase in what's known as
phishing attacks, CEO fraud, whaling, spoofing and more!

You're about to learn more about these types of e-mail scams so that
you don't get caught out!



Why Might I Get Scammed?

There are a number of reasons your e-mail account might get
scammed. Here's just some of them:

You post to a newsgroup / forum online
You sign up for internet services needing an e-mail address from
you
You give our you e-mail on your website or company website
You provide your e-mail to an online retailer
You use your e-mail on social media services like Twitter, Facebook
and Instagram
You have been hacked / spoofed before
You participate in ‘chain-mail’ e.g. jokes and add your e-mail to the
lists
Your e-mail has been hacked and you've been compromised 



Types of Email Scams

There are a number of different types of E-Mail scams. You might
have heard of some of them in the news or media but never quite
fully understand what they are:

Business Email Compromise includes CEO Fraud, Bogus Invoice
Schemes and Account Compromise scams
Domain Name Impersonation
Freemail Impersonation
Spear-phishing
Email Spam
Phishing
Spoofing
Bogus Email Offers

We're going to go through a few of these, with real-world examples
so that you know what to look out for in your inbox.



Business E-Mail Comprimise

Business E-Mail Compromise (BEC) attacks are a form of cyber
crime. It is the use of business e-mail to attack a commercial or not
for profit organisation. They are a targeted attack that trick people
into sending money and sensitive corporate or personal information.
They look like they have been sent from someone high up in the
organisation such as the CEO, Managing Director or sometimes the
Chief Financial Officer (CFO). 

The idea is that they try and trick the victim into thinking they are
actually receiving an e-mail from the real person that's high up in the
business. Because it looks like the e-mail has come from them, they
think they must follow out the instructions outlined in the email. Such
scams often reference the importance in the transfer of money for
payment. The attackers take their time in planning these attacks,
researching the chain of command at a company to learn how they
operate to trick employees as best they can. 

The 3 most common types of BEC attacks are known as:

CEO Fraud
The Bogus Invoice Scheme
Account Compromise

Business E-Mail Compromise attacks are on the rise. We'll now
learn more about each one.



CEO Fraud
The most dangerous form of e-mail scam that can affect a business is
what's known as CEO fraud. Essentially, a scam which looks like it's
been sent from your bosses e-mail, but has actually come from a
scammer. 

The reason why this is the most dangerous form of scam, is because it
can look so real. When we're stressed or reply to e-mail quickly, we
often miss the tell-tale signs. CEO Fraud is a type of spear-phishing
email attack in which the attacker impersonates your boss, be it a
CEO or MD. The attacker will aim to:

trick you into transferring money to a bank account owned by the
attacker
send confidential HR information
reveal other sensitive information
the e-mail will often describe a very urgent situation to minimize
scrutiny and scepticism

There are two common ways in which a CEO fraud email is launched.
The first is name spoofing, in which the attacker uses the name of
your CEO but a different email address. Sometimes (but not always)
the email address the attacker uses is similar to the company's
domain with a few different letters. With name spoofing, the attacker
is hoping that the recipient will not notice the incorrect sender
address, and will rush to respond. 

Many email clients, especially mobile email clients, do not display
the sender address by default, which can make it hard to spot this
attack. 

The second form is name and email spoofing, where the attacker
uses both the CEO’s name and their correct e-mail address. In this
form of the attack, the attacker will likely use a different reply-to
address that is different than the sender address. This means your
response and further correspondence go straight to the attacker.

Let's look into this in more detail...



CEO Fraud: Display Name
Impersonation
This involves attackers setting deceptive display names on email
accounts in order to mislead recipients. The display name is not part
of the e-mail address itself but is a name affiliated with the account
that usually appears before the e-mail in the inbox.

In the example you can see the name Thomas Edison. If you double
clicked his name in an email and his e-mail was something like
tesmith@outlook.com or tedison@science.com - something just
doesn't add up. 

This works well on mobile devices when all you see is the name of the
person sending it.

mailto:tesmith@outlook.com
mailto:tedison@science.com


CEO Fraud: Domain Name
Impersonation

This is similar to the display name impersonation we just covered.

This one can be slightly trickier to spot. 

For example, it might be an email from Tim Cook at Apple. His
normal e-mail would likely be from a genuine Apple domain such as 

tim.cook@apple.com

however, if you got one from 

tim.cook@apple.net

then this is an example of domain name impersonation by a fraudster.

The domain name of the email, the bit after the @ sign is not right
and is an impersonation of someone at a company with a similar
name (in most instances).

mailto:tim.cook@apple.com
mailto:tim.cook@apple.net


CEO Fraud: Freemail
Impersonation

Freemail impersonation is when someone uses a free email account
to replicate a legitimate looking email address. In this example
thomas.edison@gmail.com - or using the Tim Cook analogy from
Apple, tim.cook@gmail.com

Anyone from a legitimate company is not going to send you
important business information from an email like this. Especially a
large company. Small companies maybe, but that's now less common
and is seen as unprofessional.

mailto:thomas.edison@gmail.com
mailto:tim.cook@gmail.com


Bogus Invoice Scheme

The Bogus Invoice Scheme involves an attacker impersonating a
company's supplier and requesting funds or transfers to the attacker's
bank account in payment of services which have been completed or
for payment for invoices overdue.

The attacker committing the CEO Fraud will pose as one of the
organisations senior executives and send an email to the finance
department requesting that money be transferred to an account they
control - often immediately.



Account Compromised
Scam
This type of scam can make the victim's heart beat flutter. They look
like legitimate account cancellation emails, but they're completely
fake. They often take the form of a reactivation email stating that you
must click a particular link nor or risk losing your account access
indefinitely.

They often make them look like they have come from:

Facebook
Twitter
Onedrive
Paypal
Instagram
Amazon
Apple

They are scams, but are easy to fall for unless you take the time to
stop, think and assess. Here's an example PayPal scam below:



CEO Fraud Summary

Whilst this form of email scam is known as CEO fraud, the victim
doesn't necessary need to be a CEO. It could be a friend of yours who
is being impersonated, or even a family member. The techniques
outlined in this section are common techniques used by email
fraudsters and the principles for spotting this kind of email fraud are
the same for no matter who is emailing you.

Always check the display name and the domain name of the recipient
carefully and make sure they are who they say they are before acting
on the information in the email.



More Types of Email Scams
SPAM: (spamming), is also referred to as junk email. It is the
unsolicited messages sent in bulk by email and is illegal in many
countries. They are usually commercial in nature, but they also
include chain e-mail such as "Forward this to 100 people and your
wish will come true today!" Yeah right! In doing so you are
participating.

Spam comes either from the attacker themselves, or from spammers
who are selling products and trying to commit fraud as a result. This
might be from a computer infected with malware, virus or worm
which is spuriously sending spam non-stop.

PHISHING: Pronounced 'fishing', is a scam intended to trick you into
entering personal information like usernames or passwords. The
easiest way to identify a phishing email is to check the from address
and verify that it is real. This can be difficult when the domain is
similar to the genuine one (as seen in the CEO fraud section).

Phishing e-mails try to scare or tempt you into submitting your details
such as credit cards, personal information or by clicking spurious links
which take you to copy-cat websites which capture further
information from you.

You may think these are easy to spot, but they catch out the best of
us!

BOGUS EMAIL OFFERS: You receive an e-mail and the offer just
seems incredible. Just so good .... yep, but too good to be true.

These types of scams play on our emotions, and you see an increase
of them around Black Friday deals and other times of the year when
offers are on. Don't be seduced. Take a breath and go through the
steps we talk about later on this guide, checking for the legitimacy of
the e-mail and sender.



More Types of Email Scams

SPOOFING: involves forging the e-mail headers so that the email
looks like it has come from the original person. They look completely
legitimate and is a method whereby the attacker tricks someone into
genuinely thinking they have received an email from the real person.

It's a common technique and is mostly used in tricking someone to
click onto a malicious website or file.

With spoofing, both the sender name and the sender e-mail address
will appear as legitimate, so no obvious spelling mistakes or domain
name issue. It looks, smells and tastes just like the real thing! The
best of them even copy the email signature of the victim and make it
look completely identical to the untrained eye.

We'll cover more on this later.

A FRIEND IN NEED: Most of us will get an email each day from a
friend or family. We probably never think twice that the e-mail could
be a fraud. If your friend's account has been hacked or worse,
spoofed, it might seem that any cry for help is completely legitimate.
But when they're asking for $1267 to be let go from a US penitentiary
you should take note and let them know that their e-mail account has
been phished, spoofed or even hacked.

Before you do anything, stop and think, does this e-mail seem a little
too out of character and out the blue? Do the facts add up? Are they
asking you to click any suspicious looking links?



Real World Examples

HMRC Phishing Scam
These phishing attacks often present themselves as tax rebate emails.
They try to extract personal information out of people by posing as
HMRC. Other forms of this scam include:

Creating a gateway account
Social media scam offering a rebate
Bogus call scams and numbers
Request to complete an NRL1 form
Recorded telephone calls threatening legal action



Real World Examples

Bank Scam

These scams tap into our insecurity around finance. They can try to
make it look like the matter is important and try and force us to click
links or threaten us with consequences of inaction if we don't
complete their demands.



Real World Examples

Lookalike Websites
These work as a double bluff. You receive an authoritative looking
email and you click the link they provided. The website you landed
on looks just like it should, all professional and in line with the
branding of the fake email you just clicked the link on. These can look
very effective and very real which plays right in to the attackers
hands.

These are most effective on sites like PayPal or Apple where we might
use them everyday that have a direct impact on our lives or business.



Real World Examples

'Nigerian' Scams

The official name of these scams are 'advanced fee frauds' but it
became known as the Nigerian fraud years ago because Nigerian
fraudsters attempted them more than any other country. The bad
grammar, the amusing sentences are easy to spot but they're an
intentional ploy. The scam will send out hundreds if thousands a day
and most will be blocked by email firewall and filters, but their goal is
not to attack you and I. It's to attack the susceptible user and the
more vulnerable user. They're just casting the net.

Greetings of the day..... you know, that one....



Real World Examples

PayPal Scam

Because so many people use PayPal they have also fallen victim to
spoofing emails and phishing attacks. Very often asking users to click
fake links to copycat websites getting them to login to a site which is
not legitimate. These techniques are very effective, especially for
those who use PayPal a lot such as for Ebay or businesses who buy
software products online.



Real World Examples

Deactivation Scam

This makes people think their account is going to be closed down or
deleted unless they take action. It makes you think you either need to
login and reactivate or it will be the end. If you use social media a lot
and are suddenly told your account will close and you have
thousands of followers you can imagine how effective this technique
is on people.



10 Ways to Spot Email
Scams with Ease

This section is going to let you know what to look out for so that you
don't get caught out by any of the e-mail scams you've seen so far. It
will hopefully ensure you look at any e-mail you receive in a different
and more informed manner. This will not only improve your
productivity, but your safety in handling e-mails as well.



1) Check the Name in the
Email Address 

It might sound obvious but the first thing to check is the name in the
e-mail address. This is the part before the @ sign in an e-mail.

If you're expecting an email from Tim Cook at Apple, double-check
the email looks like it's coming from Tim at the company he works for
in the first place. For example: 

tim.cook@apple.com 

If you can't see the e-mail address in the email (such as Outlook
which recently just started to show sender name), then double click
the name to see the full e-mail address behind the name. 

Don't be fooled though, this is just the first step...

Please Note: Tim Cook is sometimes used in e-mail scams and this
has been used just for illustrative purposes. Unless you work at Apple
you are highly unlikely to ever get a personal e-mail from Tim Cook
the Apple CEO.



2) Check the Gram mar

Re: Your Recent Ordur 

Tim Cook <tim.cook@apple.co> 
To: James.bond@mi6.com

Greetings of the day,

I um contacteng you abut your ordur which you place with me. Please
can yuu send me $67 imeedietly to make fast delivury. Sensations of
the day,

Tim - CEO ov Apple

Needless to say, this is not legitimate because the grammar is so
bad. It reflects the common approach of the often used Nigerian
scam. E-mails like this will often automatically go into your junk e-
mail. In case they end up in your inbox, do not reply, just move it
straight into junk.



3) Check But Don't Open
Attachments Immediately

If you have done the checks up to this point, you'll be starting to get
a feel for the legitimacy of the e-mail in front of you.

If the e-mail has any attachments such as images and documents
then know that they are there but don't open them right away.

If the attachment is a zip folder, php file and even an .exe file
tread with EXTREME caution. This is likely the big give away.

Unless you are expecting a collection of zipped files from someone
(who has probably already told you that they're going to be sending
them to you), then this is more than likely a spam e-mail at this point.

Very often these days large attachments are sent using services such
as We Transfer, Cloud App or Drop Box - but even these emails end
up sometimes being used in spam e-mails!

Proceed with extreme caution if you still think the e-mail is dodgy. By
now you will likely have made the decision that it is in fact a
malicious e-mail and deleted it or dropped it into spam. Or, you
realise the other checks were fine, and it's a legitimate email. You
could also give the sender a quick call just to check. After all, if their
e-mail has been compromised they might not even know about it and
may even appreciate the call!

If none of the previous checks to this point add up. Delete it. It's
better to be safe than sorry.



4) Check the 'Reply To'
Address

This can often be difficult to spot, but scam e-mails are usually sent
from a spoofed account. This means that whilst the e-mail you
receive looks like it's come from your boss, when you hit reply, it is
likely that the reply goes direct to the scammer. This is the reply to
address. So double click the name if the e-mail doesn't show, and if
you want to double check, press reply (but don't send the email)
and double check the e-mail address that you're writing back to.



5) Check the Email
Signature

E-Mail signatures can be cloned and copied, but the signature itself
can give away some tell-tale signs. For example, does it provide any
further information about the person who has contacted you? Is there
a website? A clear company name? A contact number?

Not all e-mail signatures have all the information, new chat services
continue online chats via email and often just have the support
representatives name and company name they represent. If they're
contacting you though, you will most likely have made contact first.

If the e-mail signature looks poorly put together, doesn't instil you
with confidence and provides dodgy looking links and is a company
which doesn't exist, then it's more than likely that it's a spam e-mail. 

Here's another classic spam e-mail, this time with a simple but clearly
ridiculous e-mail signature:



6) Check Before Clicking
Any Links

Just like with e-mail attachments, tread with caution with email links.
Often spoofing and phishing emails will look like this:

This e-mail is clearly not good. Normally the sender e-mail gives it
away and the e-mail itself is quite clearly all about the suspicious
looking link. But what makes the link look suspicious?

Notice:

1) No https:// it's http://most websites built to industry standard are
http://

2) The link is a link shortener - likely linking to a malicious site.

3)There is no conversational tone in the e-mail. This makes it more
suspicious.

4)There is no e-mail signature with contact number or any further
information about the sender.

5) The spacing of the e-mail is poor - literally like it's been generated
by a machine with the whole intent to send out spam e-mails and
catch people clicking the link.



7) Are You Asked Not to
Talk to Others?

Impostor emails often ask the recipient to keep the request
confidential or only communicate with the sender via email. So if you
feel threatened in an e-mail, or threatened to the point where you
must not speak to others that you work with about the e-mail because
of confidentiality reasons, then this is a red flag too! Always double
check before acting on any instructions!



8) Does the E-Mail Request
Follow Standard Channels?

Most companies will have accounting systems and payment
procedures in place. This will be how invoices get paid and how
payments are processed before leaving the company, not matter
how urgent the request may be.

When these channels are bypassed by an email directly from an
executive requesting, for example, that an urgent wire transfer be
completed ASAP, the recipient should be suspicious and should be
double checked before any action is taken!



9) How Do You Feel About
the Email?
How do you feel when reading the e-mail?

Do you feel rushed?
Do you feel under pressure from the sender?
Does something just feel a bit off?

Scammers know that the longer you think about something, the more
likely you are to notice issues with the e-mail. This is why they
pressure you into acting NOW! Criminals play to our weaknesses.
They know that most of us will drop everything when our boss e-mails
us. They know we daren't waste their time and check that what is
being asked they really mean. Hopefully, from taking this course, you
now realise it's sometimes better safe than sorry to check with
someone before carrying out an action in an e-mail if something
doesn't feel right. Here's an e-mail I received recently ... how do you
think I felt when I saw this e-mail? :

How upsetting ... I cried, I mean laughed for days. It's clearly a scam
and spam email all rolled into one. It has all the tell-tale signs.

Email scams like that are easy to see. The more experienced you get
the easier it gets. But even this one was about as bad as easy as they
get to spot especially now you know what to look out for!



10) Slow... Down...

Scammers will often time their campaigns around our busiest periods
of the day for a good reason - they want you to mess up! If a busy
manager is running quickly through their inbox replying to prospects,
leads and the finance department before they head off to another
meeting, they are less likely to pause and consider whether a
particular e-mail is suspicious.

Schedule time to handle your e-mails so you can give them the
attention they deserve.



Summary

The steps outlined in this guide are just the beginning in how to spot
email fraud. However, this will have hopefully given you a deeper
understanding of what to look out for, and provided you with that
little bit more confidence when opening up your email.

This guide has been provided by OJE Technology to assist our clients
and anyone who uses email to help protect them against phishing
and spam attacks that have been on the rise in recent years.

To find out more about OJE Technology or for further information,
please visit:

www.ojetech.com 

https://www.ojetech.com/

