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Preface: What You Will Learn

Government agencies across the country 
are pushing to move to powerful cloud 
productivity and data management solu-
tions, with familiar tools such as Microsoft 
Office 365, Azure, Exchange Online and 
SharePoint Online. 

Microsoft has continuously worked  
with the public sector for years to  
understand the unique security,  
compliance and governance needs of 
government organizations.

In this era of being forced to “do more 
with less,” switching to modern cloud 
solutions can ease IT budget burdens, 
improve IT efficiency, and improve end-
user productivity. 

The daunting task of data discovery, classi-
fication, clean-up and migration can pose 
an obstacle to agencies seeking to upgrade 
to the cloud. The good news is that even 
though this is no small feat, it can be a sur-
prisingly smooth and efficient process with 
the right preparation and support.

AvePoint’s Public Sector Cloud Migration 
Guide provides clear answers to the most 
commonly asked questions: 

• Should I explore a hybrid solution?
• How do I identify business  

requirements for my migration that 
balance security and compliance needs 
with usability?

• How can I best understand what’s  
possible for my migration with a RFI?

• How can I structure my RFP to  
accelerate time to deployment? 

• Should I do a pilot migration?
• How will custom solutions impact  

my migration goals?

Whether you’re a government  
executive, IT professional, or program 
manager this guide is for you. We’ll take 
you through what you need to know for 
your Microsoft cloud migration step by step, 
from identifying business requirements, to 
the RFP, to the migration itself, and beyond. 
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The Benefits of Working from the Cloud
 Government agencies—from the local to the federal level—have had their de-

sire to move to the cloud challenged for years by stringent regulations, tightening 
budgets and mission critical workloads.

Migrating to the cloud can be an odyssey; however, the cloud comes with a  
lot of perks that enable agencies to accomplish their mission more efficiently 
and effectively. 

Some of the biggest benefits include:

   Dialing up security. The cloud is well equipped when it comes to cyberse-
curity – it offers the latest and greatest in terms of data protection, with the 
added benefit of backing up and restoring data if the worst-case scenario 
occurs. With cybersecurity regulations in place, such as FedRAMP, gov-
ernment organizations can be confident that any data in approved cloud 
solutions will be safeguarded against cyber criminals. 

   Preventing shadow IT. Since the cloud enables better collaboration with 
colleagues and increases productivity on multiple devices, users are less 
likely to turn to consumer services or unapproved online tools that could put 
data and organizations at risk. 

   Faster access to innovation and improved citizen services. One of the 
biggest advantages of the cloud for public sector agencies is the ability to 
quickly spin up virtual machines to test and scale ideas, rather than face 
lengthy requests for new hardware or provisioning from on-premises servers. 
New services can be rolled out in days as opposed to months, or even years. 

   Increased agility. Since the challenges faced by healthcare.gov during its 
launch, government agencies have moved away from waterfall to agile 
development methodologies. These processes increase the agencies’ agility 
and are enabled by collaboration through the cloud. 

   Cost savings and data center consolidation. The on-demand pay for only 
what you use model of the cloud shifts capital costs to maintenance costs 
(CAPEX to OPEX), giving agencies greater flexibility with their IT budgets. The 
cloud also allows agencies to shed their physical datacenters and all the costs 
related to maintaining legacy infrastructures, which can result in millions of 
dollars in annual savings. The cloud is an essential tool that will allow federal 
agencies to hit their Federal Data Center Consolidation Initiative targets. 

   Data center consolidation. The cloud also allows agencies to shed their 
physical datacenters and all the costs related to maintaining legacy infra-
structures, which can result in millions of dollars in annual savings. The cloud 
is an essential tool that will allow federal agencies to hit their Federal Data 
Center Consolidation Initiative targets.

Chapter 1
Government 
Tech in the  
Age of Cloud 
Computing
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   Increasing connectivity and productivity from any-
where. Cloud tools empower staff in the field, such as 
warfighters, to access the data or services they need, 
when they need it. This means personnel can stay pro-
ductive when they are away from their desk.

Assemble Your Cross Department Team
 Before you take the first step in your migration journey, it 

is important to set expectations internally and understand 
the needs across the agency. That means making sure that all 
stakeholders across the organization, and especially security 
officers, are included in initial discussions.

For executive leadership at government agencies, it is im-
portant to ensure the solutions and features you are buying 
into will actually support end users in their mission, rather than 
provide a bunch of bells and whistles that don’t add real value.

For contract officers and procurement specialists, pro-
curement practices are evolving to better facilitate the only 
pay for what you use model of the cloud, so you need to 
understand what contract vehicles can help you access cloud 
solutions. Whether a vendor is UNGM, NATO, NETCOM or 
DADMS certified, you’ll need to understand the parameters of 
any technology procurement for your network. 

And when it comes to agency business analysts, consider 
how your mission is changing and what staff needs to stay 
productive and provide first-rate citizen services. 

While there are many similarities between the procurement 
processes of state and local governments, and federal gov-
ernment agencies, there are some different requisites de-
pending on specific organizations. 

Regardless of the level of government your organization falls 
under, all government agencies need to consider how to make 
the most of taxpayer money to enhance solutions and services.

Executive Leadership Contract Officer Agency Business Analyst

Ensure solutions and 
features that support 

end users

Understand what contract 
vehicles can help you 
access cloud solutions

Consider what 
staff needs to stay 

productive
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    Responsible for leading the U.S. in its 
foreign policy initiatives, the Department 
of State has more than 30,000 employees 
dedicated to achieving its mission. Microsoft 
SharePoint acts as a critical system to give 
workers access to the information they need 
at any given time – whether it’s through 
shared files for collaboration or up-to-date 
organizational information.

SharePoint according to its specific needs 
and quickly restore items with full fidelity. It 
can also report on performance, usage, and 
security across the environment. “We run 
full backups every three weeks with DocAve, 
and incremental backups every four hours,” 
Sheridan said. “DocAve is the only solution 
that enables us to do that and restore at the 
item level for our users while maintaining 
metadata. That’s huge for us.”

Once the initial concerns were dealt with, 
the Department expanded its use of DocAve 
to deal with the growing amount of data in 
SharePoint. Administrators could not only 
easily move content across the environment 
for end users but could also externalize data 
to optimize performance. “With DocAve, 
we’ve set 50-gigabtye quotas for sites, since 
some of our users store lots of attachments 
and media files in SharePoint,” Sheridan 
said. “By externalizing BLOB data, we’ve 
been able to reduce our content database 
size to 10 percent of what it was.”

Once its environment was efficiently man-
aged with DocAve, the Department looked 
for ways to better protect the informa-
tion held within it – specifically Personally 
Identifiable Information (PII). “We wanted to 
ensure information wasn’t leaking between 
environments,” said Sheridan. “To do that, 
we needed a tool that could scan and iden-
tify PII throughout SharePoint.”

The Department implemented AvePoint 
Compliance Guardian. Compliance 
Guardian mitigates risk from the moment 
data is created through its entire lifecycle. 
The Department can scan and analyze 
data at the file and content level to identify 

PII throughout its environment and take 
the necessary steps to remove it. Just like 
with DocAve, the Department can run 
Compliance Guardian scans on a scheduled 
basis according to its specific needs – with 
a full scan taking place every three weeks 
and daily incremental scans to analyze any 
new data created. “Compliance Guardian 
allows us to scan for exactly the information 
we need to find in SharePoint – such as PII 
or even just specific components of PII,” 
Sheridan said. “We can even scan headers 
and footers in documents – there is no other 
tool on the market that will do that for us.”

Using Compliance Guardian, the Department 
can create comprehensive reports that it 
can deliver to the security team, which will 
then work with site collection owners to 
resolve any issues. “Compliance Guardian 
has become a central tool for our IT, IA, and 
security teams,” Sheridan said.

In the future, the Department will migrate 
its data from SharePoint 2010 to a hybrid 
SharePoint 2016 environment to take 
advantage of the latest platform features 
and move specific workloads to the cloud. 
In addition to utilizing DocAve to simplify 
the migration, the Department is also able 
to utilize Compliance Guardian to migrate 
information securely. 

“Our SharePoint content has grown more 
than 50 percent in the last year alone,” said 
Terrence Sheridan, SharePoint Database 
Administrator at the Department. “We’re 
seeing a lot of use across our environment.”

With user adoption on the rise and content 
proliferating rapidly, the Department saw a 
need to bolster its ability to manage – and 
ultimately protect – SharePoint. The organi-
zation’s most immediate needs were in the 
areas of SharePoint backup and reporting. 
“SharePoint alone wouldn’t allow us to easily 
restore items from backups while retaining 
metadata,” Sheridan said. “Our information 
architecture team also needed the ability to 
access auditing reports beyond what native 
abilities would allow.”

DocAve enabled the Department to quickly 
resolve two of its biggest challenges – 
SharePoint backup and reporting. With 
DocAve, the department can back up 

Case Study 
U.S. Department of State  
Manages & Protects SharePoint  
Environment for 30,000 Users

“Due to widespread use, 
the Department has 
already amassed more 
than 13 TB of content in 
SharePoint... and growing.”

“Compliance Guardian  
will allow us to scan our 
content before our  
migration to ensure the 
data we’re sending to the 
cloud is free of PII.”
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Exploring the Cloud Through Hybrid Solutions
 Many federal government entities already have some form of cloud computing 

solution. While most of these implementations are on private clouds, it is expect-
ed that the use of public cloud offerings will increase (Ruff, 2016).

When considering public clouds, it is important for federal government agencies 
to consider data sovereignty – where data is physically stored – as well as what 
data can move to public clouds, versus private clouds or in-house solutions.

Most government organizations – from state and local all the way to federal and 
DoD – use a hybrid approach to the cloud. This usually means that mission-criti-
cal data is still stored in-house, while non-critical workloads move to the cloud. 

Chapter 2
Identifying 
Requirements

The first step to any cloud  
migration project is to identify 
the requirements for the agency 
to accomplish its mission from 
the backend to the end-user  
experience. The goal is to  
harmonize IT and security needs 
with mission needs.

Hybrid solutions provide increased flexibility for IT and business while phasing in 
more robust cloud deployments. Most government agencies start with Exchange 
Online. This means email services are cloud-based and can still integrate seam-
lessly with on-prem solutions like SharePoint 2016. The GSA’s advice is to ensure 
that a hybrid approach will “support the mission of the agency, as well as the 
current information technology strategy.”

Many cloud service providers offerings are designed to support businesses that 
go “all-in” to the cloud, which is not the reality for most public sector organi-
zations. Without the proper tools or architecture to support a hybrid solution, 
leveraging existing legacy technology can force employees to work in silos and 
that access from just about anywhere quite challenging.

Interested in  
moving to  

SharePoint 2016?  
DocAve can help.

On-Prem CloudHybrid

https://www.avepoint.com/sharepoint-hybrid/
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Compliance with Cybersecurity Regulations
 One of the most important parts of moving to the cloud is 

maintaining compliance with mandatory government regula-
tions. With so many regulations at hand, public sector orga-
nizations can feel stymied when it comes to usability of cloud 
solutions. Fortunately, Microsoft’s Government Community 
Cloud offers various levels of service that meet the needs of 
most every state, local, federal and DoD organization.

Microsoft has the most certifications for any cloud envi-
ronment in the US (and worldwide); accordingly, they have 
provided a cloud collaboration solution in Office 365 and 
SharePoint Online that balances the compliance and gover-
nance needs of public sector organizations while still allowing 
ease-of-use and flexibility for end users (AvePoint, 2017).

The key compliance requirements usually include the  
following (Marchetti, 2017):

 Cloud solutions need to be vetted and approved for use for government 
entities, which can be a lengthy process. FedRAMP aims to step up the pace to allow govern-
ment agencies to deploy cloud solutions faster by assessing and authorizing solutions on a 
wide scale. Once approved, any government agency can deploy a cloud solution without wait-
ing for individual assessment and authorization. In addition, FedRAMP certified solutions meet 
the compliance requirements for a majority of state and local government organizations.

FedRAMP

 The Criminal Justice Information Services (CJIS) Security Policy outlines specific safe-
guards that must be implemented for government organizations that handle identification infor-
mation, like fingerprints and criminal records. CJIS is applicable for public sector organizations at 
the local, state and federal level.

CJIS

         The Security Requirements Guide (SRG) Level 5 certification is a DoD regulation 
that designates solutions that are approved to handle mission-critical and sensitive, yet unclassi-
fied, defense data. This is most applicable for the defense industry and branches of military.

SRG L5

      The Design Criteria Standard for Electronic Records Management Software 
Applications, or simply DoD 5015.2, outlines how and when information should be stored within 
a government agency. This particular regulation is most pertinent for the US defense industry.

DoD 5015.2

For companies and agencies that access US federal tax information, IRS 1075 out-
lines specific policies and controls that need to be in place to best protect that sensitive informa-
tion. This applies to government agencies, as well as their agents.

IRS 1075
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Microsoft Government Cloud Differentiation
 When government entities are looking to move to the 

cloud, Microsoft offers three unique services that can help 
achieve their missions while still adhering to the standards 
required by the U.S. government. They are Office 365 for 
Government, Azure Government, Dynamics 365 Government. 

There is also Office 365 Government Defense, Azure 
Government for DoD and Azure Secrets that are offerings 
specifically for the Department of Defense and intelligence 
community that adhere to a different set of compliances 
such as DFARS and ITAR. You can see the full break-down of 
Microsoft's compliance at their Trust Center.

Office 365 Office 365 GCC High/DoD Azure Government Azure Gov for Defense Dynamics 365

CJIS

DFARS

DoD

EN 301 549

EU-U.S. Privacy Shield

FDA CFR Title 21 Part 11

FedRAMP

FERPA

FIPS 140-2

GxP

HIPAA/HITECH

IRS 1075

ISO 27001

ISO 27018

ITAR

MARS-E

NIST 800-171

NIST CSF

Section 508

SOC 1

SOC 2

WCAG

Agency Type Azure Office EMS Dynamics

State & Local Federal Azure Gov Office 365 GCC EMS GCC Dynamics GCC

Federal Defense Industry Azure Gov Office 365 GCC High EMS GCC High Dynamics GCC

Department of Defense Azure DoD Office 365 GCC DoD EMS GCC High TBD

Secret Intelligence Agencies Azure Secret TBD TBD TBD

https://technet.microsoft.com/en-us/library/mt774581.aspx
https://technet.microsoft.com/en-us/library/mt774581.aspx
https://docs.microsoft.com/en-us/azure/azure-government/documentation-government-welcome
https://docs.microsoft.com/en-us/dynamics365/customer-engagement/admin/government/microsoft-dynamics-365-government
https://technet.microsoft.com/en-us/library/mt774968.aspx
https://docs.microsoft.com/en-us/azure/azure-government/documentation-government-overview-dod
https://docs.microsoft.com/en-us/azure/azure-government/documentation-government-overview-dod
https://www.geekwire.com/2017/microsoft-unveils-azure-government-secret-help-u-s-agencies-handle-classified-data
https://www.microsoft.com/en-us/trustcenter/compliance/complianceofferings
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are conducive to remote work, meaning the growing remote 
working population can maintain productivity from anywhere. 

This extends to government teams that spend much of their 
time in the field, such as warfighters on deployment. Because 
the cloud is accessible from mobile devices and automatically 
syncs when connectivity is not reliable, this means warfighters 
and other remote government employees can still access the 
information they need regardless of location.

Set up a manageable migration
 Once business and IT needs have been considered, gov-

ernment agencies need to ensure they don’t bite off more 
than they can chew. The best way to approach a cloud migra-
tion is the break up the migration process into manageable 
tasks. This means there is a gradual move for end-users – in 
fact, they might not notice a change in their daily work at all.

Breaking up a cloud migration into separate tasks also avoids 
being stuck in a multi-year contract with the wrong vendor. If 
the vendor you selected originally turns out to be a poor fit, 
smaller projects allow government agencies to easily change 
to another vendor for the next phase of their cloud migration.

Balancing business needs and usability
 One of the biggest challenges for public sector organiza-

tions in the cloud is balancing permissions and governance 
with usability. There are a few reasons why it is important for 
permissions and governance to still allow users the freedom 
to access the information they need: it maintains a pace of 
work and ensures employees can stay productive. But em-
powering users also helps them make the right choices when 
it comes to productivity tools. 

Due to the confidential nature of the data handled by pub-
lic sector organizations, whether it is related to healthcare, 
defense, identities or budgets, it is essential that this data 
remains secure. This is where IT needs to understand what 
employees and end users need, then reinforce IT policies and 
government guidelines on proper usage.

More and more government workers are working away from 
the office. According to a recent report, more than 3 percent 
of federal employees work remotely and that number is in-
creasing due to the resulting productivity and financial bene-
fits (Vasel, 2017). Office 365 and Microsoft cloud technologies 

Need help with cross- 
domain governance & 

permissions? Governance 
Automation can help.
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Approaching an RFI
 RFIs should be positioned as a way to understand the “art of the possible” from 

technology vendors, as well as explore a Rough Order of Magnitude (ROM) to get 
an idea of possible budget ranges for cloud migration projects.

While many technology requirements are generally consistent for the federal 
government, due to initiatives like FedRAMP, some regulations can vary from 
state to state for local government entities. Regardless of the regulations, the RFI 
is an opportunity for your agency to articulate the requirements of the migration 
mission and evaluate different approaches by vendors and their partners. 

Most migrations to Microsoft cloud technology, such as Office 365, SharePoint 
Online or Azure, will require working with a reseller. Resellers can help govern-
ment organizations install the Microsoft solution required but have the added 
benefit of additional services and tools that can automate processes, solve cus-
tom business requirements and personalize service level agreements.

Chapter 3
Considerations 
for RFI

Once stakeholders across the 
organization have hashed out 
the technology requirements and 
business needs for a new cloud 
solution, it is time to seek advice 
from vendors in the form of a 
Request for Information (RFI).

Overcoming Cybersecurity Concerns
 Something for government organizations to pay particular attention to in RFI 

responses is on the issue of cybersecurity, even if a solution is already FedRAMP 
certified. Unfortunately, today everyone is faced with a barrage of cybersecurity 
risks and the public sector is a valuable target. From Trojan horses to malware 
to ransomware, we’re hearing about new high-profile security breaches daily. 
Government organizations don’t just have to battle the standard hackers and cy-
ber-thugs – they also must ward off spying attempts from nation-states. You may 
recall a cybersecurity breach reported by the US Office of Personnel Management 
a couple years ago. The department revealed that it fends off more than  

Interested in  
preventing data spills?
Compliance Guardian 

can help.
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10 million attempted breaches every month, and it isn’t even as 
popular a target as the NSA or the Pentagon (Koerner, 2016).

Ransomware has been a particular problem for global organi-
zations. Government agencies around the world, including the 
UK’s National Health Service (NHS), fell victim to the WannaCry 
ransomware attacks of May 2017 and there are reports that 
attempts on the US government are climbing. In fact, there 
was  more than a 1,300% increase in cyberattacks for the public 
sector between 2006 and 2015 in the US (Bhattacharyya, 2016).

Microsoft cloud technologies – particularly those for govern-
ment organizations – have an extremely high level of cyberse-
curity features in place and constant monitoring to ensure data 
is protected. The security measures in place for a government 
cloud solution are usually more advanced and thorough than 
what a single government agency can implement in-house.

Cybersecurity concerns are another reason why it is important 
for business and IT teams to work together in the planning 
phase of a cloud migration project. By bringing InfoSec spe-
cialists into the conversation early, you will be better able to 
understand what data can move to the cloud and how it will 
be safeguarded against criminal activity.

The Fewer Contracts, the Better
 When evaluating RFI responses, it is also important to see 

if there is a single vendor that’s able to meet all the require-
ments for the cloud migration, or if you need to work with 
multiple vendors.

For the sake of streamlining the procurement process,  
it’s generally better to work with a single vendor if possible. 
This also means one vendor has a holistic view of the project 
and a single vision for the outcome of the mission, whereas 
this can take some additional coordination when working 
with multiple vendors. This also means you can consolidate 
all the aspects of the mission under a single contract. For 
example, with Microsoft cloud solutions, Office 365, Ex-
change Online and SharePoint Online could fall under the 
same contract.

It is also important to consider the approach vendors pro-
pose for migration to the Microsoft cloud. Seek out a vendor 
that is experienced with government cloud technologies and 
recommend a roadmap that includes advising and managing 
the entire lifecycle of the solution.

Compliance  
Guardian displaying  
a heat map  
of sensitive data



AvePoint Public Sector | Cloud Migration Handbook 12

Realistic Expectations with Timelines
 If your agency is already using a cloud solution and is upgrading to the Mic-

rosoft cloud, you may already have a rough timeline of the process in your mind. 
However, your RFP responses might suggest a timeline significantly longer than 
your expectation. Vendors will consider the vast amounts of data your organi-
zation has generated in the years since your last infrastructure update, and how 
many users have been added to the network. 

Because the amount of data being generated is growing exponentially every year, 
meaning public sector organizations have more data to sift through, categorize 
and sort than they did during their last technology upgrade. 

Timelines for cloud migrations aren’t solely dependent on the total amount of 
data to be migrated, though. Timelines also depend on the number of: files, 
users, mailboxes and customizations that need to be evaluated.

Chapter 4
Considerations
for RFP

Once your organization under-
stands the art of the possible 
from the RFI responses, you 
should have a clearer vision 
moving forward, including bud-
gets and customization for your 
migration to the Microsoft cloud.

It is with this vision that you 
should approach the Request for 
Proposal (RFP) process, where 
you’ll get into the actual details 
of the project with vendors.

Vendors will detail estimated timelines in the RFP response, and work with you 
to better understand the amount of data involved to ensure the migration to the 
cloud happens as quickly and smoothly as possible.

Spring Cleaning for Cloud Migrations
 Once you have a handle on how much data and how many files your organiza-

tion has, work with your vendor to sort through that data. As when moving to a 
new home, it’s best to purge the stuff you don’t need to move and prioritize your 
belongings. This is true of migrations to the cloud as well. Legacy systems tend to 
have a lot of old or unnecessary government data collecting cobwebs in the attic. 
Now is the time to audit your data and organize it into three piles: what can be 
discarded, what can be archived, and what can be moved. 

Files Users Mailboxes Customization
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Organizing and prioritizing your data before moving it will 
ultimately save time and money, reduce the attack threat 
surface, and ensure your new system is secure, efficient and 
in compliance with government regulatory requirements. 
Purging data from the cloud is fundamentally different than 
disposing of data in an on-premises environment; care must 
be taken to ensure critical data that must stay on-prem does 
not get moved to the cloud.

There are ways to automate data clean-up, so working with 
a trusted vendor throughout the discovery process can help 
simplify the task of tagging, categorizing and acting on data.

File Structures – Depth and Breadth
 Depending on the new cloud solution being implemented, 

you’ll need to ensure your agency’s file structure will map well 
to the new cloud platform. Some of the modern cloud file 
structures tend to be quite flat, where government networks 
can sometimes go rather deep in file hierarchies. Look for a 
vendor response that addresses this concern and provides a 
clear pathway to rectifying discrepancies in file structures.
This is particularly important for hybrid solutions, where file 
structures on-prem will need to play nicely with those created 
in the cloud infrastructure.

Customization and Thinking Beyond  
Out-of-the-Box

 Finally, RFP responses should also address any customization 
needs, from tailored service level agreements (SLAs) to build-
ing new apps for SharePoint. Oftentimes, the SLA on Microsoft 
cloud solutions are too generic for government implementa-
tions, but resellers and other vendors can bridge the gap by 
providing longer governance policies and extending security 
and access capabilities. In addition, SLAs for cloud services are 
oftentimes very different than SLAs for on-prem solutions, so 
some work may need to go into coordinating the two.

Sometimes, custom solutions will need to be installed to 
ensure the new cloud platform works well with existing 
legacy infrastructure, especially if infrastructure technology 
from multiple vendors is involved. This is especially true of 
hybrid solutions. While the interface of cloud and on-prem 
solutions may look very similar, the technology is structured 
very differently on the back end. 

The intricacies of customization are made easier if you select 
a vendor who has a proven track record with government 
migration projects. They will not only be able to advise on 
how to manage migration processes, but also provide sup-
port through automated tools and services to make moving 
to the cloud easier and faster.

Scan Content &
Remove Duplicate Data

Business Critical/
Important Data

Business Information

Data Discovery Data Identification Data Migration

Data & File  
Analysis Process
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 Serving more than 150,000 Floridians, 
Charlotte County Government depends on 
Microsoft SharePoint as both an internal and 
external-facing resource. 

In addition to utilizing the platform for 
business process automation and docu-
ment storage for its 1,100 employees, the 
county also relies on SharePoint as the 
technology behind its public website.

“We put a lot of emphasis on process 
automation, and SharePoint is the engine 
behind that at our organization,” said 
Bryon Catlin, Information Services Manager 
at Charlotte County Government. “It 
reduced the time required for invoice and 
administrative approval tasks.”

The county decided to migrate from 
SharePoint 2010 to SharePoint 2013. 
However, while its website and internal 
SharePoint environment were both hosted 
on premises, the organization wanted to 
move its website to the cloud. “We wanted 
to leverage an outside entity in case a 
catastrophic event ever took our data cen-
ter offline,” Catlin said. “It helps us better 
maintain availability in non-catastrophic 
events as well, since we always had to 
take our website offline during SharePoint 
maintenance windows.”

In order to ensure the complex migration 
to a hybrid SharePoint 2013 environment 
was carried out correctly, the county knew 
it would need some help. “We wanted 
people who knew SharePoint 2013 well 
and had the expertise to help us do the 
migration right the first time,” Catlin said.

The county engaged AvePoint Client 
Services (ACS) to carry out its white glove 
SharePoint migration service. ACS per-
formed a health check of the county’s 

existing environment and gave recommen-
dations on the best approach for migrating. 
At that point, the ACS team designed 
and built the new hybrid SharePoint 2013 
environment. In the process of creating the 
new environment, Microsoft announced it 
was deprecating the public-facing websites 
feature in Office 365 – SharePoint Online, 
where the county originally planned to host 
its website. In order to stay on course and 
ensure the county’s website could live in 
the cloud, the ACS team opted to move  
the website content to a SharePoint 2013 
environment hosted by cloud provider 
Fpweb.net. “Microsoft’s feature deprecation 
was a change we hadn’t anticipated, but 
AvePoint rose to the challenge to keep our 
project on track,” Catlin said.

The ACS team then carried out the migra-
tion using DocAve Migrator, which is part 
of AvePoint’s DocAve Software Platform 
for SharePoint management. With DocAve, 
ACS was able to migrate according to the 
county’s operational needs – reducing any 
negative impact on its production environ-
ment – with full fidelity content migration 
jobs taking place outside of business hours. 
“DocAve ensured there was little downtime 
throughout our migration,” Catlin said. “All 
departments had access to their SharePoint 
sites when they needed them.”

Now that the entire 300 GB of content is 
migrated to the new hybrid environment, 
the county is able to rely on other functions 
of DocAve for SharePoint management. 
In order to ensure content submitted for 
publication on its website is vetted by 
the Public Information Office (PIO), the 
county keeps an instance of the website 
on premises where changes are made. 
When any changes or additions are made 
by content managers, the PIO is able to 
review and then DocAve performs an event-

driven, one-way replication to carry over 
changes to the cloud-hosted environment. 
“DocAve is working really well for replica-
tions between our on-premises and cloud 
SharePoint environments,” Catlin said.

The county also uses DocAve to protect 
its SharePoint content. DocAve provides 
full-fidelity backup and recovery – from 
individual items to entire SharePoint 
environments – maintaining all metadata, 
security settings, and version histories. 

“Having item-level granular recovery 
through DocAve is a major time saver for 
us,” Catlin said. “With SharePoint’s native 
functionality, it would take us days to 
restore a document from a large site – 
DocAve takes minutes.”

In the future, the county will also utilize 
DocAve Governance Automation to simplify 
SharePoint site provisioning – giving users 
what they need faster, reducing the burden 
on IT, and staying within company policy. 
AvePoint Compliance Guardian will enable 
the organization to proactively monitor for 
and take action on sensitive content in the 
environment that violates privacy, security, 
and compliance rules. “DocAve Governance 
Automation and AvePoint Compliance 
Guardian will help us take advantage of 
SharePoint to the fullest while taking tasks 
off our support team’s plate – which is 
huge,” Catlin said.

Case Study 
Charlotte County Government  
Eases Migration to Hybrid 
SharePoint 2013

“Having item-level 
granular recovery 
through DocAve is  
a major time saver 
for us”
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Preparing for Migration
 First, the vendor should prioritize discovery and assessment of your agency’s 

data, tagging and categorizing files for migrating, storing or destroying. 

Next, performing a pilot migration will allow you to test your migration plan using 
of a representative sample of organization data, evaluate the results and then ad-
just the migration plan if necessary to meet the mission’s objectives. Government 
organizations should plan for multiple iterations of testing and adjustment of the 
migration plan, depending on the complexity of the implementation.

In addition to migrating a sample of data, a pilot migration also provides you with 
an environment to test different permission, governance and compliance postures 
to ensure that data is protected as required, but end users are empowered by all 
the collaboration and discovery tools the Microsoft cloud offers. 

It is important to know that just as every public sector organization is unique, so 
is their cloud migration experience. Sometimes everything goes according to plan 
and the transition is faster and easier than anyone predicted. More often, minor 
crises arise, or unexpected issues occur so it’s always best to expect the unexpect-
ed. With careful planning, your vendor should be able to face any issues that do 
come up with ease.

Finally, after the new cloud solution has been implemented, the new cloud envi-
ronment needs to be analyzed and validated. Once data has been transitioned to 
the cloud, you should determine if any alterations to content occurred during the 
move that may affect operations, access and functionality. 

End users may be involved in validating data and alerting the IT team to any 
unwanted changes; after all, they live in this content every day and have more 
insight into the proper visibility and operation of the environment. IT should also 
finalize the governance, compliance and permissions settings, as well as address 
the removal or disposal of the legacy equipment or data. 

Chapter 5
Migration 
and Beyond

After you’ve selected a vendor, 
they will guide you through the 
preparation for and execution 
of the actual migration process. 
This is a multi-faceted process 
that generally includes discovery, 
assessment, pilot and execution. 

Get accurate budget 
& timeline projections 

with our Migration 
Discovery Tool.



AvePoint Public Sector | Cloud Migration Handbook 16

Managing beyond the cloud migration
 Cloud adoption is not a one-time event. Rather, it is an 

ongoing process that should be managed as such.

This means your agency needs to consider not just how the 
Microsoft cloud addresses current needs of your mission, but 
how the solution will be able to meet the needs of the future. 
Extensibility and the ability to build on the existing platform 
will be key to future performance and ensuring the cloud can 
grow alongside your organization.

It also means you should make sure your vendor of choice of-
fers more than a simple support contract. Ideally, vendors will 
provide a deep level of assistance throughout the lifecycle of 
the product, taking into account the specific needs, require-
ments and characteristics of your organization, while keeping 
a pulse on public sector technology trends.

What About Microsoft Teams?
 Microsoft Teams aims to change public sector collaboration. 

Now when an agency IT admin enables teams, all their end 
users will be able to easily access it via Office 365. 

Teams brings to reality a world where you no longer need 
to have Skype, OneNote, SharePoint, OneDrive, PowerPoint, 
Excel, Word, and Yammer open in order to work productive-
ly. Its all organized in one window that allows for the easy 
viewing all of that content by topic specific channels.

Teams helps government agencies mainly in two ways:

1   Persistent Chat in Channels       

2   Tabs

Within the Teams App, users can create Teams for their busi-
ness group. For example, a “GIS Contractors Team,” “Branch 
Directors Team,” or “OCIO IT Admins Team.” 

Within a Team there are Channels which simply house top-
ic-based conversations. Think of this as a Skype chat. But, 
anyone that can view a Channel will be able to see every past 
conversation that has happened. 

Want to talk about a different subject? Users can start a new 
thread in the Channel to make sure lines don’t get crossed. 
Someone not being responsive? Users can @mention them 
so they get an alert to view the conversation. 

Government Use Case for Teams 
Let’s say you’re a PM for a group of 
contractors and you want an easy way 
to view all the SharePoint Sites they’re 
working on. 

Well, that may be three or four sites and 
you’re probably going to want to have 
some conversations around each of 
those sites to check-in. Now, instead of 
having to keep those tabs open in your 
browser and have a separate Skype chat 
or email thread for each site, you can 
create one Channel and add a Tab that 
pulls SharePoint into Teams, so you can 
do your reviews and have your follows 
ups all from one interface. 

Potential Challenges 
While the collaboration benefits out-
weigh the challenges, there are potential 
pitfalls of which agencies need to be 
aware. In the private sector, Teams has 
created some questions in the work-
place around what to use, and when. 

Another challenge government admins 
need to be aware of is that Teams, by 
design, makes it even easier for users 
to create and delete data in an Office 
365 Group. 

This means that without a sound and 
proactive governance strategy, content 
sprawl and dark data can become issues. 

On the other hand, 
with a good gov-
ernance strategy, this 
empowers users to collaborate more 
efficiently without having to involve 
IT whenever they want a collaborative 
workspace provisioned.

Microsoft Teams is the Future 
Teams will soon become as prevalent 
as Outlook among Office 365 users 
in both the private and public sec-
tor. Smart agencies will embrace and 
adopt it early. Smarter agencies will do 
with adoption strategies and gover-
nance solutions in place. 
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Are You Ready to Move  
to the Cloud?

 Migrating data to the cloud is a big 
undertaking. It is a complex process 
that requires diligent planning and 
preparation for any industry, but 
especially the public sector. Microsoft 
Partners have supported many public 
sector migrations to the Microsoft 
cloud from Office 365, to Azure Gov-
ernment, to SharePoint Online. Mic-
rosoft Partners are also prepared for 
new services and functions as they’re 
rolled out by Microsoft and under-
stand how to implement incremental 
changes within your organization. 

At AvePoint, we offer services and 
products to support all aspects of pub-
lic sector cloud migration: dark data 
discovery, classification, data destruc-
tion or retention, migration readiness 
assessment, planning and advice, data 
migration, and automated compliance 
and governance enforcement. 

If your organization is considering  
migrating to the cloud and you’d  
like to speak to an experienced partner,  
get in touch with us:
 

   SalesGov@avepoint.com

https://www.youtube.com/watch?v=hgAccb3phio
https://www.linkedin.com/company/2632129/
https://www.youtube.com/c/avepoint%E2%80%8B

