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Thank you for the opportunity to testify today.    I am Susan Lerner, Executive Director 

of Common Cause/New York. Common Cause is a national nonpartisan, nonprofit 

public advocacy organization founded in New York in 1970 by John Gardner as a 

vehicle for citizens to make their voices heard in the political process and to hold their 

elected leaders accountable to the public interest. With nearly 1 million members and 

supporters nationwide and 36 state organizations, Common Cause is committed to 

honest, open and accountable government and to encourage citizen participation in 

democracy. Since its inception, the New York chapter has always been and continues 

to be one of the most active state chapters in the country, representing more than 

70,000 New Yorkers throughout the state.   

In accord with our overall mission we have consistently advocated for election reform, 
working to achieve elections which are secure, fair and trustworthy at the city, state and 
national level.  For a number of years, our research arm, Common Cause Education 
Fund, has conducted comprehensive studies of how we conduct elections, which 
studies look at voting issues across the country and also examine different reforms as 
actually implemented in various states as well as in other countries. Here in New York, 
Common Cause is a co-facilitator, along with NYPIRG, of the state coalition of groups 
that monitor election activities, now called the New York Voters’ Coalition.   Common 
Cause NY has spent decades working to expand voting rights, to ensure that every 
eligible New York State citizen that wants to vote has the opportunity to do so, and be 
certain that their vote is counted as cast.   
 

All US voting systems are vulnerable; INCLUDING New York’s 

Unclassified U.S. intelligence community assessments and reports of recent hacks 
make it clear that foreign nations have our election infrastructure in their sites. 

The intelligence community has concluded that hackers working for the Russian 
government gained electronic access to state and local election boards across the 
country last year. An official of the Department of Homeland Security has testified that 
the Russians targeted 21 states’ election systems in 2016. Earlier this year, a leaked  
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National Security Agency report detailed a Russian military intelligence attempt to 
infiltrate an election software vendor's computer by sending sophisticated spear 
phishing emails and to use information obtained from those messages to send emails 
containing malicious software to up to 122 local election offices.  Kenneth Geers, an 
ambassador to NATO's Cyber Center who has long followed Russian hacking 
campaigns, told Wired.com that the Russians “were closer to the guts, to the operating 
system of our democracy, than we knew.  

We clearly have a problem. Our systems are targets.  Worse, they are all vulnerable.  

Well-resourced hackers, whether funded by foreign governments or criminal syndicates, 
have the access and ability to infect computerized voting machines and tallying systems 
across the United States. This can occur even here in New York, with our paper ballot 
and optical scan system. Even if the optical scan machines are not connected to the 
internet, and even if the election management system is not connected to the internet, a 
well-resourced attacker can find a way in.  Attackers can, for example, deploy software 
like Stuxnet and Brutal Kangaroo to target “off line” voting machines.  A simple 
sophisticated spear phishing email can make its way to county offices – and a worker 
can click on them.  Even a well-trained and alert administrator can be tricked, as the 
design and sophistication of these spear phishing emails makes them seem like 
ordinary messages from one’s boss or a vendor.  As noted above, the intelligence 
community is unanimous in its conclusion that state and local election boards WERE 
infiltrated in the last election. And intelligence officials are unanimous in agreeing that 
our attackers will be back. 

Apart from hacking, simple programming errors or computer errors can cause a 
miscount which can lead to an incorrect election outcome. In Rhode Island, which uses 
ES&S DS 200 optical scanners – similar to what we use here in a number of counties  
in New York – a simple programming error in the most recent election led to a large 
miscount on a municipal ballot measure in North Kingstown. The machine count for 
local Question #9 was 8,471 “yes” to 5 “no.”  The extremely lopsided outcome seemed 
improbable. It was discovered that the ballot scanner had been programmed to read a 
ballot that was later redesigned, causing the scanner to read the wrong marks. A 
recount showed that the proper results were “9,492 “yes” and 4,569 “no.”  The election 
administrators realized that had the miscount not been so obvious, they would not have 
caught it. They concluded that their election results needed to be checked in a routine, 
systematic way.  This year, the legislature responded by passing legislation strongly 
supported by Common Cause Rhode Island requiring robust, risk-limiting audits. 

New York’s optical scan and paper ballot systems are just as vulnerable as those in 
Rhode Island – to hacking AND to plain old programming errors. Checking the 
computerized results is essential to insuring that our democracy is meaningful – and the 
candidate that received the most votes is declared the winner.  
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So, what should we do?  The good news is that we know what must be done and have 
the tools at hand to do it.  The attacks on our election infrastructure are high tech, but  

 

much of the defense is low tech. Everything that needs to be done countrywide is 
already being done in some states. We hope that New York will join the ranks of those 
states as a result of this hearing and bills which we look forward to working on with 
members of this committee.                                          

This past summer, 100 experts on election administration, computer science and 
national security released a  letter laying out an action plan for safeguarding the vote. 
The experts included Tea Party Republicans and progressive Democrats, academic 
computer scientists and corporate security officials. Included in the latter group was 
Columbia University scholar Steven M. Bellovin, who was also a contributor to the New 
York Cyber Task Force report “Building a Defensible Cyber Space.”   

The recommendations in the letter have been echoed by numerous experts in  
testimony and reports over the past 10 years and bear repeating here.  With respect to 
U.S vote casting and counting systems there are several critical rules of thumb:   

• Ballots must be paper.  Paper provides a resilient physical record of the vote that 
simply can’t be compromised by a cyberattack.  The ballot counted must be the 
ballot that the voter marked.  Federal law requiring that voting be accessible can 
be satisfied with the use of assistive devices to help individuals with disabilities 
mark the paper ballot, but the ultimate ballot must be paper.   

• We need to consistently and routinely check to ensure our election results are 

accurate, by manually – which means by hand - inspecting enough of the paper 

ballots to verify the computer count. There are so many vectors of attack and 

attacks are so sophisticated that we just can’t count on the computers getting it 

right. 

• Internet voting must be banned. We must listen to security experts who have 

shown that votes cast via email or a web-based platform can be hacked, altered 

and deleted. Because voters have no way to “check” whether their ballots were 

recorded correctly, ballots sent by this process are especially at risk. 

So how is New York doing?  We receive an “A” on the first and the third points above.  
All voters mark paper ballots in New York. And New Yorkers don’t cast ballots over the 
web. 

However, we need to work on ensuring that our vote tallies accurately reflect the voters’ 
choices. While New York has a post-election audit law, it falls far short of what’s needed 
to detect if a computer glitch or a hack changed the outcome of the election.  Consider: 
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• New York requires a flat audit of 3% of machines statewide – the hand counted 
paper ballots are compared to the electronic tally.  In any given election contest, this 
may not provide enough evidence to verify the reported outcome.  In other words, it 
will tell us if the inspected machines malfunctioned but not if the winner really won.  
In a race with a small margin of victory, one or two faulty scanners can change 
enough votes to flip the outcome and subvert the will of the voters.  The 3% audit will 
not provide enough evidence that the outcome correctly recorded.  In a race with a 
large margin of victory – looking at 3% of machines may be too much. If the margin 
of victory was narrow a risk limiting audit would demand that more ballots be 
manually examined. In other words, a risk-limiting audit adjusts to review more 
ballots in close elections and fewer in those with large victory margins.  
 

• New York allows for computerized audits to check the computerized counts. 
Specifically, the law was rewritten to state that “such audits may be performed 
manually or via the use of any automated tool authorized for such use by the state 
board of elections.”  Computer security experts in this field disagree with this 
practice.  Allowing a computer to check a computer assumes that an intelligent 
attacker would take the trouble to hack the election management system or 
distribute malware on individual machines, but would not take the extra – and logical 
– step of hacking the “auditing” scanner.  The fact is, if it is digital it can be hacked. 
But paper is “software independent.”  That’s why in a proper audit, humans must be 
involved.  Election workers must examine enough paper ballots in a hand-to-eye 
check to confirm the outcome of the election. The New York State Board of Elections 
in its wisdom has not certified any tools to check the outcome of an election, but this 
section of the law should still be changed. Manually looking at the paper and at 
enough ballots to confirm the election outcome is the only way to ensure that the 
computer count correctly determined the election winner.   
     

• Current audit law in New York requires political intervention to expand to a full hand 
count.  Even if machines have obviously malfunctioned and this is discovered by the 
audit, state law currently provides that there is only an escalation of an audit if both 
commissioners agree that there was a malfunction.  But this creates an obvious 
political problem because one commissioner is appointed by Democrats and the 
other by Republicans. These appointees are expected to represent their party's 
position in election disputes – particularly in important races.  It is a rule of thumb in 
politics that if you are winning don’t give up the lead. So, commissioners rarely 
agree.  The losing candidate may seek a court-ordered recount, but this is 
expensive, time consuming and may not be granted. Ultimately, it’s the voters who 
lose out.  The wrong candidate may be installed by hack or by computer glitch and 
our democratic process will be subverted.  The audit law should be changed to 
automatically expand audits until there is sufficient evidence that the reported 
outcome is correct or the audit expands to a full hand recount. 
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The solution to improving New York state audit law is to require that election 
jurisdictions conduct risk limiting audits after every election before certification. A risk-
limiting audit would cure the three major inadequacies of New York’s current election 
process.   

1) By design – enough ballots would be examined to provides strong statistical evidence 
that the election outcome is right.  The flat 3% audit would no longer be necessary.  

2) A risk limiting audit always requires a hand to eye manual inspection of the ballots.  
Voters would no longer have to fear that the election results would be checked by 
machines infected with malicious software deigned to subvert the audit.   

3)  New Yorkers would no longer have to rely on flawed political process to ensure that 
the election results are properly audited.  By design risk limiting audits escalate until 
there is strong statistical evidence that the outcome is correct – or they lead to a full 
hand recount.  There is no intermediary political process.In other words, the escalation 
is built into the audit and permission to escalate does not have to be sought and then 
denied or affirmed by commissioners or the courts. 

The following is a simple Q and A to answer specific questions about risk limiting audits. 

Q & A  

What is a risk-limiting audit? 

A “risk-limiting audit” is an audit of an election contest that provides strong statistical 

evidence that the election outcome was correctly reported.  Importantly, a risk-limiting 

audit has a high probability of correcting a wrong outcome.   

Risk-limiting audits demand that close races get more scrutiny.  If the margin of victory 

is very close, even one faulty scanner could alter the outcome of the election and so a 

risk-limiting audit requires examining a larger sample of ballots.  If the margin of victory 

is wide, fewer ballots need to be reviewed to ensure with high confidence that the 

outcome is correct—assuming that the audit does not uncover problems.  

Q.What actually is the risk limit? What does it mean? 

The risk limit is the largest chance that an incorrect outcome escapes correction.   

Example:  If the risk limit is 5% and the outcome is wrong, you have a 95% chance of 

going to a full hand count and correcting the outcome.  

Q. How does a risk-limiting audit work? 
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The audit is a manual tally of randomly selected ballots that stops as soon as it is 

implausible that a full recount would alter the reported result.  As long as it is statistically 

plausible that a full recount would overturn the result, the risk-limiting audit continues to 

examine more ballots.  Risk-limiting audits determine precisely how much hand  

 

counting is necessary to confirm election results to a given level of confidence. The 

closer the contest, the more ballots must be examined – because fewer errors can 

change the outcome.  The higher the desired confidence (say 99 percent versus 90 

percent) the more ballots one must examined – because higher confidence requires 

more evidence.1  

Q. Why do we need a post-election audit? 

For our democracy to function, we must have a voting process that deserves our trust. 

Unfortunately, computer and human errors can produce significant miscounts.   There 

have been elections in which the wrong candidate has been declared the winner 

because of a simple “software glitch” or programming error.     

New York’s voters deserve secure and verifiable election results. Common Cause/NY 
looks forward to working with the members of this subcommittee, other interested 
legislators and election administrators to develop and pass a law establishing risk 
limiting audits for all New York elections.   

 

                                                           
1 California Secretary of State Post-Election Risk-Limiting Audit Pilot Program 2011-2013 Final 

Report to the United States Election Assistance Commission p. 2. 

 


