
U.S. Senate Sergeant at Arms, Human Resources * Senate Hart Building SH-142, Washington, DC 20510 * Phone: 202-224-2889

The SAA is an equal employment opportunity employer in accordance with the requirements of Senate Rules and regulations and

applicable federal laws. It is the policy of the SAA that all employment actions will be administered without regard to an employee's or an

applicant's race, color, national origin, religion, disability, genetic information, age, gender, sexual orientation or uniformed service.

Vacancy Announcement

POSITION: Information Technology Branch Manager #335

DEPARTMENT: Cybersecurity / Systems Support Branch

SUMMARY: This is managerial and administrative work planning, organizing
and managing a major information technology or
telecommunications branch within the SAA. Work includes
planning, defining and prioritizing work of several units; directing
and managing professional and technical staff; developing, in
conjunction with other department management, branch
policies and procedures; and developing and monitoring
budgets. Position is responsible for assisting in the formulation
of department strategic and tactical plans and participates in the
Senate strategic planning effort.

LICENSES AND
CERTIFICATIONS:

Must possess or be able to obtain a security clearance.

SALARY RANGE: $115,236 - $172,762

HOW TO APPLY: All applicants must use the link below and follow instructions.
https://sen.gov/K4W0

POSTING DATE: Thursday, February 20, 2020 to Thursday, March 05, 2020
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INFORMATION TECHNOLOGY BRANCH MANAGER 

NATURE OF WORK 

This is managerial and administrative work planning, organizing and managing a major information 
technology or telecommunications branch within the SAA.  Work includes planning, defining and prioritizing 
work of several units; directing and managing professional and technical staff; developing, in conjunction 
with other department management, branch policies and procedures; and developing and monitoring budgets. 
Position is responsible for assisting in the formulation of department strategic and tactical plans and 
participates in the Senate strategic planning effort.  Work is performed with considerable latitude to establish 
and direct work to meet organizational objectives. Work is performed under the general supervision of a 
Director.  

EXAMPLES OF WORK 
 (This list is not absolute or restrictive, but indicates approximate duties and responsibilities which may be redefined pursuant to operational needs.) 

● Manages the daily operations of the branch, including setting priorities, allocating resources, managing 
personnel and providing general oversight of projects. 

● Manages and supervises staff recruitment, training, motivation and performance evaluation. 

● Works with customers to develop new requirements, resolves complaints, provides information and 
responds to requests; serves as technical advisor to the Director on matters pertaining to the branch. 

● Develops strategic and operational plans; provides project direction, coordination and resource 
allocation. 

● Develops, implements and monitors the branch budget and budget expenditures; develops budget 
forecasts; provides input into budget testimony. 

● Prepares and maintains status reports; approves purchases; and performs related administrative 
requirements. 

● Develops standards for technical performance of information technology or telecommunications 
outsourcing; conducts regular reviews of vendor’s contract performance. 

● Represents the SAA in meetings and activities with senior management of other Senate or legislative 
branch organizations. 

● Participates in user groups, task forces, and steering committee activities with other Senate or legislative 
branch organizations. 

● Establishes policies and practices governing the operation, services and staff of the branch. 

● Serve as the Director in his/her absence. 
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PHYSICAL DEMANDS AND WORKING ENVIRONMENT 

Work requires extended periods of confined sitting and hand-eye coordination working with computers.  
Expected to work unusual and perhaps unexpected hours during a COOP event. 

MINIMUM QUALIFICATIONS 

Work requires a Bachelor’s Degree in Information Systems/Computer Science, Telecommunications or a 
related technical field; and eight to ten years of experience in information technology or telecommunications 
management; or any equivalent combination of education and experience that provides the following 
knowledge, abilities and skills: 

● Knowledge of current and emerging technologies and principles of information technology or 
telecommunications management. 

● Knowledge of capabilities and requirements of various computer platforms in centralized, distributed, 
client server and stand alone operating environments. 

● Knowledge of the current principles and practices of public administration, including governmental 
procurement, contracting, personnel, and capital project management. 

● Knowledge of project life cycle methodologies.  

● Ability to define strategic plans and objectives. 

● Ability to analyze complex issues and make recommendations for action. 

● Ability to plan, direct, manage, and supervise programs and activities of several technical units. 

● Ability to plan, assign and review the work of technical, professional and managerial personnel. 

● Ability to manage multi-million dollar annual budgets. 

● Ability to establish and maintain effective working relationships with Senate office and committee staffs, 
the public, and SAA directors, managers, supervisors, and subordinates. 

● Ability to communicate effectively. 

LICENSES, CERTIFICATION AND OTHER REQUIREMENTS 

Must possess or be able to obtain a security clearance. 

 



Information Technology Branch Manager
Addendum

Examples of Work:

Lead government staff to proactively detect, react and recover Senate-based
systems, data and users from the advanced Cybersecurity threat.

Leverage the tools and programs provided to lead a team in identifying real-
time mitigation strategies.

Develop metrics to measure effectiveness of the Cybersecurity program.

Promulgate training plan/certification program for Systems Support staff to
ensure they are able to detect, react to, and recover from actions of the
Cybersecurity adversary.

Develop, implement and maintain Standard Operating Procedures for the
Systems Support staff.

Prepare and maintain Systems status reports on a regular basis or as
needed.

Develop and document requirements, capabilities, and constraints for design
procedures and processes.

Oversee and make recommendations regarding configuration management.

Translates functional requirements into technical solutions.

Analyzes internal operational architecture, tools, and procedures for ways to
improve performance.

Lead system administrators/engineers on specialized cybersecurity defense
applications and systems (e.g., antivirus, audit and remediation) or Virtual
Private Network (VPN) devices, to include installation, configuration,
maintenance, backup, and restoration.

Identifies, prioritizes, and coordinates the protection of critical
cybersecurity defense infrastructure and key resources.

Manages the building, installing, configuring, and testing of dedicated
cybersecurity defense hardware.

Oversees the assessment on impact of implementing and sustaining a
dedicated cybersecurity defense infrastructure.

Manages the administration of test bed(s), and test and evaluate
applications, hardware infrastructure, rules/signatures, access controls, and
configurations of platforms managed by service provider(s).



Identifies potential conflicts with implementation of any cybersecurity
defense tools (e.g., tool and signature testing and optimization).

Identifies, assesses, and recommends cybersecurity or cybersecurity-
enabled products for use within a system and ensure that recommended
products are in compliance with organization's evaluation and validation
requirements.

Ensures that design and development activities are properly documented
(providing a functional description of implementation) and updated as
necessary.

Oversees the verification of the stability, interoperability, portability, and/or
scalability of system architecture.

Documents and addresses organization's cybersecurity architecture and
systems security engineering requirements throughout the acquisition life
cycle.

Employs secure configuration management processes.

Ensures acquired or developed system(s) and architecture(s) are consistent
with organization's cybersecurity architecture guidelines.

Advise the Cybersecurity Department Director on project costs, design
concepts, or design changes.

Provides input on cybersecurity requirements to be included in statements
of work and other appropriate procurement documents.

Provides input to the Risk Management Framework process activities and
related documentation (e.g., system life-cycle support plans, concept of
operations, operational procedures, etc.).

Defines and documents how the implementation of a new system or new
interfaces between systems impacts the cybersecurity posture of the current
environment.

Develops a system cybersecurity context, a preliminary system cybersecurity
Concept of Operations (CONOPS), and define baseline system cybersecurity
requirements in accordance with applicable cybersecurity requirements.

Evaluates cybersecurity architectures and designs to determine the
adequacy of cybersecurity design and architecture proposed or provided in
response to requirements contained in acquisition documents.

Determines the protection needs (i.e., cybersecurity controls) for the
information system(s) and network(s) and document appropriately.

Knowledge, Skills and Abilities:

Knowledge of computer networking concepts and protocols, and network
security methodologies.



Knowledge of risk management processes (e.g., methods for assessing and
mitigating risk).

Knowledge of capabilities and applications of network equipment including
routers, switches, bridges, servers, transmission media, and related
hardware.

Knowledge of capabilities and requirements analysis.

Knowledge of business continuity and disaster recovery continuity of
operations plans.

Knowledge of information cybersecurity systems engineering principles
(NIST SP 800-160).

Knowledge of access authentication methods.

Knowledge of encryption algorithms.

Knowledge of operational experience with offensive and/or defensive
cybersecurity operations.

Knowledge of auditing and logging procedures (including server-based
logging).

Skill in analyzing network traffic capacity and performance characteristics.

Skill in identifying possible causes of degradation of system performance or
availability and initiating actions needed to mitigate this degradation.

Skill in configuring and utilizing computer protection components (e.g.,
hardware firewalls, servers, routers, as appropriate).

Skill in strong interpersonal and team building skills.

Skill in leading technical cybersecurity discussions.

Skill in conducting briefings at agency, organization or staff level meetings
and/or conferences.

Ability to identify and evaluate emerging concepts, technologies and tools to
support cybersecurity and other architectures necessary to uncover,
mitigate and address organizational gaps and future operational needs.

Ability to provide advice on programmatic issues.

Ability to interpret guidance, research or gather facts and present written
correspondence and documentation.

Ability to advise, counsel, and/or give instruction to staff members and
senior officials on current threats to information processing networks and
devises countermeasures or mitigation techniques.



Ability to apply network security architecture concepts including topology,
protocols, components, and principles (e.g., application of defense-in-depth).

Ability to apply secure system design tools, methods and techniques.

Ability to apply cybersecurity and privacy principles to organizational
requirements (relevant to confidentiality, integrity, availability,
authentication, non-repudiation).

Ability to interpret the information collected by network tools (e.g.
Nslookup, Ping, and Traceroute).

Ability to identify critical infrastructure systems with information
communication technology that were designed without system security
considerations.



VETERANS EMPLOYMENT OPPORTUNITY ACT 
 
Hiring for this position is governed by the Veterans Employment Opportunity Act of 1998 (“VEOA”), as 
made applicable by the Congressional Accountability Act of 1995 (“CAA”). Pursuant to the VEOA, qualified 
applicants who are not current employees of the Office of the Senate Sergeant at Arms and who are disabled 
or who have served on active duty in the Armed Forces during certain specified time periods or in certain 
military designated campaigns (“veterans”) may be eligible to receive a preference over non-veterans in hiring 
decisions. Family members of veterans may also be eligible to receive a veterans’ preference if the veteran 
cannot claim his or her veterans’ preference.  
 
To be eligible for a veterans’ preference, applicants must meet all of the requirements set forth in the VEOA 
and applicable regulations. Those eligibility requirements are summarized in the Application for Veterans’ 
Preference, which is available at www.senate.gov/saaemployment.  
 
If claiming a veterans’ preference, an applicant must indicate that he/she is preference eligible on the 
application or resume and must submit a completed copy of the Application for Veterans’ Preference along 
with the supporting documentation specified on that form. If the Office of the Senate Sergeant at Arms does 
not receive the Application for Veterans’ Preference and supporting documentation by the closing date, the 
applicant’s claim for a veterans’ preference may be denied.  
 
Applicants may obtain a copy of the Office’s Veterans’ Preference In Appointments policy by submitting a 
written request to resumes@saa.senate.gov.  
 
Individuals who are entitled to a veterans’ preference are invited to self-identify voluntarily. This information 
is intended solely for use in connection with the obligations and efforts of the Office of the Senate Sergeant 
at Arms to provide veterans’ preference to preference-eligible applicants in accordance with the VEOA. An 
applicant’s status as a disabled veteran and any information regarding an applicant’s disability, including the 
applicant’s medical condition and history, will be kept confidential and will be collected, maintained and used 
in accordance with the Americans with Disabilities Act of 1990, as made applicable by section 102(a)(3) of the 
CAA, 2 U.S.C. §1302(a)(3). An applicant who declines to self-identify as a disabled veteran and/or to provide 
information and documentation regarding his/her disabled veteran’s status will not be subjected to an adverse 
employment action, but the individual may be ruled ineligible for a veterans’ preference.  
	


