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Chapter 1

Release Notes
Please read the release notes. They address known issues and scenarios to be aware of.

2.0.0.228 - October 27, 2020
This is the first release of Data Mobility Suite (DMS).

2.0.1.243 - November 16, 2020
This release includes a number of bug fixes.

2.0.2.252 - November 20, 2020
This release includes the following bug fixes:
▪ Fixed timestamp conflict with Google Cloud that led to incorrect conflict resolution for
synchronization.
▪ Fixed issue where replication incorrectly deletes target files.
▪ Fixed NAS share issue while preserving ACLs where target files were incorrect.

2.1.0.264 - December 1, 2020
This release includes the following features:
▪ Support for new OPEX subscription pricing for Reserved Capacity and Pay-As-You-Go
Capacity. Talk to your StorCentric representative for pricing details.
This release includes the following bug fixes:
▪ Fixed issue where service needed to be restarted periodically.

2.1.1.282 - January 11, 2020
This release includes the following features:
▪ Operations log now includes values for all options in policy.
▪ Options for "Use faster unbuffered I/O" and "Preserve file security information" are separated
and not dependent.
This release includes the following bug fixes:
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▪ Adjusting and saving an existing policy now triggers it to run instead of waiting on the delay.
▪ The service can now be restarted when a job is running.
▪ Replication jobs now correctly utilize the root of cloud buckets instead of requiring a folder.
▪ Users can now enable or disable bidirectional sync for an existing policy.
▪ Fixed issue where jobs had a delay before starting for certain policies.

Known Limitations and Issues
Please be aware of the following:
▪ Be sure you have correct security access to each volume you add to ensure the file movement
is successful. The best approach is to set up a replication policy and verify the results before
enabling synchronization. There is a known issue with SMB shares where if DMS lacks the
correct credentials, the service creates the file on the share but is not able to save data to it.
▪ Synchronization treats the initial state of all volumes for the policy as ground truth at the start of
the policy or service launch. Read more about synchronization in the "Overview" chapter to
understand the system workflow.
▪ When adding a cloud volume, you can only use the bucket name in the path. Any folders
beyond that will be ignored. Support for URLs with bucket and folders will be added in a future
release.
▪ Be sure to uninstall any previous version of DMS before installing the latest one. Uninstallation
will not remove your configuration.
▪ For synchronization, DMS relies on the timestamps of files on each volume to determine
whether a file on a volume is the newest among the policy. This is unlike online synchronization
services. Be sure all of the on-premise volumes have up-to-date times using a NIST Time server.
▪ There is a 4GB limit for files stored in the cloud. This will be addressed in a future release.
▪ The following cloud providers are not supported for synchronization: Minio and AquaRay. This
will be addressed in a future release.
▪ Ensure your operating system is up-to-date with the updates.

CHAPTER 1 • RELEASE NOTES
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Chapter 2

Quick Start Guide
StorCentric Data Mobility Suite - Cloud-Enabled Software Eliminating Data Silos
StorCentric Data Mobility Suite (DMS) is an all-inclusive software solution that provides vendoragnostic file migration, replication, and synchronization across storage environments including disk,
LTFS tape, and public or private clouds. Data Mobility Suite is easily deployed on a non-proprietary
server and is capable of managing millions of files. Policies are configured for the organization’s
specific requirements and integrate with current infrastructure and supported S3-compatible clouds
so you can take advantage of your cloud infrastructure.

System Requirements
The minimum system requirements are 4-core CPU and 8GB of RAM. Windows Server is required.
DMS is certified for Windows Server 2012, Windows Server 2016, and Windows Server 2019. We
recommend up to 64 GB of RAM with an 8-Core CPU, depending on your data and configuration.

Installation
The first step is to download the DMS installation package. Refer to your fulfillment information or
contact your StorCentric sales representative for the download link. It is a single installer that
includes the user interface and the engine, running as a Windows service.
Double-click on the installer package to install the user interface. When the user interface launches,
you will see the following screen:
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Click "Install service" to install the service.

Licensing
After installation, you will need to license DMS. Refer to your fulfillment information for the license,
and type it into the prompt.

Click "Add" to add the license.
DMS will only transfer data up to your licensed capacity. If you run a job that attempts to transfer
more data than your licensed capacity, the job will fail. For example, if you are currently managing
49TB out of 50TB and DMS attempts to transfer 2TB, the job will fail. If your source decreased in
size, your usage will decrease.

Policy Wizard
DMS uses policies to define data movement strategies. You can use policies to implement
workflows for data migration, data replication, and data synchronization across disk, LTFS tape,
and cloud storage.
After licensing, DMS launches the Policy Wizard. The Policy Wizard walks you through setting up
the sources, targets, and settings for any policy.
It only takes three steps to fully configure any DMS policy.
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Policy Wizard: Sources
The first step is choosing the source. You can select a source from any mounted volume, network
share, or cloud volume.

You have a number of options within the list. You can identify a Favorite, a folder within a volume to
use as the source, by clicking the plus button next to the volume.
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You can also add a network share by clicking the plus button next to "Network Volumes", logging
in the share either as a guest or as an authenticated user with credentials.
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Finally, you can add a cloud volume by clicking the plus button next to "Cloud Volumes", using a
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path and credentials. DMS supports both path-style and virtual-host style paths.

Click "Choose Destination" to select your targets.

Policy Wizard: Targets
The next step is to choose the targets. You can select multiple targets for any policy. You have the
same options from the sources view to add Favorites, add a network share, or add a cloud volume.
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Click "Preview" to select your options.

Policy Wizard: Preview
The final step is to see a preview of your policy and select the options. You will see the following:
▪ Policy
Policy: This is the name of your policy. Choose an appropriate name.
▪ Sources
Sources: This is your source.
▪ Destinations
Destinations: These are your targets.
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Under "Options", DMS provides you with a number of options to fine-tune your policy:
▪ Replicate
Replicate: Choose the selector you would like to use for filtering files. StorCentric Professional
Services can assist at creating new ones that are honed to your business data.
▪ Delay
Delay: DMS is capable of running its policies from every second to multiple days. Choose the
delay between jobs with this option.
▪ Bi-directional Sync
Sync: Select this option if you would like DMS to synchronize the source with the
targets and vice versa.
▪ Directory Change Notification
Notification: Every time a policy runs, DMS will do a scan of its sources. For
NTFS volumes, DMS will leverage NTFS Change Journal Tracking to prevent a full scan after the
first full scan. DMS can use NTFS Change Journal Tracking to be notified of any file changes
and avoid rescanning files. Select this option for that feature.
▪ Number of days before rescanning
rescanning: DMS allows you to rescan a volume after a certain number
of days. The default is 7 days.
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Under "More options…", you will see the following options:
▪ Replicate open files
files: DMS supports Windows VSS Snapshot to read open files in a consistent
state. Select this option for that feature. This option is off by default.
▪ Thorough Verification
Verification: Select this option if you would like DMS to scan the source and targets
after completion of the policy to verify that the source data exactly matches the target data. This
is equivalent to running the policy again and is a byte-by-byte comparison for local volumes and
network shares. Cloud volumes are skipped to avoid download charges.
▪ Use faster unbuffered I/O
I/O: DMS is capable of bypassing Windows RAM memory buffering to
write data directly to an NTFS target.
▪ Preserve file security information
information: Select this option to preserve ACLs.
Choose "Finish" to save the policy.

Dashboard
When you click "Finish", DMS will switch to the Dashboard view. The dashboard is a high-level
summary of your storage environment with system health information.
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See "Overview" for details.
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Chapter 3

Overview
StorCentric Data Mobility Suite (DMS) has five different views: Dashboard, Volumes, Policies, Jobs,
and Settings. You can manage all of your workflows from these views.

Dashboard
Dashboard is the high-level summary of your storage environment with system health information.

At the top is System Health. It shows an overall status for your system, important system
information, and relevant service information:
▪ Uptime
Uptime: How long the system has been running since last launch.
▪ CPU
CPU: What the current CPU utilization is.
▪ Memory
Memory: What the current RAM usage is.
▪ Licensed
Licensed: How much capacity is licensed and how much is used.
▪ Policies
Policies: How many policies are enabled out of how many total.
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▪ Jobs
Jobs: How many jobs are running out of how many total.
Below System Health are Sources and Targets views. Both show an at-a-glance summary of the
sources and targets that are or have been included in policies with their "Used", "Free", and "Total"
data usage. Select a volume to get specific information on that volume and click it again to unselect
it. If you remove a policy, the volume will still be displayed in this view because DMS protected it,
and those volumes count toward the total managed capacity.
At the bottom of the view is Storage. This view is a summary of all the known volumes, their data
usage, and their capacity. Note that cloud volumes are limited by your licensed capacity.

Volumes
Volumes is the list of known volumes for DMS. These include mounted volumes, including LTFS
tapes, network shares, and cloud volumes as well as any Favorites you have created.

The list includes the following columns:
▪ Name
Name: The name of your volume. If it is a Favorite, the volume is indented below its parent.
▪ Used
Used: The amount of capacity that is used on the volume.
▪ Percent Used
Used: The percentage of capacity used on the volume.
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▪ Total
Total: The volume’s capacity.
▪ Policy
Policy: The policies that this volume is included in.
There is a trash can icon at the end of each row to remove the volume from the view. This does not
affect the data on the volume and only removes it from DMS and all of your policies. You cannot
remove root volumes.
You have a number of options within the list. You can identify a Favorite, a folder within a volume to
use as the source, by clicking the plus button next to the volume.

You can also add a network share by clicking "Add a Network Share", logging in the share either as
a guest or as an authenticated user with credentials.
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Finally, you can add a cloud volume by clicking the plus button next to "Add a Cloud Volume",
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using a path and credentials. DMS supports both path-style and virtual-host style paths.

Note that cloud volumes are limited by your licensed capacity.

Policies
Policies is the list of policies you have created in DMS.
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The list includes the following columns:
▪ Name
Name: The name of your policy.
▪ Sources
Sources: The source in your policy.
▪ Targets
Targets: The destinations in your policy.
▪ Selector
Selector: The selector chosen under "Replicate" in the Policy Wizard options.
▪ Delay
Delay: The delay between runs of your jobs.
▪ Status
Status: The status of your policy. "Enabled" means it’s running. "Disabled" means it’s paused.
You can enable or disable the policy by clicking "Enabled" or "Disabled".
There is a trash can icon at the end of each row to remove the policy from DMS.
To edit a policy, click on the name and walk through the Policy Wizard. You can click "Cancel" at
any time to avoid changing that policy.
You can also add new policies by clicking "Add Policy".
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Jobs
Jobs is the list of jobs that are running for your DMS policies.

The list includes the following columns:
▪ Policy
Policy: The name of the policy that this job is running for.
▪ Source
Source: The source for this job.
▪ Target
Target: The target for this job.
▪ Status
Status: The status of the job. It will show if the job is running or the last run of the policy with the
status.
▪ "Running" means the job is running.
▪ "Busy" means the source is currently in use.
▪ "Pending" means the job is preparing to run.
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▪ "Retry" indicates the source or target was unavailable, and the job will retry.
▪ Progress
Progress: The progress of the job with the data and files that have been transferred out of the
total.
There will be as many jobs as pairwise directional connections. A replication policy between a
source and three targets will be displayed as three jobs. A policy with bi-directional sync enabled
between a source and two targets will be displayed as four jobs, one for each pair and direction.

Settings
Settings shows version and licensing information for DMS.

If you need to add additional capacity licensing to your DMS installation, contact your StorCentric
sales representative for a new license, type it into the box, and click "Add". You can see the used
capacity and the total allowed.

Policy Wizard
DMS uses policies to define data movement strategies. You can use policies to implement
workflows for data migration, data replication, and data synchronization across disk, LTFS tape,
and cloud storage.
After licensing, DMS launches the Policy Wizard. The Policy Wizard walks you through setting up
the sources, targets, and settings for any policy.
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It only takes three steps to fully configure any DMS policy.

Policy Wizard: Sources
The first step is choosing the source. You can select a source from any mounted volume, network
share, or cloud volume.

You have a number of options within the list. You can identify a Favorite, a folder within a volume to
use as the source, by clicking the plus button next to the volume.
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You can also add a network share by clicking the plus button next to "Network Volumes", logging
in the share either as a guest or as an authenticated user with credentials.
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Finally, you can add a cloud volume by clicking the plus button next to "Cloud Volumes", using a
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path and credentials. DMS supports both path-style and virtual-host style paths.

Click "Choose Destination" to select your targets.

Policy Wizard: Targets
The next step is to choose the targets. You can select multiple targets for any policy. You have the
same options from the sources view to add Favorites, add a network share, or add a cloud volume.
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Click "Preview" to select your options.

Policy Wizard: Preview
The final step is to see a preview of your policy and select the options. You will see the following:
▪ Policy
Policy: This is the name of your policy. Choose an appropriate name.
▪ Sources
Sources: This is your source.
▪ Destinations
Destinations: These are your targets.
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Under "Options", DMS provides you with a number of options to fine-tune your policy:
▪ Replicate
Replicate: Choose the selector you would like to use for filtering files. StorCentric Professional
Services can assist at creating new ones that are honed to your business data.
▪ Delay
Delay: DMS is capable of running its policies from every second to multiple days. Choose the
delay between jobs with this option.
▪ Bi-directional Sync
Sync: Select this option if you would like DMS to synchronize the source with the
targets and vice versa.
▪ Directory Change Notification
Notification: Every time a policy runs, DMS will do a scan of its sources. For
NTFS volumes, DMS will leverage NTFS Change Journal Tracking to prevent a full scan after the
first full scan. DMS can use NTFS Change Journal Tracking to be notified of any file changes
and avoid rescanning files. Select this option for that feature.
▪ Number of days before rescanning
rescanning: DMS allows you to rescan a volume after a certain number
of days. The default is 7 days.
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Under "More options…", you will see the following options:
▪ Replicate open files
files: DMS supports Windows VSS Snapshot to read open files in a consistent
state. Select this option for that feature. This option is off by default.
▪ Thorough Verification
Verification: Select this option if you would like DMS to scan the source and targets
after completion of the policy to verify that the source data exactly matches the target data. This
is equivalent to running the policy again and is a byte-by-byte comparison for local volumes and
network shares. Cloud volumes are skipped to avoid download charges.
▪ Use faster unbuffered I/O
I/O: DMS is capable of bypassing Windows RAM memory buffering to
write data directly to an NTFS target.
▪ Preserve file security information
information: Select this option to preserve ACLs.
Choose "Finish" to save the policy.

Service Configuration
You can access the StorCentric DMS service under "Services".
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Run Service as a User
If you would like the service to run when you are logged out of Windows, you will need to set up the
service to run as a specific user. This setting is particularly important to avoid permissions issues
with shares after rebooting the system.
Follow these steps to change the user that the DMS service uses:
1. Run services.msc from the run menu.
2. Get properties for the StorCentric DMS service.
3. Go to Log On and select "This Account".
4. Enter the user credentials.

Synchronization
DMS supports synchronization from one source to many different targets with conflict resolution.
Synchronization means the following:
▪ When a policy starts, the source’s files are replicated to every target, and every target’s files are
replicated to the source, until all volumes have all files.
▪ When a file is added on any volume, the policy replicates it to every other volume.
▪ When a file is deleted on any volume, the policy replicates that deletion to every other volume.
▪ When a file is modified on a volume, the policy replicates that modified file to every other
volume.
▪ If a file is modified on multiple volumes, the policy uses conflict resolution to determine the
latest and preserve the rest. See below.

Source vs Targets
For DMS, the initial state of all volumes is ground truth at the start of a synchronization policy. Every
file on every volume will be synced with every other volume. A synchronization policy starts tracking
what has changed for each volume on creation or at launch of the DMS service.
See "Troubleshooting" if you are having issues with synchronization.

Conflict Resolution
Conflict Resolution allows you to edit files at the same time and be sure that your version will not be
overwritten with a different version. Let’s say you have the following setup:
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Source
VolumeA/FileA.txt
Target
VolumeB/FileB.txt
When the synchronization starts, DMS will scan the source and target. After the first pass, the files
will be as follows:
Source
VolumeA/FileA.txt
VolumeA/FileB.txt
Target
VolumeB/FileA.txt
VolumeB/FileB.txt
If you then edit FileA.txt on VolumeA then FileA.txt on VolumeB before the next synchronization
pass, DMS will consider VolumeB/FileA.txt to be the latest version, and it will append VolumeA/
FileA.txt with its modified timestamp.
Source
VolumeA/FileA.txt
VolumeA/FileA-timestamp.txt
VolumeA/FileB.txt
Target
VolumeB/FileA.txt
VolumeB/FileA-timestamp.txt
VolumeB/FileB.txt
This process of conflict resolution ensures that your changes are never deleted and that everyone
always has the latest changes.
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Chapter 4

Troubleshooting
If you encounter an issue with StorCentric Data Mobility Suite (DMS), please see below for
troubleshooting suggestions.

Configuration
DMS is installed under C:\Program Files\StorCentric DMS.
Configuration information is stored under C:\ProgramData\StorCentric_DMS.
Please note that uninstalling DMS does not delete your configuration files.
If you contact StorCentric Support, please include the following configuration files:
▪ C:\ProgramData\StorCentric_DMS\Config77.dat
▪ C:\ProgramData\StorCentric_DMS\configs.xml
▪ C:\ProgramData\StorCentric_DMS\operations_log.utx
If you are having issues with synchronization, please include these files:
▪ C:\ProgramData\StorCentric_DMS\SyncHistory
If you are having issues with Directory Change Notification (DCN), please include these files:
▪ C:\ProgramData\StorCentric_DMS\ScanTrees

Restarting the Service
Please note that you need to restart the service two times when you want to restart the service.
This will be address in a future release.

Service Not Running
The DMS UI communicates with the DMS service. If you launch the DMS UI and see the following
screen, you need to start the service or re-install the service.

CHAPTER 4 • TROUBLESHOOTING

31

If the DMS UI is already running and the service stops, you should see an alert in the Dashboard.
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Go to "Services" in Windows, and select "Start" for "StorCentric Data Mobility Suite Service".
In Task Manager, under the Services tab, the DMS service is listed under "DMSService".
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