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User Manual for Adding Exception to Firefox Certificate




F SENNHEISER

Steps followed for adding Exception to the imported certificate manually in Windows.
Prerequisite:-
SenncomSDK.exe (Generic SDK) /HeadSetupPro should be running.

1. Open the Firefox Certificate Manager and select server tab.
To open the Firefox Certificate Manager, follow the steps.
e Open Firefox browser and click on the three horizontal line icon on the right side of the browser.
e Select Options from the dropdown.
e Select Privacy & Security from left and scroll down to certificate section.
e C(lick View Certificates.
e From Certificate Manager, select Server
2. Server section of Certificate Manager will have Sennheiser Communications A/S under Certificate Name,
with 127.0.0.1 certificate under it.

Certificate Manager X
Your Certificates People Servers Authorities
You have certificates on file that identify these servers
Certificate Name Server Lifetime Expires On =]
v DigiNotar
DigiNotar Root CA * Permanent Monday, March 31, 2025
v DigiNotar B.V.
DigiNotar PKloverheid CA Organi... * Permanent Monday, March 23, 2020
v Sennheiser Communications A/S
127.0.0.1 * Permanent Thursday, December 28, 2028
v Zscaler Inc.
www.mozilla.org www.mozilla.org:443 Permanent Wednesday, November 13, 2019
View... Export.. Delete... Add Exception...
OK

Now select Sennheiser Communications A/S and click on Add Exception.

3. In Location enter “127.0.0.1:41088”, select “permanently store this exception” and click
Confirm Security Exception. (For websocket secure)
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Add Security Exception >

You are about to override how Firefox identifies this site.
& 4.' . Legitimate banks, stores, and other public sites will not ask you to do this.

Server

Location: | 127.0.0.1:41088 | [Get certificate

Certificate Status

This site attempts to identify itself with invalid information. View...

Unknown Identity

The certificate is not trusted because it hasn't been verified as issued by a trusted authority using a
secure signature.

Permanently store this exception

Confirm Security Exception Cancel

4. Once done there will be an entry with Certificate name 127.0.0.1 and server 127.0.0.1:41088.

Certificate Manager X
Your Certificates People Servers Authorities
You have certificates on file that identify these servers
Certificate Name Server Lifetime Expires On =3
v DigiNotar ~
DigiNotar Root CA & Permanent Monday, March 31, 2025
v DigiNotar B.V.
DigiNotar PKloverheid CA Organi... * Permanent Monday, March 23, 2020
v Sennheiser Communications A/S
127.0.0.1 = Permanent Tuesday, December 19, 2028
127.0.0.1 127.0.0.1:41088 Permanent Thursday, December 28, 2028
v Zscaler Inc.
v
View... Export... Delete... Add Exception...
oK
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Steps followed for adding Exception to the imported certificate manually in MAC.

1. Open the Firefox Certificate Manager and select server tab.
To open the Firefox Certificate Manager, follow the steps.
e Open Firefox browser and click on the three horizontal line icon on the right side of the browser.
e Select Preferences from the dropdown.
e Select Privacy & Security from left side and scroll down to Certificate section.
e C(lick View Certificates.
e From Certificate Manager, select Server

Follow steps 2 to 4 as above.

Note:- When uninstalling the application, delete the added exception from Certificate Manager by
selecting the certificate that has the exception.




