HOW TO
Add Sennheiser Certificates to
Untrusted Certificates in AD - GPO

What you need to do (summary):
Export the faulty certificates from a client pc to the desktop, copy them to a network share and import them to AD —

GPO: Computer Configuration —> Policies -> Windows Settings -> Security Settings -> Public Key Policies -> Untrusted

Certificates

1. Go to manage computer certificates (on a client pc with the faulty certificates).

Manage computer certificates

T:I Control panel

2. Go to Certificates - Local computer > Trusted root certification Authorities > Certificates

il Certificates - Local Computer
| Personal
v | Trusted Root Certification Authorities =

3. Your need to

Tocal Computer s

export the two certificates: 127.0.0.1 and SenncomRootCA to the desktop

T Expiration Date _ Intended Purposes _ Friendly Name.

[ Certific

127.00.1

4. Right click at the first file: 127.0.0.1 and choose All Tasks (1) > Export (2)

127.0.0.1 13-01-2027 <All>

All Tasks

Cut

Copy
Delete

Help




Click Next

x
& Catifcate Eport Wizard
Welcome to the Certificate Export Wizard
ety
Gancal
Click Next
X

& & Cetificate Export Wizard

Export File Format
Certficates can be exported n a variety of fe formats.

Opase- 509 (.CER)
O cryptographic Message Syntax Standard - PKCS

Click Browse and choose to save the file on the desktop

X

& Cenifcate Export Wizard

Fleto Export
Specify the name of the fie you want to export

Fiename
o=

Cancel

Choose to save the file 127.0.0.1 on the desktop (1) name the file 127.0.0.1 (2) and click save (3)

@
B> ThisPC > Desktop 0 v ®| | Search Desktop o
Organize v New folder =v @
A Name - Status Date modified Type o
v
I Desktop V< >
Filenamd [ 127001 | ) v
Save astype: | DER Encoded Binary X509 (*.cer) v
A Hide Folders Save | Cancel




9. Click Next

€ £ Certificate Export Wizard

File to Export
Spedify the name of the file you want to export

File name:

C:\Usersy  OneDrive - Demant Group Services\Desktop\127.0.0| | Browse... |

| Next | Cancel

10. Click Finish

€ L¥ Certificate Export Wizard

Completing the Certificate Export Wizard

You have successfully completed the Certificate Export wizard.

You have specified the following settings:

Export Keys No
Indude all certificates in the certification path No
File Format

DER Encoded Binary X.509 (*.cer)

11. Click OK

Certificate Export Wizard X

The export was successful.

12. Now you need to export the next certificate SenncomRootCA to the desktop.

B SenncomRootCA

Right click at the SenncomRootCA certificate and choose All Tasks (1) > Export (2)

SenncomRootCA

All Tasks

Cut

Copy
Delete

Help




13. Click Next

£ Cetificate Export Wizard

Welcome to the Certificate Export Wizard

ard helps you copy o
Ksts from a certicate store to your dis.

A certiicate, which s issued by a certfication authority, i a confirmation of your dentity

connections. A

o continue, cick Next.

14. Click Next

& & Cetificate Export Wizard

Export File Format
Certficates can be exported n a variety of fe formats.

Select the format you want to use:

(@ DER encoded
(OBase-64 encoded X.509 (.CER)

O Cryptographic Message Syntax Standard - PKCS #7 Certiicates (P76)

15. Click Browse and choose to save the file on the desktop

X

& Cenifcate Export Wizard

Fleto Export
Specify the name of the fie you want to export

File name:

Cancel

16. Choose to save the file SenncomRootCA on the desktop (1) name the file SenncomRootCA (2) and click save

3)

@
B > ThisPC > Desktop 0 v o »
Organize v New folder - 0
A ¢ Date modif A
[ Desktop v < >
File namg S€NNCOMROOCA v
Save astype:  DER Encoded Binary X.509 (*.cer) v
 Hide o o




17. Click Next

€ £ Certificate Export Wizard

File to Export
Specify the name of the file you want to export

File name:

C:\Usersy  OneDrive - Demant Group Services\Desktop\127.0.0| | Browse... |

| Next | Cancel

18. Click Finish

€ L¥ Certificate Export Wizard

Completing the Certificate Export Wizard

You have successfully completed the Certificate Export wizard.

You have specified the following settings:

Export Keys No
Indude all certificates in the certification path No
File Format DER Encoded Binary X.509 (*.cer)

19. Click OK

Certificate Export Wizard X

The export was successful.

20. Copy the two files (127.0.01 and SenncomRootCA) from the desktop to a network share, where you are able
to reach them from the AD server.

21. Now you need to Import the two certificates from the networks share (127.0.01 and SenncomRootCA) to the

AD — GPO: Computer Configuration -> Policies -> Windows Settings -> Security Settings -> Public Key
Policies -> Untrusted Certificates.

After Group Policy renewal, these certificates will be listed in the local machine untrusted certificates store

of each system. This listing in the untrusted store has precedence, even if the certificates remain in the
trusted root certificate store.



