
Tax authorities are 
going digital
Why boards, audit committees 
and senior executives should 
understand the risks.



Today, new, digitally-enabled business models can be activated 
overnight. A start-up can sell into more than 100 markets within 
24 hours. Likewise, established businesses in all sectors are finding 
new ways for digital to drive innovative new revenue streams and 
support global brand.

Tax administrations around the world are going digital at a rapid pace. 
And they are creating new capabilities to interact with taxpayers at 
source, instead of relying on historical information from the tax return. 
In some rare cases, they are demanding taxpayers’ data before a 

transaction has even occurred, or are aware of a transaction occurring 
within seconds of the cash register transaction. This turns the whole 
model of tax compliance on its head. And when digital advances are 
combined with the global revolution in tax transparency, companies 
old and new are finding that revenue authorities are forging ahead at 
a pace that has the potential to outstrip their ability to keep up.
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The results can be unpleasant; they include internal disruption, 
operational risks, “surprise” tax assessments or audits, financial 
penalties and reputational risk. But many boards, audit committees and 
senior executives remain unaware of the new risks and how quickly they 
have evolved.

What is digital tax administration?

Digital tax administration has come far in recent years. Indeed, the 
electronic filing of tax returns is now more than three decades old in 
many jurisdictions. In some nations, tax returns are now automatically 
pre-populated for taxpayers to approve, taking in information from 
banks, brokers and other third parties, almost fully automating a 
process that for many previously represented a burdensome review of 
physical documents.

Although not the initial focus of attention, corporate business taxes 
are now experiencing their time in the spotlight. “We clearly started 
this journey with personal taxpayers. I think the next wave will be the 
business side1,” says Hans Christian Holte, Commissioner of Norway’s 
tax authority and Chair of the Organisation for Economic Co-operation 
and Development’s (OECD) Forum on Tax Administration, a collection of 
more than 50 tax commissioners who regularly share ideas and insights 
with each other.

So what does digital tax administration look like, and what exactly are 
revenue authorities trying to achieve?

Tax authorities have many reasons for their journeys into digitalization. 
The first was out of necessity — only by applying digital techniques 
could tax authorities start to address the shadow economy. Second was 
efficiency as at a broader level, all government departments have found 
that they need to do more with less.

Shrinking internal budgets, while still under pressure to deliver revenue 
was a key driver.

Chiefly, collecting more tax revenue (and earlier) heads the list and 
data matching and advanced data analytics can be used to identify not 
only tax fraud and evasion, but also to tackle what they consider to be 
aggressive tax planning.

Governments are reaping significant returns on their investment 
in digital. Starting in 2015, for example, Russian taxpayers were 
required to submit value-added tax (VAT) transactional data 
along with their electronic VAT returns. That year, domestic VAT 
revenues increased by more than 12%, the equivalent of around 
US$4 billion (RUB267 billion). Mexico reports a 38% increase in 
tax revenues without an increase in headline corporate tax rate, 
while Brazil reported a 42% increase over plan for 2017 audit 
and penalties collected after implementing a series of new digital 
reporting requirements.

1  An interview with Hans Christian Holte, EY, May 2018. ey.com/Publication/vwLUAssets/ey-a-discussion-with-the-hans-christian-holte/$FILE/ey-a-discussion-with-the-
hans-christian-holte-issue-22-june-2018.pdf.
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The second characteristic — employed once tax authorities have sourced 
all of the above data types is that they are becoming far more advanced 
in their use of data matching and data analytics. All of the data sources 
noted thus far — along with many others, including a company’s country-
by-country reports — are combined to form a complete corporate tax 
profile. Data analytics and data matching are then utilized, often right 
across a company’s supply chain, highlighting errors (intentional or 
not), data inconsistencies, systemic fraud and compliance risks.

The OECD, in fact, published a handbook of 19 tests that it thinks all 
tax authorities should be running across the data submissions for 
large multinational companies’ (MNCs). But many tax authorities go far 
further. As Jeremy Hirschhorn, Deputy Commissioner for Groups in the 
Australian Taxation Office, said in a recent interview with EY, “We have 
approximately 100 risk factors that we apply to international dealings, 
and the aim is to make these transparent over time. That way taxpayers 
can consciously decide whether they want to take a low or a high risk 
position. We call this ‘setting out the flags’ at the beach.” 

Americas Asia-Pacific Europe

A pioneer region in digital tax 
administration and arguably the 
most mature

• Jurisdictions’ primary objective is to 
raise tax revenue by detecting fraud and 
tax evasion

• Focus on e-invoicing and transactional 
accounting data; emphasis on 
inter-country sharing

• Key focus countries: Mexico, Brazil, 
Chile, Peru

• Initiatives vary by country, with few 
common trends

• India requires reporting of detailed 
invoice data

• China introduced data reporting through 
its 1,000 accounts plan for select 
large taxpayers

• Key focus countries: China, India

• Growing number of countries have/are 
adopting the OECD’s SAF-T guidance

• SAF-T Includes the regular provision of 
detailed invoice and accounting data

• Other countries have adopted their 
own variations of digital data reporting 
requirements

• Key focus countries: Italy, Poland, 
Russia, Spain, United Kingdom

2  OECD publishes two handbooks on Country-by-Country reporting, EY Global Tax Alert, 3 October 2017. 
ey.com/gl/en/services/tax/international-tax/alert--oecd-publishes-two-handbooks-on-country-by-country-reporting.

3  An interview with Jeremy Hirschhorn, EY, November 2017. ey.com/gl/en/services/tax/ey-an-interview-with-jeremy-hirschhorn
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Countries want to move to real-time analysis
As well as increasing their overall levels of data acquisition and data 
analytics, tax authorities are moving to real-or near real-time tax 
compliance, demanding data immediately after (and in some cases, 
even before) a transaction has occurred.

This completely disrupts the traditional tax compliance life cycle and, 
in turn, the tax and finance departments, which must now deal with 
a compliance timeline that has changed from several years to just 90 
days, and often shorter.

Moreover, digital tax administration presents a major organizational 
challenge to the taxpayer; while the finance department may submit 
some electronic accounting information, the tax department is then 
responsible for submitting the balance and also then addressing 
incoming tax authority inquiries — and, in time, tax audits.

Four key areas of risk
Such significant change also brings significant risk. With more countries 
moving data acquisition “upstream” (i.e., closer to the point where a 
transaction originally occurred), unless changes are made, companies 
will be submitting data that has not been tax sensitized, checked for 
errors and generally prepared for final submission (i.e., as it would be 
for a tax return).

As a result, there are growing frictions between taxpayers and taxing 
authorities in countries that are going digital. Audit notices tend to 
increase, and companies find that they have to respond to incoming 
inquiries in a far more efficient and timely manner, creating a litter of 
penalties if they fail to keep up. In some unfortunate cases, requests 
for tax refunds may be rejected should the taxpayer be deemed to be 
noncompliant in other areas.

But these are not the only dangers. Broadly speaking, digital tax 
administration risks tend to span four key areas: 
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How the leading companies are responding
Preparing for digital tax administration today is relevant and necessary. 
When forming a response, a key first question companies are asking 
themselves is “Who owns this in our organization, and who has 
visibility into how we are complying with these new and ever-changing 
requirements?”

Next, companies are asking themselves whether they should adopt 
a global (or regional) approach or develop point solutions in each 
and every country. Generally speaking, while formats and delivery 
schedules may be very different, all countries do in fact have some level 
of consistency in what they are asking taxpayers to deliver. A global 
or regional response is therefore a more efficient and cost effective 
proposition. 

Companies must then assess their readiness, define an enterprise-wide 
strategy and assess data integrity and quality before finding ways to 
both pre-test the data they are submitting and then streamline data 
submissions and the ways in which the company will respond to any 
incoming inquiries.

Final thoughts
Digital tax administration is a rapidly evolving topic, and a country’s 
progress is not necessarily linear. Many countries are only beginning 
their journey, while others are far ahead, already experimenting with 
the possibility of reaching directly into corporate Enterprise Resource 
Planning (ERP) systems or connecting directly to point-of-sale cash 
registers to track sales. Some countries (emerging markets especially) 
may leapfrog from zero to advanced in a very short period of time. 

Others may be struggling with legacy systems, and the forward 
progress may be slower. But for most MNCs, the truth is that they will 
need to deal with revenue authorities right across the digital maturity 
spectrum. That means working hard to get onto the front foot, driving 
efficient operating models and building change management and 
flexibility into finance processes.

Questions the board should be asking

• Do we have the proper governance and global operating model, 
demonstrating risk aversion, visibility and cost effectiveness? 

• Is our approach to digital and technology keeping pace with that 
of the tax authorities?

• How are we monitoring global changes to submission 
requirements and preparing for new mandates?

• Are we confident that our data quality and governance 
is sufficient?

• Do we have visibility and understanding of what the tax 
authorities are doing with our data?

• How do we integrate digital audit defense activities into our tax 
team’s daily processes?
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Contacts
Albert Lee
EY Asia-Pacific Tax Technology and Transformation and Digital Tax Leader
+852 2629 3318
albert.lee@hk.ey.com

Peter Sanders
+61 2 9248 5468
peter.sanders@au.ey.com
Australia

Agnes Fok
+852 26293709 
agnes.fok@hk.ey.com
Hong Kong

Ivy Ng
+65 6309 8650
ivy.ng@sg.ey.com
Singapore

Simon Jenner
+61 2 8295 6367 
simon.jenner@au.ey.com
Australia
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About EY

EY is a global leader in assurance, tax, transaction and advisory 
services. The insights and quality services we deliver help build trust 
and confidence in the capital markets and in economies the world over. 
We develop outstanding leaders who team to deliver on our promises 
to all of our stakeholders. In so doing, we play a critical role in building 
a better working world for our people, for our clients and for our 
communities.

EY refers to the global organization, and may refer to one or more, of 
the member firms of Ernst & Young Global Limited, each of which is 
a separate legal entity. Ernst & Young Global Limited, a UK company 
limited by guarantee, does not provide services to clients. For more 
information about our organization, please visit ey.com.

© 2019 EYGM Limited.

All Rights Reserved.
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This material has been prepared for general informational purposes 
only and is not intended to be relied upon as accounting, tax, or other 
professional advice. Please refer to your advisors for specific advice.
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