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Introduction
The supply chain has never been under the level 

of scrutiny that it is today. The risk of engaging 

integrity-challenged third parties is more public 

than ever before. Yet while many companies 

regularly examine the traditional and obvious set of 

risks when conducting due diligence on their third 

parties, they fail to consider integrity challenges 

that can have a significant business impact. 

Quite often this standard set of risks – which 

mainly focus on corruption, logistics, health and 

safety standards and financial stability – does not 

include inherent supplier integrity and compliance 

risks. While the standard risks are certainly 

important, government regulators, the media, 

non-governmental organisations and the public 

are increasingly exerting pressure on companies 

to closely monitor their suppliers’ integrity and 

regulatory compliance.

We will explore the top five integrity risks that 

are likely hiding in your supply chain right now 

and provide practical tips for establishing an 

integrity risk assessment programme that enables 

transparency into unexamined compliance and 

integrity risks.

Identifying and prioritising risks that exist in your 

suppliers can be challenging, especially if you lack 

the know-how, capabilities or correct tools. As well 

as exploring the five integrity risks that reside in 

your supply chain, we will explore the identification 

and prioritisation of such risks to help you make 

better decisions regarding your key stakeholders.
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Consumer purchase patterns are becoming more 

and more influenced by the perceived ethical 

standing of not only the service provider, but also 

the organisations they choose to do business 

with. Therefore, unethical conduct committed 

by suppliers can not only harm your company’s 

brand and reputation, but can lead to loss of trust 

and confidence from customers. Questionable 

or unethical conduct could be committed by a 

supplier in a remote country in Southeast Asia, Latin 

America, the Middle East or Africa, but it is your 

brand that would be named and shamed through 

the courts of public opinion and the media.

Similarly, potential business partners may reconsider 

or change the terms of deals with you if they learn 

that the integrity and operational stability of your 

supply chain has been compromised. A compliance-

challenged supply chain would represent a potential 

third-party or even fourth-party integrity risk that 

a business partner could be held responsible for, 

increasing the overall risk of the deal. Even though 

the deal may close, your company may not receive 

favourable terms given the extra risk your supply 

chain introduces.

Supply chains have become larger and increasingly 

complex, making end-to-end transparency a hard 

thing to achieve, and thus creating an opportunity 

for wrongdoers to take advantage without 

detection. Failure to detect and mitigate unethical 

conduct in your suppliers is almost as bad as not 

knowing your own business practices and conduct, 

as demonstrated by the numerous well-known 

multinational corporations that have been fined, 

taken to court or had their reputation ruined for 

misconduct committed by their third parties. It 

is therefore very important to fully assess and 

understand where integrity and compliance risks 

reside in your suppliers.

Risk detection is no longer a check-the-box 

process; it involves a combination of techniques 

and technologies to match. The initial starting 

point to knowing your suppliers is understanding 

how they operate, the work they do for you, the 

common risks that they have, and how such risks 

may affect you. Understanding your suppliers 

inside-out can give you a reasonable insight 

into their risk areas. Simply put, the conduct of 

your supplier is your responsibility. As such, you 

need to understand them just as you do your 

own business. Additionally, understanding your 

suppliers will help you to ascertain your risk 

exposure, identify potential risks and impact, and 

prioritise risks based on your tolerance.

The Red Flag Group® has identified and categorised 

23 compliance and integrity risk areas to consider 

when developing a compliance programme. 

Based on over a decade of compliance experience 

working with global organisations, numerous 

surveys and business intelligence research, we 

present five of the top risks that are likely hiding in 

your supply chain right now.

When developing this list of supplier compliance and 

integrity risks, we considered both the likelihood and 

the severity of impact in a typical supply chain. (This 

is not to say that the other risk areas cannot damage 

your reputation, brand or business. We recommend 

that all compliance and integrity risks be considered 

in the context of your business challenges when 

assessing your supply chain.)

1. Identification – list out the risks that your 

organisation may be exposed to

2. Prioritisation – prioritise identified risk based 

on likelihood of occurrence and impact if it 

does occur

3. Risk rating – create a scoring scale (1–5 is 

widely preferred) and apply it to your third parties

4. Segmentation – risk tier third parties and 

apply greater scrutiny to higher-risk tiers

Tips for getting started with supply 
chain partner assessments
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1. Data security and 
personal information 
mishandling

While typically managed through information 

technology teams, data security has become a 

highly-discussed topic among compliance and 

supply chain professionals. Given the extensive IT 

system connectivity and data exchanges needed 

to support an effective supply chain, security and 

oversight of sensitive data and systems access is 

one of the greatest supply chain integrity risks 

we face.

The recent and widely-circulated revelation of 

personal data mishandling by one of the world’s 

most popular social networking companies 

through a third party is a classic example of how 

things can go wrong if personal data is not well 

managed or contractual agreements are not 

reviewed and enforced.

This is another high-risk area that has led countries 

and regions to enact laws and regulations 

specifically addressing data security. Some 

examples of this are Europe’s General Data 

Protection Regulation, which became enforceable 

on 25 May 2018, and the post-9/11 United States 

Homeland Security Act, which is supplemented by 

other legislation such as the Federal Information 

Security Management Act and the California 

Security Breach Information Act to ensure that 

personal data is protected.

Exposure to data security risks may come from 

any number of standard business practices that 

involve your supply chain. Whether it’s engaging 

an external service provider to help with data 

gathering, data storage, marketing and advertising 

or research, all represent increased cyber-attack 

vectors and data-breach risks.

There are many examples of unscrupulous suppliers 

purposely leaking, selling or mishandling data and 

intellectual property that is entrusted to them, 

with multinational corporations losing valuable 

trade secrets and intellectual property due to data 

handling mismanagement by a third party. Often 

local laws and enforcement officials offer little 

protection, so upfront due diligence is an essential 

part of assessing third parties before sharing 

sensitive data and information. Organisations 

must fully understand how each third party plans 

to secure, manage and use the supplied data and 

trade secrets.

Prepared organisations will have data-breach 

protocols in place so that they are not caught off 

guard if a data breach occurs. Your plan should 

include considerations for limiting supplier access 

to non-necessary data and systems, tracking and 

auditing third-party access to your company data, 

and the ability to rapidly remove data access in 

the event that a breach or hacking event occurs. 

If a third party will be collecting, accessing and/or 

storing personal or business data on your behalf, 

verify that they have adequate data security 

policies and protections in place that contractually 

obligate adherence. For additional assurance, many 

organisations require their third parties to be ISO/

IEC 27001 Information Security Management–

certified, with all information to be gathered or 
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stored in compliance with applicable local and 

international laws and regulations. Data security 

experts also advise the use of discreet breach tests 

by attempting intrusions to ascertain that the 

security measures are effective.

A comprehensive third-party assessment process 

will ensure you know which data is shared with, 

or accessible to, each of your third parties. It is 

recommended that you create a segmentation 

strategy that limits exposure to sensitive data and 

applies the correct level of scrutiny during the 

assessment process. If you ever find yourself in the 

midst of a data breach or malicious hack, having a 

plan in place and understanding the scope of the 

exposure can help you protect valuable data assets 

and get out in front of a public relations crisis.

In July 2017, the French Data Protection 

Authority (CNIL) fined the French affiliate of 

Hertz Corporation for failure to ensure the 

security of website users’ personal data on its 

web-based discount programme.

A 2016 investigation by CNIL found that 

approximately 35,000 website users’ personal 

data was easily accessible through a URL 

address. CNIL investigators also found that 

Hertz France failed to comply with its client 

data-protection obligations as required by the 

French Digital Republic Act of 7 October 2016.

Hertz France found that a vendor that provided 

web-design services failed to implement 

proper security controls, leading to the breach. 

CNIL considered the actions that the rental 

company took and settled for a US$46,000 

fine. While the fine itself was rather minimal, 

the reputational damage had a longer-lasting 

impact on the Hertz brand.

Enterprise Rent-A-Car garnered unwanted 

media attention in January 2017 when three 

of the English car rental company’s former 

employees pleaded guilty to stealing and selling 

client data to ‘ambulance chasers’ (lawyers 

who get work by persuading someone who 

has been in an accident to claim money from 

the person or company responsible for the 

accident). Over a period of three and half years, 

the three former employees stole customer 

information and sold it for undisclosed amounts 

of money, contrary to the United Kingdom’s 

Data Protection Act. The theft was discovered 

by Enterprise Rent-A-Car and reported to the 

Information Commissioner’s Office (ICO).

Even though the car rental company was not found 

liable for the data breaches, Steve Eckersley, ICO’s 

Head of Enforcement, said, ‘Car rental companies 

have details of drivers who have been in a road 

accident and need to hire a vehicle whilst theirs is 

out of action. These details are valuable leads to 

companies which make money from encouraging 

accident victims to make claims … These 

individuals had a long-running agreement to abuse 

the trust placed in them to look after precious 

personal details. The problem of data thieves 

trading personal information is very concerning and 

one we’re cracking down on.’

CASE STUDY 
Hertz Corporation

CASE STUDY 
Enterprise Rent-A-Car
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In 2007, clothing manufacturer GAP was 

embroiled in allegations that its clothes were 

made by children as young as ten in India. The 

news broke after British newspaper The Observer 

published images of children handmaking 

clothes for GAP. Without denying the damning 

images and the negative press that followed, 

GAP introduced a strong public relations 

campaign in which it pledged its commitment to 

eradicating child labour in all its supply chains. 

However, despite the scandal taking place almost 

ten years ago, the negativity surrounding these 

events is still fresh in consumers’ minds.

CASE STUDY 
GAP

2. Modern-day 
slavery, human 
rights abuse and 
employee rights

Human rights violations and modern slavery in 

the supply chain is a serious global problem. 

Companies that work in high-risk industries 

and locations have an obligation, both morally 

and legally, to detect and prevent human rights 

violations. Rightly, people and the media react 

harshly to organisations when an issue involves the 

rights or dignity of human beings.

Modern slavery and human rights are hot topics 

globally, to the extent that some countries now 

require companies to make disclosures that their 

products are not delivered as a result of human 

rights abuses, child labour, human trafficking or 

servitude. These countries have introduced or are 

in the process of introducing legislations such 

as the Federal Acquisition Regulation, California 

Transparency in Supply Chains Act and Dodd–Frank 

Act in the United States, the United Kingdom 

Modern Slavery Act, and the Australia Modern 

Slavery Bill, to help minimise human rights abuse 

and hold all layers of supply chains accountable.

Companies with suppliers in countries like China, 

Ivory Coast, Cambodia, Bangladesh, Nigeria, 

Thailand and the Democratic Republic of the 

Congo are especially exposed to and have an 

obligation to ensure that goods are not produced 

by underage or forced employees working in 

inhumane conditions. Exposure to human rights–

related risks are heightened in industries like 

construction, agriculture, fishing, textiles, mining, 

electronics, entertainment and food production.

Beyond the basic moral obligation to eliminate 

human rights violations in the supply chain, 

companies risk significant public backlash and 

reputational damage even if they are unaware of 

these issues in their supply chain. Rarely does the 

public know of or associate human or employee 

rights violations with the supplier – rather it is 

the brand that is at risk for the bad behaviour of 

a supplier.
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A 2018 report by Clean Clothes Campaign 

revealed that 13 percent of H&M’s Bangladesh-

based suppliers failed to take steps to ensure 

the safety and wellbeing of the factory workers 

that produce the clothing retailer’s clothes. The 

report stated that H&M’s suppliers have not 

yet installed basic fire safety measures, despite 

H&M and other clothing companies signing the 

Accord on Fire and Building Safety in Bangladesh 

following the 2013 Rana Plaza tragedy, in which 

over 1000 workers died due to poor safety 

measures. Bangladesh is home to thousands of 

suppliers for some of the world’s largest clothing 

retailers, including but not limited to H&M, Zara, 

Marks & Spencer, GAP, Inditex and Primark.

CASE STUDY 
H&M

The 2013 decision of the United States Supreme 

Court to reverse the 2010 District Court’s ruling 

that affected parties could only sue companies if 

a human rights violation was committed in the 

United States has once again brought to the fore 

an issue that was seemingly dying. In 2010, Nestle 

SA and Cargill Inc. could not be sued in the United 

States because the 1789 Alien Tort Statute did not 

allow foreign nationals to seek legal redress in the 

United States for human rights breaches committed 

overseas. However, the recent interpretation of this 

statute by the United States Court of Appeal means 

that foreign nationals now have a chance to seek 

redress for violations committed outside the United 

States. Six Malian nationals have filed a suit in the 

United States alleging that they were forcefully 

taken to work in cocoa plantations in Ivory Coast. 

They claim that Nestle SA and Cargill Inc. knew of 

the forced labour in Ivory Coast but did not make 

an effort to stop it, instead allegedly providing 

funding and training to the cocoa farmers that 

engaged the child labourers. Nestle SA and Cargill 

Inc. have the denied knowledge of human rights 

breaches and are still arguing to have the court 

throw out the case brought by the six men.

CASE STUDY 
Nestle and Cargill

Human rights issues should be taken seriously by 

every organisation, with programmes put in place 

to identify and eliminate these risks from supply 

chains. You can start with a review of the suppliers’ 

policies and procedures and by requiring that they 

certify that their products are not produced using 

child labour or forced migrants or under servitude 

conditions. However, this is not sufficient when 

working with high-risk industries and jurisdictions 

– in these cases, a comprehensive programme of 

ongoing media and watchlist screenings for high-

risk indicators, enhanced due diligence focusing on 

suppliers’ labour practices and even scheduled and 

unannounced onsite audits may be appropriate.

Human rights and labour practices are very 

important issues and significant attention is being 

paid by consumers and organisations around the 

globe. When assessing your supply chain partners 

be sure they share the values of your organisation 

on this very important topic.
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ENVIRONMENTAL 
STEWARDSHIP 3. Environmental 

stewardship

Most will agree that taking a proactive approach 

to positive environmental stewardship is not 

just morally good – it’s also good business. 

Environmentalists, the media and NGOs are 

constantly mounting campaigns against companies 

that violate environmental laws, cause damage to 

the environment or use unauthorised chemicals 

in their products. In some cases, once an 

environmental violation is exposed in the media, it 

is likely that punitive action from agencies such as 

the United States Environmental Protection Agency 

and the European Chemicals Agency will follow.

Government action is not the only penalty you can 

face if caught up in supply chain environmental 

issues – you may suffer loss of business through 

product boycotts or recalls when it is discovered that 

your supplier is involved in environmental breaches.

If your suppliers work in an environment where 

they wilfully and irresponsibly dispose waste into 

the air or water, then you are at risk and can be 

responsible for their bad actions. Proper care 

must be taken to ensure that your suppliers are 

disposing of their waste without causing harm 

to the environment or its inhabitants and in 

accordance with your own environmental policies.

To decrease the business risks of working with an 

environmental bad actor, steps should be taken to 

assess and monitor ethical environmental behaviour 

throughout the many tiers of your supply chain. 

Carefully review each potential partner’s policies and 

procedures for handling and disposal of high-risk 

materials, obtaining proof of necessary certifications 

and permits. Also consider onsite audits and 

inspections when dealing with high-visibility 

partners that work in locations and industries that 

can have a large impact on the environment.

In 2011, Apple Inc. was accused by five Chinese 

NGOs of systemic pollution for engaging suppliers 

that are well-known polluters of water in China. 

It was reported that Apple Inc.’s suppliers in 

China were releasing untreated water with a high 

concentration of heavy metals into the Yangtze 

and Huangpu rivers. The NGOs alleged that tested 

sediment contained high levels of nickel and copper 

exceeding standards laid out by the United States 

National Oceanic and Atmospheric Administration.

This was not the only environmental scandal faced 

by Apple Inc. in 2011 – it was also reported that 

audits conducted by Apple Inc. at one of its iPad 

producers in in Chengdu, China found improper 

disposal of hazardous waste and workers injured by 

toxic chemical exposures.

In February 2018, global clothing brands H&M, 

Next, Tesco and Asda were accused of engaging 

suppliers that disposed toxic chemicals into rivers 

and the atmosphere in India. Even though the 

companies were not directly involved in the alleged 

water and air pollution, their brand names have 

been constantly referenced in the associated media 

and research reports by environment groups.

CASE STUDY 
Apple Inc.

CASE STUDY 
H&M, Next, Tesco and Asda
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CORRUPTION 
AND BRIBERY 4. Corruption  

and bribery

Bribery and corruption issues have certainly been 

some of the most visible in terms of government 

action and large fines. Although typical Foreign 

Corrupt Practices Act and United Kingdom Bribery 

Act actions are seen on the sales side of the house, 

notable cases have highlighted that corruption and 

bribery does exist within the supply chain and can 

have a significant impact on your company.

When suppliers are dealing with state-owned 

entities (SOEs) or politically-exposed persons (PEPs), 

you run the risk of them engaging in corrupt 

business practices either with or without the 

knowledge of parties within your organisation. In 

many underdeveloped high-risk countries, public 

procurement officials, licensing agencies and 

customs officers are incentivised toward corruption, 

and could represent a source of misconduct in your 

supply chain. It is therefore important to include 

SOE and PEP screening as part of your supplier 

assessment process, and to include this aspect in 

your risk scoring matrix.

To minimise exposure to corruption and bribery, a 

comprehensive due diligence programme for your 

suppliers (and any local parties that they engage on 

your behalf) can provide needed visibility. Start by 

verifying that your suppliers have anti-corruption 

and anti-bribery policies that follow international 

guidelines and adhere to your code of conduct. In 

scenarios that present heightened risk (for example 

when government officials and institutions are 

involved), enhanced due diligence on key partners 

can uncover issues that may not have been 

apparent before. Ongoing monitoring of suppliers 

with a compliance screening database is a great way 

to ensure that if suppliers do engage in illegal and 

unethical behaviour you are alerted and can take 

mitigation steps. Finally, ensure that your supply 

chain partners are open to and contractually agree 

to regular independent auditing and review. These 

programme components will provide transparency 

throughout your supply chain and provide you with 

a defensible position if an issue does occur.

Internally, organisations should have comprehensive 

programmes to ensure their employees can identify 

corruption and bribery issues and have a mechanism 

to report concerns. Make sure that your internal 

employee code of conduct clearly articulates each 

employee’s responsibility to prevent bribery and 

corruption and report any issues that ought to 

be investigated. A strong anti-bribery and anti-

corruption training programme must be in place for 

any employees that are directly or indirectly working 

with government officials and institutions, and this 

programme should educate on how to spot the 

warning signs of corruption and bribery.

It is important to note here that bribery risk often 

comes from within an organisation. The high stakes 

involved in becoming a supplier can often lead to 

potential suppliers offering inappropriate gifts and 

even payments to key sourcing decisionmakers 

in order to secure and maintain business. It 

is important that your supply chain integrity 

programme also considers these risks and includes 

policies and controls to monitor potential conflicts 

of interest and identify unethical activities designed 

to influence supply chain purchase decisions.
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INDUSTRY-
SPECIFIC RISK 5. Industry-specific 

risk

While our top four risks are quite common across 

a wide spectrum of supplier types and industries, 

we reserve the number-five spot for you to carefully 

consider the risks that are relevant to your industry 

and risk tolerance. As with most compliance and 

integrity risks, a proven mitigation approach is to 

develop a risk matrix that assesses the likelihood 

of occurrence and severity of impact. Look to 

others in your industry who have found themselves 

in reputational or regulatory trouble due to the 

behaviour of a supplier; what was the risk they 

should have seen?

Third-party risks differ depending on the industry 

and size of the supplier. Risks that may be regarded 

as low in one industry may be higher in another. 

For instance, money laundering may be a high risk 

in the financial sector but a low to moderate risk in 

agriculture. Just like intellectual-property violation 

may be a high risk in the electronics sector, but 

present a low to moderate risk in the construction 

industry. Given that risks differ from industry 

to industry, you need to consider your industry, 

market and size of suppliers. These will help you to 

determine your risk exposure and ensure that you 

take the right measures to mitigate them.

Whichever industry you are operating in or doing 

business in, there are always risks. You need to 

identify these risks and manage them effectively.
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There are seven integrity risks associated with 

this category. These risks are regulated by laws 

across the globe. The intention of these laws 

is to ensure companies conduct business in 

an ethical manner, promote fair competition 

for the benefit of consumers, and prohibit 

dishonest behaviour by individuals entrusted in 

a position of authority.

An organisation’s greatest assets can be its 

employees and its reputation. Therefore, 

compliance to laws and ethical practices 

that protect the wellbeing of employees 

also protects the business. These six risk 

areas focus on fair working environments 

for third parties’ employees and conduct 

that could impact the reputation of 

downstream customers.

Anti-trust and 
corruption

Employment, 
safety and 
reputation

The Red Flag Group® has spent the last twelve years advising global clients on how to develop world 

class compliance programmes. With this perspective, we have identified 23 risk areas that should be 

considered when assessing the integrity and reputational risk posed by third party partner. With the goal 

of helping organisations make better decisions about the partners they engage, we have compiled a 

comprehensive business intelligence resource comprised of market analyses, local insights and our global 

expertise, to help organisations spot where integrity risk might be hidden. Combined with our advanced 

integrity and compliance screening database, clients can see not only where risks are likely in the future, 

but also access data and information about past concerns.

For convenience, we have grouped the 23 risk areas into four categories that help align common 

detection and assessment efforts. It is important to understand each of these 23 risk areas so that 

effective remediation efforts can be put in place with your programme.

This risk category includes:

• corruption and bribery

• serious and organised crime

• sanctions and exclusions

• fraud, money laundering and 

financial irregularities

• export controls

• politics

• anti-competitive behaviour.

This risk category includes:

• health and safety

• diversity

• employee rights

• modern-day slavery

• materials labelling and handling

• irresponsible marketing.

Classifying integrity and reputational risks
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An area with no shortage of media attention 

and concern for organisations is cyber 

security and business stability. The potential 

for harm over the mishandling of company, 

customer and product data can cause 

irreparable damage to an organisation. 

Moreover, the expectations for safeguarding 

of information from consumers is at an all-

time high. The Red Flag Group® has identified 

four risk areas for companies that focus on 

the potential for disruption, misdirection or 

mishandling of products and information.

Cyber security 
and business 
stability

This risk category includes:

• personal information mishandling

• data security breaches

• intellectual property infringement

• business continuity.

The environmental impact of an organisation 

remains a critical concern for regulators 

and consumers. However, without proper 

measures and controls, it is difficult to assess 

the complete impact a company and its 

supply chain has through the manufacture 

and distribution of its products and services. 

Without a complete knowledge of their third 

parties’ practices, companies can receive 

negative press or reports of misconduct 

regarding the actions of those third parties.

The process of environmental governance 

refers to the decision making involved in the 

control and management of natural resources 

and the domain a company and its supply 

chain may impact. What this means is that 

companies should not only consider the 

environment in every decision they make, 

but should also promote systems such as 

monitoring the practices of third parties and 

recycling used products. There are six risk 

areas that make up this category.

Environment 
and 
governance

This risk category includes:

• chemical usage

• emissions and waste monitoring

• environmental stewardship

• sustainability

• product regulations

• illegal animal testing.
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Conclusion and  
key takeaways

CONCLUSION

Developing a robust supply chain integrity risk 

assessment strategy is essential to minimise 

exposure to possible financial penalties and, 

even worse, damage to the reputation of your 

brand. Suppliers must be assessed regularly and 

benchmarked against their peers in the same 

industries and countries to ensure that those that 

measure lower can be replaced or advised to 

improve in areas where integrity concerns exist.

While there are common risks across industries, 

developing an effective integrity risk assessment 

programme for your supply chain requires diligence 

to changes in the business climate, geographic 

locations you do business in and other dynamic 

factors. Identifying integrity risks before they 

mature into problems is the best way to avoid being 

caught off guard. Takes steps to build integrity risk 

transparency into your supply chain today.

KEY TAKEAWAYS

  BE PROACTIVE

Ethical lapses by your supply chain partners 

can have major financial and reputational 

consequences for your business. If integrity and 

compliance risk is not considered in your existing 

supplier onboarding process, take steps to begin 

conducting this assessment now.

  BE STRATEGIC

Not every supply chain has the same risk profile. 

Influences such as the suppliers’ geographic 

location, industry and commodity type will have a 

significant impact on the types of risks that should 

be assessed. Develop a risk-scoring approach that 

considers the likelihood of a risk occurring and 

the impact if it does; other considerations may be 

spend ranges, usage frequency and visibility of 

your relationship with a supplier.

  BE EFFICIENT

Lack of resources is often cited as the primary 

reason that an integrity assessment programme is 

weak or non-existent. Maximise the efficiency of 

your resources by establishing risk tiers according 

to assessed risk scores, then focus efforts on the 

supply chain partners that present the highest 

risk, and limit the scope of efforts for those that 

are low risk.

  BE INQUISITIVE

Integrity and compliance risks within the supply 

chain are constantly evolving. It is imperative that 

organisations stay on top of the changing risks that 

impact their industry, the geographic location of 

suppliers, and all other factors that could lead to 

regulatory enforcement and reputational damage. 

Supply chain integrity programmes should be 

reassessed on a regular basis to identify unseen 

risks and ensure there are visibility mechanisms 

in place to protect your organisation from doing 

business with the wrong suppliers.
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About The Red Flag Group®

The Red Flag Group® supports companies in ensuring that they only engage the best 

suppliers and only the best suppliers remain in their supply chain.

With a mix of risk analyses, technology, data, research, audits and assessments, we 

help companies manage the selection and onboarding of suppliers and conduct 

screening, due diligence and assessments on companies and people in 194 countries.

The risks that suppliers can pose on a company are diverse. We identify these risks 

up front using our proprietary risk algorithms and analyses (built into our technology 

platform) and then support the management of those risks through awareness, 

approvals, workflows, due diligence, certifications and audits.

We help proactively identify where suppliers may create risks for the company and 

onboard those suppliers with the right review, approval and risk-management steps to 

minimise those risks.

Learn more about The Red Flag Group® by visiting www.redflaggroup.com

Based in Hong Kong, Sanday leads numerous due 
diligence projects around Asia-Pacific, Europe, the 
Middle East, Africa and Latin America for The Red Flag 
Group®. Sanday was previously a journalist for major 
publications in Africa, Europe and Asia, and he is a 
powerful blogger and social media opinion leader on 
compliance and anti-corruption areas.

Rich is a 20-year veteran of technology and software 
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forefront of delivering software solutions that leverage 
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effectiveness and enable optimised decision management. 
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