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Dear Sir or Madam, 

 

Cerner Corporation, a leading supplier of electronic health record, clinical and revenue cycle information 

systems appreciates the opportunity to submit comments on the Request for Information Regarding the 21st 

Century Cures Act Electronic Health Record Reporting Program, Proposed Rule CMS-1678-P. We offer 

comments on the following requests for comment as outlined below.  

 

Cerner Corporation hopes these comments will be of value to the ONC in the creation of the EHR 

Reporting Program We are happy to help clarify any of the comments should CMS wish to pursue any 

such conversations with us during the period of public comment review. 

 

 

 

Sincerely. 

 

 
 

John Travis 

Vice President and Regulatory Executive 

Cerner Corporation 
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Section III – Cross-Cutting Topics  
 
Please identify any sources of health IT comparison information that were not in the EHR Compare 
Report that would be helpful as potential reporting criteria are considered. In addition, please comment 
on whether any of the sources of health IT comparison information that were available at the time of the 
EHR Compare Report have changed notably or are no longer available. 

In consideration of the existing sources of health IT comparison as defined by the 2016 EHR 
Compare Report, we do feel that the list represents positive, reputable options that could offer 
value for the program. One specific source of value not currently referenced that we would 
recommend for consideration in integration of existing external sources of comparison 
information would be HIMSS Analytics. While we do, again, see value with the identified existing 
sources, we would also cite that sources that are at least partially vendor-funded may be at 
some risk of perceived bias by the market and would recommend that be taken into 
consideration for their use in the EHR Reporting Program if an important objective is to avoid 
questions of partiality and to ensure independent product comparison. 

We also feel that the Certified Health IT Product List (CHPL) is a quality source from the 
perspective of reliability and impartiality, but to provide real value for product comparison the 
site would need to be restructured to provide enhanced views and interfaces specifically 
focused around that purpose. The comparison feature currently available has value and is 
probably under-utilized, but also limited in the available comparison criteria and detail 
granularity. Specifically, the available categories are limited to very basic information and do not 
provide visibility to any current market usage of the product, nor any details of relied upon 
software or other implementation dependencies (such as may be available within product costs 
and limitations disclosures). Improved maintenance and timeliness of data availability/updates 
would also be paramount if the site were expanded to be used as the home of the EHR 
Reporting Program.  

What, if any, types of information reported by providers as part of their participation in HHS programs 
would be useful for the EHR Reporting Program (e.g., to inform health IT acquisition, upgrade, or 
customization decisions)? What data reported to State agencies (e.g., Medicaid EHR Incentive Program 
data), if available nationally, would be useful for the EHR Reporting Program? 

In general, we feel that attestation data from the EHR Incentive Programs says more about the 
healthcare providers and organizations themselves and their use of certified health IT than it 
does about the health IT vendors, but there is some value to be derived for the market as it 
relates to informing acquisition, upgrade, or customization decisions for buyers, users and other 
interested parties who want to use the information for comparison to their own experience. For 
example, one of the most common requests we hear from prospective customers is data 
regarding market share specific to the customer’s own specialty practice area (i.e. “what are 
others like me doing?”). Similarly, providing data illustrating how often providers utilize 
exclusively products from a single vendor for their CEHRT versus use of individual products 
across different vendors could provide insight into areas where specific products may be market 
leaders.  
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We feel that attestation data and measure performance rates of users on attestation metrics of 
various vendor products could be of value for the EHR Reporting Program if it provided 
granularity to specific specialty area and practice or facility size of the provider/organization, as 
well as geographic location or region. This would help the user of such a resource to identify 
what certified health IT products may provide the best capabilities for specific practice types or 
facility sizes to inform decisions for the acquisition, upgrade, or customization of certified health 
information technology. This may prove more valuable as Medicare and Medicaid programs 
transition into a performance-based structure away from strictly threshold-based objective 
measures. 

How can data be collected without creating or increasing burden on providers? 

We do not believe that additional data needs to be collected from providers to make for greater 
utility of data that is already available to ONC for the EHR Reporting Program. We recommend 
that ONC consider providing much more capabilities to filter certified product listings to allow 
for users to perform “like me” reviews. ONC and CMS should collaborate on expanding on this 
capability. For example, ONC and CMS could combine certified product data and attestation 
data to provide for more dimensions for review of certified health IT usage considering practice 
type, size, and geographic location, program attestation data and related information. In the 
same vein, new reporting topics should be integrated with existing program 
attestation/reporting whenever plausible for general consolidation. One area we discuss in 
response to other questions in the RFI is that additional information should be collected if 
necessary to identify what public health entities (e.g. states or state agencies) and specialty 
registries that to which certified products support connection for submission. This may be 
information collected from providers with their attestations or from vendors reflecting on their 
submission experience. 

Describe the value, if any, in an EHR Reporting Program function that would display reviews from 
existing sources, or provided a current list with hyperlinks to access them. 

As mentioned in previous comments, leveraging existing sources can have value, we believe 
using links to external sources as a primary approach of a comparison tool would fail to 
effectively present comparison data for users and require more user effort to navigate in 
general. To the extent that external sources are leveraged for the program, we would 
recommend direct data integration as opposed to external linking to sources. It is also worth 
mentioning once more that the consistency, comparability and impartiality of any source 
leveraged would be paramount for a high-quality source of product comparison. 

How helpful are qualitative user reviews (such as ‘star ratings’ or Likert scales) compared to objective 
reports (e.g., that a system works as expected with quantifiable measures)? Which specific types of 
information are better reflected in one of these formats or another? 

Qualitative user reviews such as ‘star ratings’ or Likert scales are often highly subjective and 
inherently influenced by perception versus being fact or data-based. For these reasons, we 
would recommend care be taken in their use with the EHR Reporting Program. We recommend 
establishing certain requirements for the information gathered to ensure its veracity such as 
vetting of the source to ensure it is from a provider who has an informed opinion to offer with 
the certified product, and validating legitimacy of feedback. We feel this would be a must to 
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help guard against skewing of results due to hearsay or opinions not informed by use. One 
possible method for vetting sources would be to verify that the source is an attesting provider 
making use of the product. 

We also think it is important to highlight that fairly representing product comparison based on 
individual reviews can be very challenging given that you’re rarely comparing like products given 
variance in deployment methods, interactions between different combinations of vendor 
solutions, configuration decisions and versions. Even the same health IT product can vary 
significantly across two separate implementations depending on the many variables at play 
within a health IT ecosystem. For example, the software hosting model has a substantial impact 
on health IT implementation and maintenance, as does the utilization (or lack thereof) of open 
platforms for application programming interface (API) integration. To derive true value for 
product comparison from user reviews, it is absolutely vital to understand the health IT 
ecosystem within which the product was implemented. This is likely something that would 
require new attestation data from providers making use of products to collect additional 
information about the production deployment such as deployment model, outsourcing of IT 
functions and similar information. Thus, while important for the quality and value of the 
program, we would highly encourage that any such additional reporting be integrated with 
existing data collection (e.g., PI/MIPS attestation) to reduce provider burden. 

Would a common set of criteria reported on by all developers of certified health IT, or a mixed approach 
blending common and optional sets of criteria, be more effective as we implement the EHR Reporting 
Program? 

For purposes of consistency, a common set of criteria is preferred as it aids in par level 
comparison between products. However, there are going to be various elements that may apply 
more specifically to certain practice types or specialties. Accordingly, the EHR Reporting 
Program might be best structured by having a limited set of common criteria required for all 
products, but additional criteria per practice type/specialty area that are only required for 
products applicable to the specified practice/type/specialty area.   

Section IV – Categories for the EHR Reporting Program 
 
Security 
 
What reporting criteria could provide information on meaningful differences between products in the 
ease and effectiveness that they enable end users to meet their security and privacy needs? 
 

We have found that many providers struggle with questions of how to perform security 
assessments of their certified products as required by certain CMS programs. One confounding 
aspect of that is for providers to understand meaningful differences in what capabilities they 
must implement themselves and what capabilities they look to the HIT vendor to provide for 
meeting both “use” requirements as well as broader HIPAA Security requirements. There needs 
to be transparency as to the variances in who is responsible for assuring the capabilities are in 
place given considerations that vary depending on deployment models   – most specifically, the 
software hosting model on which the health IT environment operates. For example, 
distinguishing those factors a provider is responsible for in ‘on-premise’ local or self-hosted 
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domains, versus a ‘Infrastructure as a Service’ (IaaS) model, or a ‘Software as a Service’ (SaaS) 
model would be informative to implementors. Understanding what the implementor must do 
for configuration and use versus what they look to an HIT vendor to do under supported 
deployment models has a very core impact on privacy and security capabilities when health IT is 
implemented different deployment models.   
 
We also recommend including information based on additional relevant and recognized industry 
certifications that health IT vendors may achieve beyond the Health IT Certification Program 
Privacy & Security criteria. The only caveat to note is that strictly third-party certified or 
otherwise independently verifiable sources should be considered (not self-attested or opinion-
based). There are several good sets of evaluative criteria that are used for external security 
audits or accreditations of certified products or of production deployments of same (especially 
where hosted by vendors) that could be incorporated. Some relevant examples that could be 
drawn upon include: NIST 800-53, NIST Cybersecurity Framework, HITRUST, ISO/IEC 27002, SSAE 
16, and Critical Security Controls (CSC) Top 20. As a caveat to that, any incorporated information 
should not include the vendor specific findings of any such audits or certifications but could 
reference capabilities reviewed and publicly reference-able findings or opinions.   

 
Describe other useful security and privacy features or functions that a certified health IT product may 
offer beyond those required by HIPAA and the ONC Health IT Certification Program, such as functions 
related to requirements under 42 CFR Part 2. 
 

Most privacy and security features considered useful and sought after by clients and prospective 
customers in the industry trace back to the HIPAA Privacy and Security rules and correlated 
Certified Health IT criteria, but support for data segmentation such as may be required for 42 
CFR Part 2 for sensitive data management is another possible area to consider for Behavioral 
Health EHRs should they be certified HIT. More generally, we cite our support for alignment of 
42 CFR Part 2 regulations with HIPAA in the long term. Also, it would be useful to buyers and 
implementors to understand what deployment models are available from certified product 
vendors so they can understand the differences in security functions addressed through hosted 
deployments or cloud-based deployments that otherwise would be the responsibility of the 
implementor if the production domain were locally managed. We find many healthcare 
organizations struggle to understand how to perform security risk assessments and what to ask 
HIT vendors for hosted or cloud-based deployments when the vendor has responsibility for 
many physical, technical and administrative security controls that otherwise would be managed 
by the provider. 

 
What information about a certified health IT product’s security and privacy capabilities and performance 
have acquisition decision makers used to inform decisions about acquisitions, upgrades, or use to best 
support end users’ needs? How has that information helped inform decision-making? What other 
information would be useful in comparing certified health IT products on security and privacy (e.g., 
compatibility with newer security technologies such as biometrics)? 
 

One of the key capabilities we see considered in acquisition or upgrade decisions is security 
auditing features for a robust and serviceable audit trail. We feel that the extensive capabilities 
required for certifying a health IT module to the 170.315(d)(2) Auditable events and tamper-
resistance criterion cover the core that decisionmakers are seeking, but one possible 
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differentiator would be conformance to the use of SHA-2 hash algorithm (as specified in FIPS 
180-4) in detection of audit log tampering, which is technically optional under the current 2015 
Edition criterion. If a health IT module is only capable of using SHA-1 algorithms that are 
vulnerable to compromise, it would indicate a key limitation. Another is to include additional 
abilities relevant to HIPAA Access Management, and while the 170.315(d)(1) Authentication, 
access control, authorization criterion does cover base capabilities, there are more extensive 
considerations beyond the scope of the criterion that are considered important by 
implementors, such as Single Sign-On capabilities (e.g., adherence with standards such as 
OpenID or SAML) and two-factor authentication (especially in consideration of ePrescribing of 
Controlled Substances (EPCS) capabilities) both of users and for signing medical records that are 
commonly subject to electronic signature.  
 
The other key capability, which would apply more specifically in scenarios where the vendor also 
provides hosting services for the software, is availability including capabilities specific to 
business continuity, redundancy and failover. For obvious reasons, limited downtime is 
extremely important for healthcare providers/organizations in acquisition decisions and can be a 
key differentiator in the market. We would recommend inclusion of standardized reporting of 
availability be considered for the EHR Reporting Program as a measure and indication of the 
health IT’s general reliability. 

 
Usability and User-Centered Design 
 
How can the usability results currently available in the CHPL best be used to assist in comparisons 
between certified health IT products? 
 

The use of a far more standard and prescriptive version of the current usability tests would 
serve as the least resource intensive method to compare across vendors.  A restructuring of the 
current usability tests to make the scenarios and steps far more par level, precise and standard 
across would result in a more useful full-scale comparison across vendors. 
 
Current usability tests and results do not serve as standard and comparable sources of 
information when comparing certified health IT products.  The weakness of these usability test 
results is due to the vagueness, ambiguity and limited comparability that is present within these 
tests. Under 170.315(g)(3) Safety-Enhanced Design there is no requirement to follow 
standardized use cases for validating the usability of the functionality related to the other 2015 
Edition criteria that are in scope 170.315(g)(3).  With no requirement to follow standardized and 
prescriptive use cases, the design elements used to meet a particular criterion could vary from 
product to product. For example, different vendors could use significantly different use cases for 
testing medication order entry for CPOE. Use cases can have great variance in complexity that 
could have significant difference in the interactions and calculations that would be presented 
based on the medications chosen for each use case.  This could then have a large impact on the 
perceptions of one product versus another.   
 
We understand that in the 2015 Edition rulemaking ONC suggested but did not require certified 
EHR product usability testing to follow NISTIR 7804-1: Technical Evaluation, Testing, and 
Validation of the Usability of Electronic Health Records: Empirically Based Use Cases for 
Validating Safety-Enhanced Usability and Guidelines for Standardization. However, the challenge 
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in following use cases laid out in this guideline is that the use cases do not support the complex 
logistics of performing moderated usability testing, nor do they cover the full set of criteria 
required to certify under 170.315(g)(3). To provide an example, Use Case 1: First Hospital Stay 
creates two different scenarios for the Triage Nurse and the Emergency Department Nurse 
which in many organizations are the same individual. This assumption within the use cases 
creates an artificial delineation of tasks specific to two roles that are often performed by the 
same individual. Furthermore, according to the listed activities associated to the user category 
roles, the nurse role is mapped to a) electronic medication administration record, b) vital signs 
documentation, c) clinical decision support, d) drug-drug, drug-allergy interaction checks, e) 
medication allergy list, f) clinical information reconciliation and incorporation, and g) retrieve 
imaging results. Only the tasks of c, d, e, and f are actually identified as criteria under 
170.315(g)(3), thereby requiring a more extensive testing timeline to include the additional 
workflow tasks. Furthermore, none of the listed activities for either eligible professional roles or 
the nurse role includes implantable devices; one of the criteria under 170.315(g)(3).   
 
For this comparison to be effective and informative to compare across vendors, normative data 
is needed that is based on a consistent set of use cases. Prescriptive use cases are essential to 
this comparison. However, as this is currently not the case with usability tests, a need we 
believe is for vendors to disclose the detailed test methods used and it should be made available 
to allow for the comparison across vendors. A detailed description of the test methods would 
also be beneficial for those viewing these results to review and become familiar with those 
standards and the methods in which the vendor is utilizing. 

 
Describe the availability and feasibility of common frameworks or standard scores from established 
usability assessment tools that would allow acquisition decision makers to compare usability of systems. 
 

Usability testing assessments should allow for a full par level and consistent comparison as to 
the usability of systems. The current testing approach embodies variability in the methods used 
to collect the data in these assessments. Use case designs, user roles and tasks and methods 
employed by vendors seeking HIT certification need to be on a par level so as to be comparable 
and useful to the buyer or implementor. If this can be remediated, then these assessments 
would provide a valuable comparison mechanism across systems.   
 
While we understand it may be necessary to conduct user surveys, we believe surveys to gather 
information from users are not as valuable as direct observation of a user for collecting usability 
information. A variety of factors may make survey results subjective due to biases of the user 
that can stem from implementation and configuration decisions they make that may not reflect 
the recommendations of the HIT vendor or because of vendor preferences from past work 
experiences that cloud impartiality.  It is often difficult to achieve un-biased survey results 
related to product usability from end users with varying backgrounds and experiences. For this 
reason, we suggest the best source of end user satisfaction measurement specific to product 
usability and user-centered design would come from direct observation-based usability 
assessments that take place.  We suggest ONC consider making use of surveillance results from 
“in the field” surveillance that ONC-ACBs are required to conduct. We are aware that may be on 
a more limited basis than would apply to all certified products, but it is a source of information 
to consider for those products that are surveyed. It may be simply an indication that direct 

https://www.healthit.gov/sites/default/files/page/2018-10/SurveillanceResource_1.pdf
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observation has been conducted, and surveillance results are reported in a manner appropriate 
to indicate “real world” conformance has been verified as a result of ONC-ACB review. 

 
Discuss the merits and risks of seeking a common set of measures for the purpose of real world testing 
that health IT developers could use to compare usability of systems. What specific types of data from 
current users would reflect how well the certified health IT product: 
Supports the cognitive work of clinical users (e.g., displays relevant information in useful formats 
at relevant points in workflow)? 
 

The use of a common set of measures would serve as the best basis for comparison across 
vendors. In the current state, usability tests are not standard nor prescriptive enough in order to 
produce valuable results to prospective clients. However, while this is the current state we 
believe vendors disclosing the specific steps and standards they utilized within their usability 
tests would be the best information to currently include and make available.   
 
Furthermore, usability and the system’s ability to support the cognitive work of a clinical user 
would best be identified and evaluated via the usability measures identified in ISO 9241 which 
established the standard of how usability is to be measured, considering the full measure 
evaluation surrounding the efficiency, satisfaction, and effectiveness of the system.   

 
Reflects the ability of implementers to make customization and implementation decisions in a 
user-centered manner? 
 

As stated above, we believe a common set of measures would best serve as the basis for vendor 
comparison, however with no current common set available we would see value in producing 
answers to questions to vendors as such.  First asking if a vendor currently has a suggested 
“standard/model” workflow in which they suggest their clients implement? Following this 
question then with asking the vendor if this “standard/model” has been validated from a human 
factors perspective.   

 
What usability assessment data, if available, are less resource intensive than traditional measures (e.g., 
time motion studies)? How feasible would it be to implement usage monitoring tools (e.g., for time spent 
on specific tasks)? 
 

Less prescriptive approaches risk amounting to vendor self-attestations of usability without 
significant disclosure of methods used for assessment and data collection. Even with such 
information, the utility of the information is limited. Some software vendors have the ability to 
provide a limited set of usability related data analytics such as for adherence to vendor 
recommended configurations, but these analytics are not provided as standard across vendors, 
leading to the problems of comparability which is needed within this reporting program.  
Without significant context of understanding, the comparability of such analytics is problematic. 
Analytics such as time on task would also not be informative when comparing one vendor to 
another.  Use of such analytics such as time on task do not have good baselines for cross vendor 
evaluation without knowing significant vendor specific context that makes comparability 
infeasible.     
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Comment on the feasibility and applicability of usability measures created from audit log data. How 
would health IT acquisition decision makers use this information to improve their system acquisition, 
upgrade, and customization decisions to best support end users’ needs?  
 

If audit logs are intended to record metrics items such as an end user’s time on a specific task, 
we restate concerns of the issue with comparability across vendors. The usability of audit logs in 
this reporting program is only dependable when comparing a normative set of events being 
logged.  Without a standard baseline, comparison using data from audit logs would be 
problematic across vendors. In the current state audit log information would only find itself 
useful when comparing clients to one another within the same vendor system.  As such, this 
would not find itself beneficial in a vendor to vendor comparison.   

 
Audit logs are also limited if they represent only portions of the full clinical workflow without 
standard definitions of tasks and steps within tasks necessary to avoid a disjointed view of the 
system’s capabilities. Unless there are detail definitions of full (prescriptive) workflow to support 
par level comparison, use of audit logs suffers from similar limits as do use of non-standard use 
cases. The use of audit logs may only serve for comparability of usability for the same vendor 
product implemented at different provider organizations. Absent understanding of task 
definition and role definition, it would be uncertain if the data would only represent users 
within an organization that are performing   some of the steps and would not account for other 
variables such as configuration choices for the use of safety practices and processes that could 
contribute to differences in the reported log measures. 

 

Interoperability  
 
Please comment on the usefulness of product integration as a primary means of assessing 
interoperability (as proposed in the EHR Compare Report).  

While we do feel that there could be value in product integration information (i.e. vendor 
reporting of number and type of products successfully connected, which products connected to, 
and number and type of devices supported) as basis of comparison on interoperability, there is 
also some ambiguity about exactly what types of “connections” and “device support” would be 
useful. Before outlining our thoughts on connections and device support, we would like to 
clarify if the idea is to measure connections within individual organizations, such as one vendor’s 
clinical EHR integrating with another vendor’s billing or registration system successfully, or at a 
HIT Vendor level across different organizations, such as one vendor’s clinical EHR accessing or 
exchanging data with another vendor’s clinical EHR in a different organization?  

We believe the measure should be viewed across a vendor and we would recommend 
considering the following areas for segmenting a “product integration” component:  

• support for third-party App “pluggability” via application programming interfaces (e.g., a 

public application store and connection process), 

• support for traditional industry exchange standards across organizations (e.g., NCPDP 

SCRIPT for ePrescribing or HL7 v2 for communication with registries, HIEs, etc.), 

• support for automated PDMP verification, and; 
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• support for traditional industry exchange standards within an organization/institution 

(e.g., HL7 v2 for a variety of connections across departmental systems and/or devices).  

What other domains of interoperability (beyond those already identified and referenced above) would be 
useful for comparative purposes?  

We recommend inclusion of two additional domains of interoperability referenced by the cited 
NQF report for this question - Application of Exchanged Electronic Health Information and 
Impact of Interoperability.  Additionally, we recommend ONC consider the quality and 
usefulness of interoperability measurement data to the clinician. If what is measured is not 
focused on the usefulness of the data clinicians need to provide better care, it is failing to 
accomplish its purpose. Quality of data should be valued over quantity (or volume) of data. The 
specific (sub-)domains in the NQF measurement framework applicable for these principles 
would be Usability of Exchanged Electronic Health Information: Relevance and Exchange of 
Electronic Health Information: Quality of Data Content. 

Of the data sources described in this RFI, which data sources would be useful for measuring the 
interoperability performance of certified health IT products?  

The CHPL provides a reasonable starting point to assess availability of clearly defined 
interoperability capabilities within scope of certified health IT, but it falls short in that it only 
includes a small set of relevant interoperability use cases to assess the state of interoperability. 
We direct ONC to other comments we have made in this letter about expanding the information 
available on the CHPL about certified products we believe would help to increase the CHPL’s 
viability as a data source for the EHR Reporting Program. 

Other tools listed, while valuable in their own right, may lack sufficient context as to the scope 
of certified product capability necessary to make a valid comparison between what 
interoperability given products being compared have been certified to support. 
 
Generally, we urge ONC to use the framework of the CHPL to gather additional and more in 
depth product capabilities, including conformance claims where certification criteria are not 
available such as we suggest in response to the Security section of this RFI, to understand what 
is available (certified or otherwise) and utilize targeted survey and research in key areas where 
interoperability is expected to substantially improve on the quality, experience, and cost of 
healthcare to understand the quality of the data exchanged, the relevance to the recipient, and 
the impact on the area of focus. 

Comment on whether State Medicaid agencies would be able to share detailed attestation-level data for 
the purpose of developing reports at a more detailed level, such as by health IT product. If so, how would 
this information be useful to compare performance on interoperability across health IT products?  

If program attestation data from state Medicaid agencies were available, it would be similar in 
nature, and provide similar value to data from Medicare programs as described in response to 
the next question. There could also be additional experiential information that buyers and 
implementors could benefit from such as provider experience in public health reporting at a 
state level using specific certified products. Medicaid program data also might support tailoring 
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attestation results more by geographic region, which can be valuable when comparing products 
for acquisition decisions. 

How helpful would CMS program data (e.g., Quality Payment Program MIPS Promoting Interoperability 
Category, Inpatient Hospital Promoting Interoperability Program, Medicaid Promoting Interoperability 
Programs) related to exchange and interoperability be for comparative purposes? What measures should 
be selected for this purpose?  

In regard to use of the Inpatient Hospital Promoting Interoperability Program and the Merit-
based Incentive Payment System (MIPS) as data sources, we reiterate   previous comments on 
the Cross-Cutting Topics section that although attestation data generally is more informative of 
provider use of certified health IT than it is about the capabilities of health IT, there are still 
insights that can be drawn for product comparison. Identifying trends of how providers who 
used a certain product performed on relevant program measures in comparison to colleagues in 
the same specialty area/practice type/hospital size and geographic region who used other 
products could potentially provide some value assuming there are large volumes of data 
available to avoid sampling bias in represented data.  

One additional recommendation would be to ensure that there is an ability to identify the 
specific regulatory agencies or public health entities and clinical data registries that providers 
submitted to for their attestation. To our knowledge, there is not a requirement to specify this 
with attestation submission as providers currently only identify the measure option(s) they have 
satisfied and maintain documentation of the specific registries submitted to for audit purposes. 
This additional level of granularity would help to make comparison more effective in the registry 
submission area of Interoperability.  

We have concerns, as we believe all HIT Vendors will, when it comes to measuring connections 
to public health and clinical data registries, as well as registries and QCDRs for eCQMs for the 
MIPS program. These registries are typically for profit, as are HIT Vendors, and are looking for 
the easiest way to access data. We agree the ability to share and access data should be as easy 
and low cost as possible, however there are a variety of registries for public health, specialists, 
and quality reporting that are only looking for unique data sets that benefit them instead of 
widely used data sets. We believe that there are instances in which the lack of a connection may 
indicate to the viewer of the report an inability to connect, instead of a lack of a request. We 
also believe if these are used, ONC should only use those connections based on standard 
exchange of data, instead of those that are unique to each client. For instance, ONC could look 
at connections to public health registries with a certified data exchange capability or QCDRs and 
other registries seeking standard exchange of Common Clinical Data Set (CCDS), U.S. Core Data 
Set for Interoperability (USCDI), or data from QRDA documents. In this way, ONC can measure 
ability to connect in a standardized fashion, which meets the intent of the certification program 
run by ONC.  

What other data sources and measures could be used to compare performance on interoperability across 
certified health IT products?  

In general, there is a lack of good information resources today that provide high-quality and 
reliable data on product interoperability – especially from an “end-to-end” perspective on how 
data is generated, communicated and used by recipients. There is a need for more use-case 
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oriented analysis that considers the entire flow of interoperability of healthcare data to inform 
product comparison for the EHR Reporting Program. While certain adoption and volume rates 
may better suit policy decisions for regulators of new standards adoption or current standard 
use, use case focused understanding of data exchanged across diverse organizations and 
systems, quality of the data, relevance, impact, and standard used are more indicative of truly 
understanding EHR capabilities. 

Once in place, we believe that ONC could also look to use participation in the Trusted Exchange 
Framework (TEF) as a source of information. TEF participation will be voluntary so the data will 
not be available on every provider or their HIT Vendor, however, for those vendors who do 
support provider participation it should be evidence of functionality that is available. It should 
also show the ability to provide and receive the data elements in the USCDI. We believe this 
reference to the USCDI is key, as we believe the USCDI will likely be integral to defining what 
information should be able to be shared under regulatory definition of what is and what is not 
information blocking. For those providers (and HIT products) that hold electronic data 
maintained in the USCDI, it should be sharable and receivable or else there is a potential 
information blocking issue. While this RFI is not specifically asking for about information 
blocking, as that is separate rulemaking, evaluation of the actual abilities to exchange the data 
that should be able to be exchanged is relevant to measures of interoperability.  

The final and most important point we offer about effectively measuring interoperability for the 
program is that whatever sources and methods are employed, there must be a focus on 
measuring interoperability for exchange between providers using different vendors. Put simply, 
exchange between two instances of the same health IT product (or between two products of the 
same vendor in general) does not sufficiently measure interoperability such as is required for 
exchange between different vendor products.  We highly recommend that any interoperability 
metrics in the program exclude exchange (or provide for separate reporting without such 
exchange) of activity between providers using the same certified HIT product.   

 
Conformance to Certification Testing 
 
What additional information about certified health IT’s conformance to the certification testing (beyond 
what is currently available on the CHPL) would be useful for comparison purposes?  
 

Beyond what we have already commented on in this response, we suggest (1) expanding the 
information available on what practice types, hospital sizes or other relevant provider 
demographics and specialty areas have adopted the certified health IT, and (2) providing more 
visibility to implementation requirements currently included in cost and limitations for increased 
transparency to efforts required on the part of the provider for real-world use of the certified 
health IT. This include such factors as dependencies on the vendor to implement certified 
capabilities, limits on certified use and additional costs organized into a more amenable form for 
cross vendor comparison. 

 
What mechanisms or approaches could be considered to obtain such data?  
 

Regarding expanded information on practice type/specialty area/provider size for which 
certified health IT products are commonly and successfully implemented, we feel the Medicare 
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and Medicaid EHR incentive programs and other program requiring use of certified health IT 
such as Alternative Payment Models (APM) could provide the data needed given what they 
already have available about providers using certified health IT. As for increasing visibility of 
implementation pre-requisites, dependencies on vendors for implementing certified capabilities 
or for additional costs to actually make use of certified health IT in the real world, this 
information exists to varying degrees in vendor certified product disclosure statements based on 
the individual vendor/product within current program requirements, but we feel there could be 
more structure put around the mandatory disclosure requirements to enable effective product 
comparison based upon it. To a certain extent, the costs and limitations disclosures will always 
require a level of detail and uniqueness across individual products that cannot necessarily be 
represented in a structured manner for discrete comparison. However, we do feel there could 
be certain elements upon which to base comparison with ability to dig deeper for granular 
details. This is important for acquisition decisions because exposure of a products’ capabilities 
without equal transparency of what additional costs or effort may be required to enable those 
capabilities can be misleading to prospective customers.  

 

 
Other Categories for Consideration 

 
How should the above categories be prioritized for inclusion/exclusion in the EHR Reporting Program, 
and why? What other criteria would be helpful for comparative purposes to best support end users’ 
needs (e.g., to inform health IT acquisition, upgrade, and implementation decisions)? 

 
In consideration of the other possible categories identified for the EHR Reporting Program, we feel 
that several them already fit under the existing required category of Interoperability and would be 
best positioned as a sub-topic area under that umbrella category. This would help to maintain 
simplicity of the product comparison structure and consistency of scope across the major required 
categories while allowing for more in-depth focus in specific areas falling under each. Those we 
specifically see as appropriate to fall under Interoperability include: Submitting, editing, and 
retrieving data from registries, such as clinician-led clinical data registries; Accessing and exchanging 
information and data from and through health information exchanges; Accessing and exchanging 
information from other health care providers or applicable users; Providing accurate patient 
information for the correct patient, including exchanging such information, and avoiding the 
duplication of patients records 
 
We also encourage that support for participation in the TEF be considered as a distinct category of 
product comparison. As mentioned in the Interoperability category section, identifying certified 
health IT products (or a vendor in general) as supporting TEF would be a key differentiator of 
certified health IT for the market as it provides valuable insight on capabilities that are inherently 
supported – including exchange of the USCDI. This could also be taken to a more granular level to 
distinguish those products or vendors that support TEF participants by identifying the specific 
version of the USCDI they support. This would be another key differentiator as each new version of 
the USCDI adopts as required data classes that were in emerging or candidate status under a 
previous version. 
 
Additional comments on specific other categories for consideration follow below. 
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• Submitting, editing, and retrieving data from registries, such as clinician-led clinical data 

registries. 

What data sources could be used to compare performance on these categories across certified health IT 
products? 
 

We believe that the market can benefit from comparative information on the public health and 
clinical data registries or specialty registries that providers submit to using certified health IT.  
We also believe that there would be benefit to those registries providing information on the 
form and manner that they are able to receive particularly if of data submitted using standards 
and specifications supported by certified health IT. There is a high volume of various public 
health/clinical data registries in the market used to meet program objective measure 
requirements for Promoting Interoperability, quality measure submission and other similar 
requirements, and only a portion of them directly use the standards and specifications of 
specific certification criteria. This is partly due to the limited set of current certification criteria 
to cover the wide range of registry submission categories that fall under the general “specialized 
registry” or “clinical data registry” class. Many registries utilize a mix of customized adaptations 
of various industry standards (e.g., HL7 v2, customized C-CDA templates, etc.) or non-standard 
formats (e.g., flat file), but there is a wide variance in the data format and method of transport 
requested, as well as the desired frequency of submission. That lack of standardization across 
individual states and registries makes effective comparison of products under the EHR Reporting 
Program extremely difficult for specialty or clinical data registry submission experience. We 
believe that information both on the experience of certified products with connecting to 
specialty or clinical data registries, and on the supported formats able to be received by these 
registries would be important for buyers and implementors of certified health IT. 
 
A particular challenge we suggest ONC consider incorporating into the EHR Reporting program is 
to address the interoperability and connection experience certified products have with specialty 
registries. Many vendors have struggled with custom data formats and proprietary specifications 
used by either intermediaries or by the registries for submission purposes. We also have found 
that while some have represented they can make use of exports from certified products based 
on the standards used in the 2015 Edition for Data Export or QRDA generation, that often may 
not represent the full scope of the data set required for submission by the registry. As an 
intermediate step to better inform the market of where support for use of standards for such 
purposes exist, we do feel that there would be value in reporting information on the number of 
“successfully connected registries” for a certified health IT module. We believe it of value to 
include information on how connection is made with those registries, and where the standards 
of certification are used particularly for the standards associated with 170.315(b)(6) and 
170.315(c)(3). That at least would indicate where submission to specialty registries may be 
accomplished by use of the standards and specifications associated with certified products. This 
should be from the perspective of the certified product vendor, and it could be initially 
implemented as a voluntary reporting for those vendors who wish to report it.   

 
Additionally, we feel that one of the most important factors that needs to be considered for an 
ability to effectively compare products in this space is clearly identifying the nature of the 
product. Specifically, even if two products are certified to the exact same public health reporting 
criteria under subparagraph 170.315(f), one product may a part of a fully integrated clinical EHR, 
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whereas another is designed as a standalone reporting submission module that may be more of 
an interface engine than an end-user facing clinical module. There are obvious differences in the 
nature of those products that would be important for consumers to understand and dictate the 
types of ancillary considerations that may be deemed significant. For instance, a buyer may not 
be as concerned with usability factors for an interface engine module as for an integrated EHR 
product, but would need to understand requirements for relied upon software limitations for 
integration that may be present. 
 
In a similar way, how a product is integrated also may matter. For example, disclosing whether 
there’s additional effort required for abstraction of exchanged data, versus truly “out of the 
box” functionality that will seamlessly integrate with an end-user workflow. 

 
 

• Accessing and exchanging patient generated information 

What data sources could be used to compare performance on these categories across certified health IT 
products? 

 
We do feel that capabilities related to patient-generated information are worthy of inclusion in 
the EHR Reporting Program. However, other than information on the CHPL identifying health IT 
products certified for the 170.315(e)(3) Patient Health Information Capture criterion, there are 
not many reliable sources available for comparing performance in this category today.  
 
One of the key inhibiting factors is the lack of clear specification around what truly qualifies as 
“patient generation health information.” Therefore, to effectively measure and compare 
certified health IT’s capabilities in this realm, there would need to be more detailed specification 
of what truly qualifies – both from a data type (e.g., data like family health history or vital sign 
readings that would traditionally be captured and used by providers already, versus things like 
an advance directive or exercise/activity tracking data that may not) and method of acquisition 
(e.g., on-site incorporation via paper document scanning, versus electronic retrieval of data 
from patient devices or online questionnaires) perspective. This would help to ensure fair and 
effective product comparison. 
 
Using the capability of certified health IT to support electronic integration of online 
questionnaires (e.g., pre-visit intake questionnaires to streamline healthcare delivery) as an 
example, some of the topics we would recommend for consideration within the program to 
compare product capabilities would include: Does the product enable the ability for custom 
configuration of questionnaires by users? Do questionnaires support branching logic for more 
individualized and effective question sets? Can the product support questionnaires in multiple 
languages?  
 
Similarly, looking at the capability to support activity tracking data integration from patient 
devices and wearable technology, we would recommend topics such as: Can the product 
connect devices so that data can be seamlessly integrated and viewed by the care team? Can 
the product alert when device data is out of range? Can the product proactively alert the care 
team when device data shows abnormalities? 
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Please comment on different types of information, or measures, in this area that would be useful to 
acquisition, upgrade, and customization decisions in the ambulatory setting as opposed to inpatient 
settings? 

 
In general, we would consider patient generated information to be more relevant and valuable 
for the ambulatory care setting and providers. This is primarily based on the understanding that 
patient generated information would be leveraged more for a long-term care relationship, than 
in a short-term acute encounter context, but there are certainly use-cases across venues and 
that is likely to increase as capabilities expand and may be tailored more towards specific 
purposes or care settings. 

 

 
• Providing the patient or an authorized designee with a complete copy of their health 

information from an electronic health record in a computable format 

What data sources could be used to compare performance on these categories across certified health IT 
products? 
 

Other than the CHPL providing visibility to those health IT products certified for the 
170.315(e)(1) View, Download, and Transmit to 3rd Party criterion, we are not aware of any 
reliable sources for comparing products on this topic. Some of the sources identified in appendix 
A of the RFI do offer categories of product comparison such as “patient portal” that could be 
valuable, but we do not feel those necessarily take into account the specific granular capabilities 
for which health IT certifies within this topic. 
 
However, we do feel that product comparison on this topic is valuable, and would recommend 
measures be related to topics such as the format by which health information is made available 
(e.g., automated integration for on-demand access via an API, versus reliance on HL7 interfacing 
of data on a fixed schedule), and the available avenues through which patients and their 
authorized designees are able to gain access to their health information (e.g., via a self-directed 
online process, e-mail invitation, or some other mechanism).  

 
 
Please comment on the usefulness and feasibility of including criteria on quality reporting and population 
health in the EHR Reporting Program. What criteria should be considered to assess health IT 
performance in generating quality measures, reporting quality measures, and the functions required for 
supporting population health analytics (e.g., bulk data export)? 
 

We believe that it would be beneficial for vendors to provide data related to their quality 
reporting and population health capabilities within this reporting program.  This information 
would be useful to both inpatient and ambulatory providers required to submit quality data 
within the various programs they participate in.   
 
It would be beneficial to assess health IT abilities across vendors for data submission capabilities 
as we highlighted above concerning specialty or clinical data registries. We also recommend that 
vendors indicate if they support direct submission themselves as a clinical data registry, and for 
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what program purposes to CMS or to State regulatory agencies    Providing clients with the 
vendor’s ability to act as a submission vendor for their own data or as a Data Warehouse would 
prove beneficial when clients are making decisions regarding acquisitions, upgrades, and 
customizations in order to know what additional services or companies they may have to 
partner with.   
 
In the same vein we would also place importance on the disclosing of the various methods of 
submission available from within a vendor’s system beyond solely support for electronic 
submission of clinical quality measures (I.e. eCQMs; Medicare Part B Claims measures; QCDR 
measures; MIPS CQMs (Registry); CMS Web Interface measures; CAHPS for MIPS Survey; and 
Administrative Claims measures). This is important for ambulatory providers participating in 
MACRA’s Quality Payment Program or those who have less resources to support electronic 
submission.  
 
We also recommend ONC consider some additional criteria that could be utilized to assess a 
health IT’s performance in more of a qualitative, survey type of manner.  Items to consider 
would be numbers of providers and specialties that a vendor represents.    We believe 
attestation data could also be used to provide an indication of vendor client loyalty and vendor 
stability through reporting on retention rates of providers using the same vendor for attestation 
year over year.  We also see value in measurements centering around items such as the chart 
abstracted error failure percentage when providers submit their chart abstracted measures to 
CMS.   
 
Regarding Population Health analytics, we   regard person matching as a very important aspect 
to consider within this space both for bulk data import as well as bulk data export.  Metrics may 
need to be developed for this measurement since patient matching data between certified HIT 
products and providers is not publicly available.   

 
What data sources, if any, are available to assess certified health IT product capabilities and 
performance in collecting, generating, and reporting on quality measures, and the ability to export 
multiple records for population health analytics? Are these data sources publicly available? 
 

With a focus on effectiveness of use, we suggest consideration be given for measurements of 
data quality targeted on the ease and effectiveness in which the data elements that contribute 
to the collection of quality measures would serve as a beneficial measure to compare across 
vendors and the data sources in which the quality measures stem from could provide viable 
information to clients.  This type of information again would be most accurately depicted from 
within the major topic of Usability and User-Centered Design.   

 
Hospitals and Health Systems 
 
Please describe the types of comparative information about certified health IT hospitals and health 
systems currently use (e.g., to inform health IT acquisition, upgrade, and customization decisions). What 
are the sources of this information? What information would be useful but is currently unavailable? 
 

As mentioned in our comments on the Cross-Cutting Topics section, we generally see 
prospective customers wanting to know what others like themselves are doing. Accordingly, 
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data regarding market share specific to the customer’s own specialty practice area and 
geographic location is highly sought after (beyond simply knowing whether something is 
certified). While there are available sources today (many of which are highlighted in appendix A 
of the RFI), we feel that the EHR Reporting Program could help to provide a single, 
comprehensive source by integrating disparate data sources and new reporting mechanisms. 


