
 
 

 

October 16, 2018  

 

Don Rucker, MD 

National Coordinator 

Office of the National Coordinator for Health Information Technology (ONC) 

U.S. Department of Health and Human Services (HHS) 

Attention: EHR Reporting Program Request for Information 

Mary E. Switzer Building, Mail Stop: 7033A 

330 C Street SW  

Washington, DC 20201 

  

Dear Dr. Rucker: 

 

Allscripts Healthcare Solutions Inc. (“Allscripts”) is submitting these comments in response to 

the Request for Information (RFI) Regarding the 21st Century Cures Act Electronic Health Record 

Reporting Program. We are a leader in healthcare information technology solutions that advance 

clinical, financial and operational results and one of the two largest public companies focused 

exclusively on healthcare information technology globally. Allscripts offers healthcare providers, payers 

and life sciences companies across the globe a complete portfolio of clinical, financial, population 

health management, patient engagement and precision medicine services. More than 330,000 

physicians in 75,000 physician practices and 2,400 hospitals use solutions across our broad portfolio, 

so Allscripts has a significant interest in this topic as we strive to best support our clients. 

The RFI seeks input on the EHR Reporting Program established as Section 4002 in the Cures 

Act and codified as Section 3009A in Title XXX of the Public Health Service Act (PHSA). Generally, 

Allscripts applauds the intent of the RFI to facilitate easier comparison of various certified Health IT 

products.  We note the strength of the many varied information sources catalogued in the RFI, as well 

as the COMPARE report, and recommend that those continue to be maximized as much as possible.  

We also highlight, however, the importance of the client Request for Information (RFI) process common 

to the sales process and the role client reference site visits play in providing focused assessments of a 

product’s capabilities to meet the specific needs of a provider organization.  While there is clearly some 

value in providing general or statistically aggregated information through the certification program, the 

variability of provider needs, especially in the target ambulatory market, is quite extensive and is well 

served by more focused, market-driven activities. 

Our detailed answers to the questions in the RFI are below: 

Existing Data Sources 

Q1) Please identify any sources of health IT comparison information that were not in the EHR 
Compare Report that would be helpful as potential reporting criteria are considered. In addition, 
please comment on whether any of the sources of health IT comparison information that were 
available at the time of the EHR Compare Report have changed notably or are no longer 
available. 



Allscripts has no additional sites to recommend, but notes that the Health IT Playbook is a 

useful existing source for Health IT information that could be augmented and leveraged 

further to provide a unified view of information to the provider community. 

Q2) Which, if any, of these sources are particularly relevant or should be considered as they relate 
to certified health IT for ambulatory and small practice settings? 

Given the unique needs of ambulatory and small practice users, Allscripts recommends that 

existing sources of data regarding EHR use by providers be enhanced to include 

differentiating factors, including practice size and specialty.  This will help these providers 

focus on the data most relevant to their unique needs and dramatically increase its 

usefulness.  We know through our own experience working with small physician practices 

that they generally feel sufficiently informed by case studies or comparatives gleaned from 

practices different than theirs in any marked way, including the size and specialty mentioned 

above. 

Additionally, rural ambulatory and small practice settings and larger organizations serving 

low-income patients would benefit from an increased availability of low to no-cost 

comparison tools.  Most options on the market require a large investment. 

Q3) What, if any, types of information reported by providers as part of their participation in HHS 
programs would be useful for the EHR Reporting Program (e.g., to inform health IT acquisition, 
upgrade, or customization decisions)? 

While statistics derived from provider-reported information could be quite useful to other 

providers in gauging relative support for key items among different certified products, there 

is extensive variability based on provider choice and configuration.   For example, a provider 

organization or individual clinician who doesn’t report on some Registry criteria might have 

made the decision due to vendor non-support for the criteria, jurisdictional factors, or choice 

based on clinical relevance.  That type of disparity is hard to appropriately reflect in a 

comparative resource.   

We also note that The Health IT Dashboard already provides a number of datasets, 

including the ability to see which providers have successfully attested and the CEHRT they 

stated was in use. This information is publicly available, though few in the public healthcare 

consumer sector are aware of its existence. 

Q4) What data reported to State agencies (e.g., Medicaid EHR Incentive Program data), if available 
nationally, would be useful for the EHR Reporting Program? 

Any and all state-based information could be of value to providers, subject to the same 

caveats noted for similar information at the federal level. 

Data Reported by Health IT Developers versus End-Users 

Q1) What types of reporting criteria should developers of certified health IT report about their 
certified health IT products: 
o That would be important to use in identifying trends, assessing 

interoperability and successful exchange of health care information, and 
supporting assessment of user experiences? 

o That would be valuable to those acquiring health IT in making health IT 
acquisition, upgrade, or customization decisions that best support end users’ 
needs? 

https://www.healthit.gov/playbook/
https://dashboard.healthit.gov/datadashboard/data.php


Information aggregated across a product, such as volume (number of providers/licenses, 

number of various interexchange events such as ePrescriptions, number of open API calls, 

number of partner apps supported, etc.), could be useful for a purchaser, but it would need 

to be differentiated based on factors such as practice type (ambulatory/inpatient), practice 

size, and specialty to provide proper comparative context.  It is also important to note that 

while these types of aggregated statistics could be quite useful to those acquiring health IT 

in gauging relative support for their priorities, there is quite a bit of variability based on 

choices and configuration decisions made by the provider organization that will impact that 

data.   

The incorporation of exchanged clinical data into the native workflow of the clinician and 

supporting staff is a central point of satisfaction (or dissatisfaction if the EHR cannot 

accommodate that).  Our clinician clients tell us that a system’s ability to modulate the 

information delivered to them – not too much, not too little – makes or breaks the usability of 

that data, as well as the EHR’s capacity to consume the data into the permanent record in 

such a way that it is referenceable later and can be applied to analytics and clinical decision 

support. 

We note, too, that user experience is a key factor, but it is often a qualitative comparative 

factor.  The certification information provided in support of the Safety Enhanced Design 

(SED) criteria often provides Likert scale information, which includes subjective user 

experience.  Allscripts suggests that while this information has some utility, System Usability 

Scores (SUS) give a better sense of how people evaluate a product since improving 

workflow, reducing clicks, etc., are necessary to improve a product’s SUS scores.  It is 

important to note, however, that task success/time as a key measure does not necessarily 

equate to a better, less burdensome user experience.  In fact, user experience itself is 

something that needs to be optimized against other key factors, including patient safety.  For 

example, CPOE was initially viewed negatively from a workflow perspective by many 

providers, but that functionality continues to be deployed because the benefits to ensuring 

accurate, complete, and safe orders outweigh the other concerns. 

Additionally, customizability is a factor described as desirable by many providers, but this is 

most often a qualitative comparative factor.  The Costs & Limitations information provided by 

vendors as part of the certification process has some opportunities to provide a view of the 

costs of customization.  

One upgrade metric that may be useful to provide would be the modeled system downtime 

during upgrade. This measurement can be used to assess the relative complexity of 

upgrades and also to assess the underlying resiliency of the vendor product. 

Q2) What types of reporting criteria for health care providers, patients, and other users of certified 
health IT products would be most useful in making technology acquisition, upgrade, or 
customization decisions to best support end users’ needs? 

While especially critical for direct patient access, reporting on the ease of electronic 

access/consumption of patient information would be important.  An additional factor for 

providers would be the ease with which they can access/receive patient information from 

external systems and incorporate that information in to patient’s record.  However, we note 



that these types of reporting would be qualitative assessments without the existence of 

options like the System Usability Scores (SUS) described above.  Until there is such a 

reliable, quantifiable measure, we caution against implementation of anything too assertive 

in this area. 

We note that some existing information can already be found in the transparency 

disclosures mandated by 2015 Edition certification. While this information is not populating 

the compare tool on CHPL, bringing more awareness to it by adding it to the CHPL compare 

tool could be assistive.  

Q3) What kinds of user-reported information are health IT acquisition decision makers using now; 
how are they used in comparing systems; and do they remain relevant today? 

Many of the items noted in the RFI Appendix (e.g., Blackbook, Leapfrog, Gartner) reflect 

primary- and secondary-market research directly with purchasers and users of Health IT.  

These clearly have a place and have proven to be very useful in helping a provider looking 

to acquire health IT.  However, the commercial RFI process is likely the most useful 

mechanism for a provider looking to acquire health IT, as well as client reference site visits, 

which can be used to drive a very focused assessment of a product’s capabilities relative to 

their very specific needs.  However, we note that the ambulatory space (particularly in the 

smallest practices) frequently do not employ robust RFIs in their product search and do not 

have memberships in nor the money for some of the comparative resources out there (such 

as Gartner).  

It has been noted in the industry that some of those tools, particularly KLAS, are considered 

non-objective in their review of solutions based on their business model.  ONC could play a 

tremendously useful role in increasing the transparency of those resources, helping 

purchasers to understand the methodology and business models of the various options out 

there.   

Q4) What types of reporting criteria would be useful to obtain from both developers and end users to 
inform health IT comparisons? What about these types of reporting criteria makes them 
particularly amenable to reporting from both the developer and end user perspective? 

Allscripts notes the strength of the many varied information sources noted in the RFI, as well 

as the COMPARE report.  It is not feasible to expect competing market assessment tools, 

such as Black Book or KLAS, to agree to change their assessment criteria to be more 

consistent or uniform.  The step ONC could take would be to increase transparency about 

those models to ensure that consumers of health IT are able to understand the methodology 

that is used to draw their conclusions, as well as their business model.  

We suggest that many of the criteria that are frequently employed to assess a solution’s 

usefulness and applicability in the purchaser’s environment are very qualitative and thus 

subjective.  Many of those factors are also highly influenced by configuration choices made 

by the provider organization.  For example, one practice choosing to insert additional 

questions into the documentation process for each patient could have an impact on the 

frustration levels of the clinicians while adding great value to the IT department, or the 

regulatory affairs group.   



As noted above, we recommend that any existing sources of data be enhanced to include 

differentiating factors such as practice size and specialty.  This will help these providers 

focus on the data most relevant to their unique needs. 

User-Reported Criteria 

Q1) How can data be collected without creating or increasing burden on providers? 

To minimize additional burden on providers within their clinical workflows, Allscripts 

encourages the continued use of data already reported for various federal programs.  

Current initiatives, such as Patients over Paperwork, can and should be expanded. Primary 

market research and focus groups of providers should also be utilized to best understand 

the trade-offs to protect efficiency in provider documentation while ensuring the data is 

captured necessary to drive IT-based clinical and patient safety support capabilities. 

Centralizing access to reported information (and other useful sources noted in the RFI) via 

the Health IT Playbook, as well as coordinating user education efforts to help consumers 

understand how to access and interpret the data, will improve both the access to and utility 

of these strong existing reference sources.  

Q2) What recommendations do stakeholders have to improve the timeliness of the data so there are 
not significant lags between its collection and publication? 

A key suggestion, as noted in the response above, is to identify and formalize the definition 

of the minimal set of data required.  Once this minimum data set is defined and universally 

specified and understood, all parties can begin to optimize tooling (Health IT) and workflow 

to improve the collection in the most expeditious manner. 

Q3) Describe the value, if any, in an EHR Reporting Program function that would display reviews 
from existing sources or provided a current list with hyperlinks to access them. 

Allscripts encourages the use of existing reporting sources and notes that the Health IT 

Playbook is a useful existing source for Health IT information that could be augmented and 

leveraged to provide a unified view of hyperlinked information to the provider community. 

Q4) Discuss the benefits and limitations of requiring users be verified before submitting reviews. 
What should be required for such verification? 

User review sites from all industries have had to address widespread abuse of public user 

reviews.  Even well-thought approaches to ensure veracity of users (i.e., verified users of the 

item being reviewed) have been met with clear and overt activities to circumvent even the 

most well-intentioned controls.  There is legitimate concern that enabling unconfirmed 

reviews (even despite “best effort” approaches to verifying the legitimacy) would throw 

credible doubt into the system as it was launched, add cost to ONC or any other mediator 

trying to apply any filter to the reviews to ensure veracity, and impose burden on developers 

to evaluate each review and rebut, when necessary.   

Another issue with user reviews is, as noted elsewhere in our response, the needs and 

goals of providers vary widely.  To be effective, reviews would need to maintain an accurate 

validated set of metadata regarding the user (e.g., differentiating factors such as practice 

size and specialty) to enable providers to focus on the data most relevant to their unique 

needs. Further, such variance (even within the same institution due to workflow preferences) 



would cause users to submit very disparate reviews, minimizing the usefulness of such 

reviews.  One provider may see a patient safety risk that another provider believes is the 

best configuration; clinicians may also see risk where IT has locked down a workflow due to 

an issue on their end.  

Most importantly, it is clear that people with grievances against a vendor, even where 

misdirected or based on frustrations outside of the control of the vendor, are more inclined 

to submit reviews than people who are happily or neutrally using a system.  Software 

developers have existing mechanisms in place for managing challenges raised by clients, 

including bi-directional dialogue and formalized complaint management processes.  Further, 

existing external complaint capabilities offered both by ONC and their supporting ONC-

ACBs also provide a more mediated mechanism for addressing concerns not satisfactorily 

addressed with vendor support and/or complaint handling capabilities. Reviews should not 

be facilitated as another route of complaint. 

Q5) Which reporting criteria are applicable generally across all providers? What reporting criteria 
would require customization across different provider types and specialties , including small 
practices and those in underserved areas? 

The existing CHPL data is moderately useful for all providers, especially the accessibility-
centered design (ACD) and SED data. We note that there is additional attestation data that 
developers already submit to ACBs but is not currently available on the CHPL, and some of 
that data could be beneficial to providers across different specialties. 

Q6) For what settings (e.g., hospitals, primary care physicians, or specialties) would comparable 
information on certified health IT be most helpful? If naming several settings, please list in your 
order of priority. 

There is extensive variability in the needs of providers/practices within the ambulatory 

market.  Within both the ambulatory and inpatient markets, there is also extensive variability 

in the needs of various specialties.  All these various market differentiating factors are 

important to address, and it may not be advisable to attempt to “rank order” the needs of 

one community over the other.  Instead, focus on more generic mechanisms to provide 

filtering of information for all market differentiating factors.   

 
We note that specific hospital departments (e.g. Cardiac, NICU, ED, etc.) have a high 
degree of customization in the products to help them meet their needs. Developers could 
report on which services their product supports to better help with data filtering. 

Q7) How helpful are qualitative user reviews (such as ‘star ratings’ or Likert scales) compared to 
objective reports (e.g., that a system works as expected with quantifiable measures)? Which 
specific types of information are better reflected in one of these formats or another? 

Qualitative reviews can be useful, but as noted previously, many qualitative review 

capabilities are plagued by the impact of widespread abuse of public user reviews, as well 

as reviewer bias (e.g., most reviews are negative because satisfied users are less likely to 

review).  Managed qualitive reviews (e.g., Leapfrog, Blackbook), some with algorithmically-

derived ratings/scores, are included in the noted references within the RFI, and we support 

those mechanisms when the methodology is transparent.  Improved transparency regarding 

the algorithms used to establish the ratings would be very helpful so users can 

independently adjust for factor or higher or lower importance to their needs. 



Other user assessments mediated by qualified professionals (e.g., Likert scales, System 

Usability Scores (SUS)) are also often more usable and applicable.  A key factor in 

improving utility of these mediated scores is ensuring there is a common understood 

baseline.  However, such an effort would be complex because of the high probability that 

there is no “universal baseline” due to the varied needs and goals of providers. 

We do note that providers do not support this type of rating for themselves and may find this 

type of rating system for a CEHRT.  Context is simply too important to deriving value from 

any such effort. 

Q8) How could HHS encourage clinicians, patients, and other users to share their experiences with 
certified health IT? 

Allscripts defers to those groups representing this demographic.  However, we encourage 

that any experiences with certified health IT, positive or negative, always be shared with the 

impacted parties (including the vendor). Allscripts has a strong desire to help our clients 

remedy any issue, and it would be very counterproductive for any public reporting to replace 

existing mechanisms in place for managing any challenges that come up.  Further, we are 

concerned that such reports could be filed by providers in place of the formal 

feature/enhancement request process, which could negatively impact our ability to 

continually improve the safety and utility of our solutions. 

Q9) Which particular reporting mechanisms, if any, should be avoided? 

Allscripts recommends avoiding unmanaged public reporting mechanisms and refraining 

from the use of simplistic scoring/rating mechanisms (e.g., STAR ratings).  Allscripts also 

encourages the careful assessment of any potential new reporting mechanisms to avoid 

duplication with existing reporting mechanisms and recommends against any type of 

anonymous feedback that would be made public. 

Health IT Developer-Reported Criteria 

Q1) If you have used the certified health IT product data available on the ONC Certified Health IT 
Products List (CHPL) to compare products (e.g., to inform acquisition, upgrade, or 
customization decisions), what information was most helpful and what was missing? If providing 
a brief list of the information, please prioritize the information from most helpful to least helpful 
also considering their grouping into categories in Section IV. 

The CHPL provides a wealth of information, which can be both a blessing and a curse.  A 

savvy user can navigate to find not only summary information, but also detailed supporting 

information in support of specific certification items and overall product/release information.  

However, this large amount of information is not always easily digested or intuitive in its 

availability or its location.  An example is the set of relied-upon software which used to be 

summarized on the main CHPL page for an item, but now can only be found on a per-item 

basis for each certification criteria. 

In trying to determine the value of the data on the CHPL, Allscripts recommends that ONC 

utilize primary market research and focus groups of providers to best understand the 

information most useful to the target user communities.  It would also be worth testing their 

awareness of the availability of these and other information on CHPL.  



Q2) Would a common set of criteria reported on by all developers of certified health IT, or a mixed 
approach blending common and optional sets of criteria, be more effective as we implement the 
EHR Reporting Program? 

CHPL currently has a robust set of criteria by which Health IT products can be assessed.  In 

the spirit of Patients over Paperwork and other programs intending to optimize the level of 

regulatory mandates, Allscripts believes that the addition of any new criteria should be 

based on the assessment of direct feedback from the target users (via primary market 

research and focus groups of providers) to identify potential new criteria.  Allscripts also 

proposes that any new criteria specified in this manner should be optional to enable them to 

be tailored to the targets users without adding undue burden to other providers. 

Q3) What developer-reported criteria are particularly relevant, or not relevant, to health IT users and 
acquisition decision makers in the ambulatory and small practice settings? 

CHPL currently has a robust set of criteria by which Health IT products can be assessed.  

Unless direct user feedback identifies new optional criteria that is of particular value to these 

specific target segments, Allscripts cautions against adding complexity or additional burden 

of regulatory mandates.  We also note that consumers are increasingly overwhelmed by too 

much information being presented to them; we recommend focusing on fewer, high value 

data points that deliver more value (and require less of the developer community to gather 

or report). 

Q4) Which criteria topics might be especially burdensome or difficult for a small or new developer to 
report on? 

The impacts of regulatory mandates affect not only small or new vendors, but also 

established vendors introducing a new product or capability. In these situations, there is no 

way to report user experience until the product is live at providers’ sites, but many providers 

(or their agents) will not allow products to be implemented until they are certified.  We note 

that this Catch-22 has a higher impact on new vendors who need the cash flow from a 

specific product’s sales to be able to evolve and enhance the capabilities on that product. 

Q5) What types of criteria might introduce bias (e.g., unfair advantage) in favor of larger, established 
developers or in favor of small or new developers? 

Any criteria that requires a significant time commitment to collect could favor a larger or 

more established company with established revenue sources that can pay the bills while in 

the process of collecting the data to enable sales of a new/enhanced product. Larger 

vendors also often have more established and operationalized mechanisms for obtaining 

user experience data. This is a key driver for ensuring that regulatory criteria are carefully 

tailored to the targeted users/market segments rather than broadly applied equally to all, 

since applying the same requirements for vastly different products/users/segments might 

skew the advantage to vendors with a broader more established suite of offerings versus a 

more niche vendor. 

Q6) In what ways can different health IT deployment architectures be accommodated? For instance, 
are there certain types of criteria that cloud-based certified health IT developers would be better 
able to report on versus those who are not cloud-based? How might this affect generating and 
reporting information on criteria? 

Cloud-based systems inherently have access to all data flowing through their systems for all 

users.  As such, activities such as counting CCDA transactions (documents sent/received, 



source / type) are more easily tracked and managed in a cloud-based implementation than 

within a distributed or hybrid implementation. However, this ultimately is more an issue 

regarding data governance than architecture.  Even if user-associated information is more 

(or less) readily accessible based on a chosen deployment architecture, the ability to 

provide or report on that information is driven by data governance and data ownership 

rights.   

Security Topics 

Q1) What reporting criteria could provide information on meaningful differences between products in 
the ease and effectiveness that they enable end users to meet their security and privacy needs? 

In addition to the security & privacy features outlined in our answer to the next question, end 

users should have access to tools and data to evaluate how securely their certified health IT 

was constructed.   

Existing access control and other security-related certification criteria could be augmented to 

include reporting on the use of industry-standard security development lifecycle practices, 

such as the DHS Building Security In initiative or Microsoft’s Secure Development Lifecycle.  

Furthermore, augmenting certification criteria to include executive summaries of recent 

penetration testing or security assessments by a reputable third party could be useful in 

provide impartial assessments of the likelihood that critical vulnerabilities exist in a product.   

In addition to these reporting enhancements, vendors should continue to be encouraged to 

provide instructions and recommendations for secure configuration of their software, 

particularly when it is deployed on the provider site.  

Another potentially useful practice would be for developers to include a “bill of materials” that 

lists all the major software components in the product’s technology stack, which would 

enable a customer to assess impact and respond if a vulnerability or exploit (related to a 

software component) is publicly disclosed.   

Similarly, reporting on adherence to best practices by providing access to industry 

certification, such as an SSAE16 SOC2 Type II report, or evidence of HITRUST certification 

would likely provide value to providers looking to compare Health IT.   

Q2) Describe other useful security and privacy features or functions that a certified health IT product 
may offer beyond those required by HIPAA and the ONC Health IT Certification Program, such 
as functions related to requirements under 42 CFR Part 2. 

Other useful security & privacy features that a certified health IT product may offer include: 

• Preference for industry-standard identity technologies such as OAuth, SAML, or JWT  

• Strong identity and access management based on NIST SP 800-63, including support 

for password-less user authentication such as biometrics 

• Ability to deploy in public cloud settings such as Microsoft Azure, which may provide 

additional security monitoring and hardening options over an on-premise deployment.  

This could be particularly useful for small- and medium-sized providers 



• Robust APIs that enable patient & provider access to data, including data beyond that 

which is supported in the initial API features required by 2015 Edition Certification 

Program 

• Advanced encryption options for securing data at-rest such as transparent database 

encryption or “always encrypt” settings, including configuration rules for ensuring these 

capabilities are not inadvertently reduced or eliminated 

• Advanced key management options for data at-rest encryption, such as BYOK (Bring 

your own key) for providers 

• Standards-based Consent management options including, but not limited to, 

implementation of the Data Segmentation for Privacy Standard (DS4P) 

 

Usability and user-centered design Topics 

Q1) How can the usability results currently available in the CHPL best be used to assist in 
comparisons between certified health IT products? 

While the usability information provided on CHPL (e.g., information associated with the SED 

criteria) is available and can be used for comparative purposes with some effort, the 

correlation between the information provided and true usability, burden, and/or safety is far 

from optimal.  Other mediated scores, such as the System Usability Scores (SUS) may be 

more applicable, but also have limitations.  A key factor in improving utility of these mediated 

scores is ensuring there is a common understood baseline, which itself is made more 

complex due to the high probability that there is no “universal baseline”. 

Q2) Describe the availability and feasibility of common frameworks or standard scores from 
established usability assessment tools that would allow acquisition decision makers to compare 
usability of systems. 

As has been noted elsewhere, the needs and goals of providers vary widely.  To be 

effectively compared, results from usability assessment tools would also need to include a 

set of metadata regarding the user (e.g., differentiating factors such as practice size and 

specialty) to enable providers to focus on the data most relevant to their unique needs.  In 

this case in particular, additional variability is inherent in the customization done by provider 

organizations in every deployment.  As such, the usability of a product can vary extensively 

not only between various client implementations, but also for tailored workflows for different 

clinician types within a single implementation site.   

Lastly, user experience itself is something that needs to be optimized against other key 

factors such as patient safety.  Something may be “more usable” (e.g., require less clicks or 

cognitive load), but if those clicks are for critical clinical items or patient safety alerts, the 

impact to usability may be worth the tradeoff of improved patient safety and/or clinical care 

as per established standards of practice. 

Q3) Discuss the merits and risks of seeking a common set of measures for the purpose of real world 
testing that health IT developers could use to compare usability of systems. What specific types 
of data from current users would reflect how well the certified health IT product: 
o Supports the cognitive work of clinical users (e.g., displays relevant 

information in useful formats at relevant points in workflow)? 
o Reflects the ability of implementers to make customization and 



implementation decisions in a user-centered manner? 

Testing to real-world usage scenarios is essential and already an integral aspect of 

Allscripts’ testing methodologies.  However, standardizing test scenarios to for comparative 

purposes can inadvertently provide a comparative result against a scenario that may or may 

not be truly “real world” for the product or a typical user of that product.  The best that often 

can be done is to provide test models that are as closely mapped to real user workflows, 

based on intimate knowledge of the workflow used by real-world customers of the product 

being tested.  

User assessments mediated by qualified professionals (e.g., Likert scales, System Usability 

Scores (SUS)) can be useful in providing a metric of usability against a specified workflow.  

Note, however, that standardizing the workflows for such mediated assessments would be 

impacted by the same factors noted above.   

The current approach of the ONC Health IT Certification Program where it tests vastly 

different products and allows for a reasonable interpretation of how to comply with 

certification requirements provides a good balance between standardization and flexibility so 

as not to inhibit innovation.  

We also suggest that ONC could encourage software developers to increase post-

implementation testing of usability and user satisfaction, as well as any risks identified by 

those users in the live environment. Such testing should be voluntary at this point, but we 

believe there is good information to be gleaned from such an approach. 

Q4) What usability assessment data, if available, are less resource intensive than traditional 
measures (e.g. , time motion studies)? 

There are many potential usability assessment tools and methodologies that are useful for 

understanding user interaction with s system for the purposes of optimization.  However, to 

be useful for comparative purposes, any chosen activity to be assessed would need to be 

standardized and thus would be subject to the limitations already noted. 

Q5) Comment on the feasibility and applicability of usability measures created from audit log data. 
How would health IT acquisition decision makers use this information to improve their system 
acquisition, upgrade, and customization decisions to best support end users’ needs? 
o Who should report audit log data and by what mechanism? 

It is incredibly difficult to create comparable information across such a large variety of 

products, settings, and implementation choices using audit log data. Although there is some 

standardization per certification requirements (e.g., for non-clinical scenarios such as 

logins/logouts), there is still a lot of variability.  

Audit data is best used for before/after comparative assessments of the impacts of changes 

within a given system, not across multiple disparate systems or even multiple deployments 

of a common system. 

The ability of a provider to report audit log data would be influenced heavily by data 

governance.  Even if system audit information is readily accessible and sufficiently 

standardized to be externally useful, the ability to actually provide or report on that 



information is driven by data governance, data ownership rights, and potentially individual 

contractual terms. 

Q6) How feasible would it be to implement usage monitoring tools (e.g., for time spent on specific 
tasks)? 

Implementation of such usage monitoring tools is relatively straightforward, but the value of 

such instrumentation always needs to be balanced against potential impacts to system 

performance and the “opportunity cost” of implementing these types of instrumentation 

capabilities versus other clinical, regulatory, or safety-impacting capabilities.  It is also 

important to note that this type of instrumentation, to remain minimally burdensome, would 

necessarily be tailored to use for provider/practice and/or vendor use to help drive 

optimization opportunity assessment and before/after comparative analyses on very focused 

aspects of a workflow. However, it would not be useful for comparative purposes across 

multiple disparate systems or even multiple deployments of a common system.  There is 

simply too much of the experience that is driven by choices outside of the software. 

 

Interoperability Topics 

Q1) Please comment on the usefulness of product integration as a primary means of assessing 
interoperability (as proposed in the EHR Compare Report). 

A key aspect of this question relates to how “integration” is defined.  Is “integration” meant to 

refer to cases where a communication/data partner is integrated both technically (e.g., within 

the scope of system test) and commercially (the communication/data partner is sold in a 

bundle with the target product) or just one of these potential relationships?  Or does it imply 

something looser, such as having a Memorandum of Use (MoU) specifying the extent of 

integration testing, or even something as undefined as successfully communicating at a 

connectathon?  We note that the value and utility of any integration is also impacted by the 

extent of automation (e.g., data is available for integration but must be manually 

incorporated versus automatically incorporated into the workflow and EHR.). 

While there is clear value in a product that has lots of integration partners, the usefulness for 

comparative purposes is limited unless there are clearly defined categories of integration 

and comparisons between any two products are made within those categories. 

Q2) What other domains of interoperability (beyond those already identified and referenced above) 
would be useful for comparative purposes? 

In addition to the four domains referenced in the NQF Measurement Framework, complexity 

(both product / workflow complexity as well as complexity of the interoperability being asked 

of the system) and ubiquity (e.g., via integration with trusted network frameworks – either 

commercial entities or regulatory entities (e.g., TEFCA)) would be useful for comparative 

purposes.  Another measure might be ability to connect to networks such as Carequality. 

Q3) Of the data sources described in this RFI, which data sources would be useful for measuring 
the interoperability performance of certified health IT products? 
o Comment on whether State Medicaid agencies would be able to share 

detailed attestation-level data for the purpose of developing reports at a 
more detailed level, such as by health IT product . If so, how would this 
information be useful to compare performance on interoperability across 
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health IT products? 
o How helpful would CMS program data (e.g., Quality Payment Program MIPS 

Promoting Interoperability Category, Inpatient Hospital Promoting 
Interoperability Program, Medicaid Promoting Interoperability Programs) 
related to exchange and interoperability be for comparative purposes? What 
measures should be selected for this purpose? Given that some of these 
data may be reported across providers rather than at the individual clinical 
level, how would this affect reporting of performance by health IT product? 

CMS data collected in support of various incentive programs provides an accurate 

perspective on use of specific functionality by provider organizations or individuals 

participating in CMS programs but does not provide a comprehensive view of the availability 

or the quality of a product’s entire offering relative to that capability. As an example, not 

reporting against a criterion or measure may reflect provider choice or it may reflect product 

inability to support reporting.  To derive a more complete perspective regarding provider 

choice versus vendor support, this reported information needs to be correlated with product 

criterion/measure support information available within CHPL.  Even then, rationale for 

provider support or non-support can vary (e.g., too complex to justify use, or just not relative 

to their workflows). 

One key factor often overlooked regarding the utility of interoperability documents is the 

quality of the documents.  A certified product can generate high quality documents, but 

when those documents are exchanged, the certified system sending them loses control of 

the content. At that point, the quality of data within a health system can vary widely. The 

ability for a certified system to monitor the quality of documents and be able to report that 

information to health systems with overt implementation guidance could improve the content 

shared.  

Regarding the use of state Medicaid data, the usefulness of this would be driven by the 

extent of duplication with existing CMS data, as well as the cost/benefit of managing the 

potentially extensive amount of additional data.  That said, there is limited to no downside 

from State Medicaid agencies making their data available as long as the data is in common 

standardized formats that can be easily and universally consumed and manipulated for 

comparative or analytics uses.  Our clients are definitely interested in having access to more 

feedback from payers, including Medicaid, and increasing this flow of information would help 

our analytics team be able to offer even more value to our clients. 

Q4) What other data sources and measures could be used to compare performance on 
interoperability across certified health IT products? 

The use of data collected in support of programs such as CPC+ and ACOs might identify 

additional data that could be used to compare performance of interoperability across Health 

IT. 

 

Conformance to certification testing Topics 

Consistency and uniformity of information requested will be key to truly drive usefulness for 

comparative purposes.  As has been noted elsewhere, metadata regarding the user within 

user-provider information (e.g., differentiating factors such as practice size, specialty, 



participation in specific incentive programs) is also key to enabling providers to focus on 

items of pertinence to their needs.   

Q5) What additional information about certified health IT’s conformance to the certification testing 
(beyond what is currently available on the CHPL) would be useful for comparison purposes? 
What mechanisms or approaches could be considered to obtain such data? What barriers might 
exist for developers and/or end users in reporting on such data? 

First, we emphasize that CHPL is a key reference for identifying information specific to a 

given product release, while user-provided data (such as what support of various incentive 

programs is offered by that vendor) is central to identifying in what ways and how 

extensively any product capabilities are used in practice.  For both, consistency and 

uniformity of information requested will be fundamental for comparative purposes.  As has 

been noted elsewhere, the association of metadata within user-provider information (e.g., 

differentiating factors such as practice size, specialty, participation in specific incentive 

programs) is also key to enable providers to focus on items of pertinence to their needs.   

Information aggregated across a product, such as volume statistics (number of 

providers/licenses, number of various interexchange events (i.e., exchange of Summary of 

Care documents), number of open API calls, number of partner apps supported, etc.), could 

be useful for comparative purposes, but these would need to be differentiated based on 

factors such as practice type (ambulatory/inpatient), practice size, and specialty to provide 

proper comparative context.  It is also important to note that while these types of aggregated 

statistics could be quite useful to those acquiring health IT to gauge relative support for their 

key items by various certified products, there is quite a bit of variability based on provider 

choice and configuration that will impact the data and user experience being reported.   

Data governance, data ownership rights, and even individual contractual terms could all be 

barriers for reporting information specific to provider workflows.  Collection of aggregated 

information across providers would also have potential data governance barriers and could 

have architectural and/or commercial barriers driven by the complexity of do so across 

multiple sources. 

We would also like to point out that corrective action plans and certified status is information 

that is already publicly available. 

Other Category Topics 

Comments on the list of potential categories: 

• Regarding “Submitting, editing, and retrieving data from registries, such as clinician- 

led clinical data registries”  

o In addition to any assessments from the provider’s perspective, it is important 

to also assess the ability of a patient to access the information. 

• Regarding “Accessing and exchanging information and data held by Federal, State, 

and local agencies and other applicable entities useful to a health care provider or 

other applicable user in the furtherance of patient care” 

o In addition to any assessments from the provider’s perspective, it is important 

to also assess the ability of a patient to access the information. 



• Regarding all categories encompassing the exchange of information 

o A key factor often overlooked regarding the utility of interoperability is the 

quality of the documents being exchanged.  A certified product can generate 

high quality documents, but when those documents are exchanged, the 

certified system loses control of the content. At that point, the quality of data 

within a health system can vary widely. The ability for a certified system to 

monitor the quality of documents and be able to report than information to 

health systems with overt implementation guidance could improve the content 

shared.  Further, we reinforce the importance of delivering any exchanged 

information into the workflow of the clinician and other staff to enhance utility 

of the data. 

Q1) How should the above categories be prioritized for inclusion/exclusion in the EHR Reporting 
Program, and why? What other criteria would be helpful for comparative purposes to best 
support end users’ needs (e.g., to inform health IT acquisition, upgrade, and implementation 
decisions)? 

We believe that prioritization would be challenging, given that different provider organization 

and even different communities / regions working together identify a wide variety of use 

cases important to them based on their patient needs. If it is deemed that there is real value 

in prioritization despite this risk of leaving out certain communities, decisions of where to 

focus should clearly be based on direct feedback from the user community. 

The areas that would provide value for comparative purposes have been effectively covered 

in this RFI, and we have noted areas of challenge that can be associated with each.  

Q2) What data sources could be used to compare performance on these categories across certified 
health IT products? 

Allscripts has no additional sites to recommend, but notes that the Health IT Playbook is a 

useful existing source for Health IT information and could be augmented and leveraged to 

provide a unified view of information to the provider community. 

Q3) Please comment on different types of information, or measures, in this area that would be useful 
to acquisition, upgrade, and customization decisions in the ambulatory setting as opposed to 
inpatient settings? 

As noted previously, Allscripts sees high value in associating metadata such as practice 

type (ambulatory/inpatient), practice size, specialty, and participation in specific incentive 

programs to provide proper comparative context.  Such metadata could also be useful in the 

inpatient setting, but it would be especially critical for ambulatory products.  We know from 

our extensive experience that physician practices largely only trust references or claims of 

strong product utility from others that share their set-up.  

Q4) Please comment on the usefulness and feasibility of including criteria on quality reporting and 
population health in the EHR Reporting Program. What criteria should be considered to assess 
health IT performance in generating quality measures, reporting quality measures, and the 
functions required for supporting population health analytics (e.g., bulk data export)? 

This question seems to combine population health data and quality measures; we find these 

to be two distinct, separate issues. Perhaps it would be helpful to define population health 

analytics for the purposes of this RFI. 
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Currently, population health analytics are not part of certification criteria or associated 

Certified Quality Measures, though the bulk of data is part of certification criteria and may be 

of use to provide the data on large populations of patients that could be a precursor to its 

use to support population health analytics.  However, many vendors offer population health 

analytics as a service where it may not require bulk data export. If a provider or practice 

wanted to use their patient data in another platform (e.g. a population health analytics 

platform that is not associated with the EHR), the functionalities already part of 2015 Edition 

criterion § 170.315(b)(6) Data Export could be used to facilitate transfer of the data.  Note, 

however, that data governance, data ownership rights, and individual contract terms could 

all affect this use case.  

Q5) What data sources, if any, are available to assess certified health IT product capabilities and 
performance in collecting, generating, and reporting on quality measures, and the ability to 
export multiple records for population health analytics? Are these data sources publicly 
available? 

The criteria and associated criteria we find most helpful would be: 

• § 170.315(b)(6) Data export; 

• § 170.315(c)(1) CQMs - record and export; 

• § 170.315(c)(2) CQMs - import and calculate; 

• § 170.315(c)(3) CQMs - report; 

• § 170.315(c)(4) CQMs - filter;  

• § 170.315(g)(1) Automated numerator recording; and 

• § 170.315(g)(2) Automated measure calculation. 

In addition to these capabilities, API criteria (§ 170.315(g)(7) through (9)) are also critical to 

evolve how Health IT can pull specific discrete patient information on patients that are part 

of their client base.  Data related to a product version’s status regarding all these criteria are 

already publicly available via the CHPL. 

Q6) Please comment on other categories, if any, besides those listed in this RFI that should be 
included in the EHR Reporting Program. Why should these be included, and what data sources 
exist to report on performance for the suggested categories? 

The chosen categories seem to be inclusive of criteria needed to support the needs of 

providers looking to compare Health IT.   

Hospitals and Health Systems Topics 

Q1) Please describe the types of comparative information about certified health IT hospitals and 
health systems currently use (e.g., to inform health IT acquisition, upgrade, and customization 
decisions). What are the sources of this information? What information would be useful but is 
currently unavailable? 

In addition to information provided by the sources noted in the RFI and the COMPARE 

report (such as Black Book), the transparency disclosures and associated Costs & 

Limitations information associated with each certified product could be quite valuable.  



Currently, however, it is not implemented or aggregated in a manner that would facilitate 

comparison. 

Q2) What types of comparative information about certified health IT, if any, are specifically useful to 
hospitals and health systems, as opposed to ambulatory or small practices? What types of 
information could be collected or reported that would be helpful to both hospitals and health 
systems and to ambulatory and smaller providers? 

Total Cost of Ownership. This would require a standard list of elements for both initial and 

recurring cost factors. While this type of information is typically confidential and thus would 

not be suited for public availability, establishing a common form and/or methodology for 

reporting these costs (akin to a “Truth in Lending” statement) would facilitate comparison by 

providers as part of their RFI/RFQ process.   

Another element of interest (and even to ambulatory practices) would be the vendor’s ability 

to deliver the technology at the price and in the timeline originally contracted (i.e., history of 

overruns or deadline compliance.  We note that this is something that would be easily 

reported by the right user, (i.e., a CFO or lead physician), but many users would not have 

that information. 

Q3) Please comment on how an EHR Reporting Program could best reflect the information needed 
for hospitals and health systems, ambulatory and smaller provider settings, and overlapping 
information in developing summary reports or comparison tools. 

Allscripts notes the strength of the many varied information sources noted in the RFI and the 

COMPARE report and feels that a key initiative would be to centralize and facilitate access 

to these sources (e.g., within the Health IT Playbook).  That information could and then be 

publicized, with training developed on its effective use. 

 

 

 

Thank you for the opportunity to provide input during the very important process of planning the future 

of physician payment models, including opportunities for incentives and implementation of new 

approaches.  We welcome further conversation on the topic with CMS and are happy to answer any 

questions you might have. 

 

With respect, 

 
Leigh Burchell 
Vice President, Policy & Government Affairs 
Allscripts 
(919) 247-1144 
leigh.burchell@allscripts.com 
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