
Email scams are a common occurance, but they can be easy to 

recognize if you know what to look for. If you receive one of 

these scam emails, delete it immediately! 

Phishing Emails: 

Phishing is a technique where a sender tries to trick you into 

revealing your private information. They are usually trying to 

obtain your username and password, banking info, or personally 

identifying info such as your social security number. Phishing 

emails can look very authentic, often using logos of reputable 

companies to try to trick you. 

 

Tips to spot a phishing message: 

• The sender’s email address appears suspicious or unofficial 

• There may be poor grammar or typos in the message 

• The message sounds urgent and is pressing you to act soon 

• There are buttons or links directing you to log into your 

account. (Hover your mouse over the button or link, and 

you’ll see that it leads to an unfamiliar web location.) 

• If you think the email could possibly be genuine, confirm the 

details of your account:  

• Call the company’s customer service department  

• Visit the company website directly from your web 

browser. Never follow the links in the email 

message! 

“Nigerian Prince” Messages: 

You receive an email regarding a large sum of money from a 

mysterious foreign stranger.  The message says you are due 

thousands, maybe even millions of dollars. This scammer will 

ask you for your bank account information to make a transfer, 

or ask you to send them money to initiate a transfer. Don’t fall 

for this common scam… delete the message immediately! 

“AntiVirus” Scare Emails 

You receive an urgent email message 

stating that your computer is unsecure or 

that your personal information has been 

hacked. This email will have an extremely 

urgent tone to it, and will urge you to 

follow a link or open an attached “help 

file” to fix the issue right away. 

Be suspicious of these types of messages! 

• Your actual antivirus software will 

usually notify you of any virus activity 

through a system notification on your 

screen, not by emailing you 

 

• The link in the email may seem like it 

came from your antivirus protection 

software, but it actually goes to a fake 

website created by the criminal.  

 

If you follow the link in the message and 

log in… the criminal can collect your 

credentials, deactivate your antivirus 

protection, and proceed with a security 

breach. 

 

• The link in the email or attached “help” 

file can actually initiate the installation 

of a real virus or a ransomware program 

onto your computer, creating the 

problem they are trying to claim to fix 

for you! 
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