
Malware is a term used to describe various dangerous software 

programs usually spread via email, although it can be injected 

by other methods. Here are some common types of malware. 

Virus: 

A piece of code that is capable of copying and spreading itself 

that typically has a detrimental effect, such as corrupting the 

system or destroying data.  

Adware: 

Software that automatically displays or downloads unwanted 

advertising material when a user is online. 

Spyware: 

Software that enables a user to obtain covert information about 

another's computer activities by transmitting data or keystoke 

information from their hard drive. 

Scareware: 

Malicious computer programs designed to trick a user into 

buying and downloading unnecessary and potentially dangerous 

software, such as fake antivirus protection. 

Ransomware: 

Harmful coding that allows a criminal to disable the computer’s 

functionality until a monetary ransom is paid. The criminal may 

or may not release their hold on your computer if you make the 

ransom payment. 

Trojans: 

Sneaky programming attached to a genuine file or software 

program that you choose to download. The file or software 

functions as you’d expect, but unfortunately, like the Trojan 

Hoarse that entered the city full of soldiers, the real program 

you downloaded also includes hidden malware programming, 

such as spyware!  

Warning Signs of Malware 

Your computer may give you some hints 

that you’ve been a victim of a malware 

attack.   

Warning signs include: 

• Your device is suddenly acting strange…

it is sluggish, freezing or crashing

• Programs are opening, closing, or

modifying on their own

• Your device suddenly has little or no

storage space

• You are bombarded by pop-up windows

or unwanted programs

• A friend or colleague may inform you of

an unusual email they received from

you. These emails are being sent

without your consent or knowledge.

Avoiding Malware 

Use an antivirus software program and 

keep it up-to-date. Antivirus software will 

monitor for and stop cyber threats before 

they harm your device. There are free and 

paid antivirus solutions available. 

Remembering to back up your data to the 

cloud regularly can help you recover your 

files in the event of an infection with 

malware. 
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