
TIMECHAIN – PRIVACY POLICY

Hello there, we are Timechain Technologies Inc. (“we”, “us”, “our”)! 



This is the last update date of our Privacy Policy: [●] 2021




1.	When does this Privacy Policy apply?



2.	What do you mean when you refer to personal data?



The purpose of this privacy policy (the “Privacy Policy”) is to inform you about our privacy practices, including 

how we collect, use and disclose your personal data.



If this date changes, this means we have updated our Privacy Policy. We will attempt to send a notice to all our 

members and friends when we make material changes, but we encourage you to keep an eye on the latest 

update date either way! If you need to reach out to us for any questions or concerns regarding this Privacy 

Policy, you can do so by using the following contact details information:



Attention: 


Jeremie Plcard


privacy@timechain.com


+1 4383872816




This Privacy Policy applies to our website, mobile applications, digital asset trading platform and related 

services (collectively, the “Timechain Services”). By visiting, accessing, or using the Timechain Services, you 

consent to the policies and practices of this Privacy Policy so please read them carefully. If any policies or 

practices of this Privacy Policy are unacceptable to you, please do not visit, access, or use the Timechain 

Services.



The Timechain Services may contain third-party material or content, including social media handles, allowing 

for content sharing and links towards third party websites, content or material. In some cases, these 

third-parties may process your personal data, and such processing is subject to their respective privacy policies. 

It is your responsibility to review such privacy policies prior to using third-party material or content. This Privacy 

Policy does not extend to any websites, products or services provided by such third parties.




Personal Data means any data that we can use to identify you, and includes cookies and similar technologies.





“Personal data” is a legal term. It can mean different things depending on where you are located. This Privacy 

Policy uses an all-encompassing definition of personal data, as set forth below. It’s important that you 

understand that, when it comes to exercising your legal rights, you may not be able to do so on some personal 
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data covered in this Privacy Policy if the personal data that you want to exercise your rights on is not covered by 

the law. But you know what? We will try to help you either way, so just reach out and we’ll try our best!




Personal data is any data which can allow us to identify you directly or indirectly, including any data 

associated with personal data that would not otherwise be personal data on their own.





For instance, the color of your dress is not personal data, however, if you are alone in a room with this color on 

your dress and we are describing people in the room, we will be able to identify you. 





We include “cookies” in our definition of “personal data”. Cookies are small files or record-keeping devices that 

websites often store on your device. They are useful for many reasons, especially since servers have no memory. 

We include in our definition of cookies other technologies with similar purposes, such as pixels, tags, web 

beacons and device identifiers



We collect personal data, such as account profile data, device data, location data, log in data, account activity 

data, financial account data, communication data and social media data, in order to provide the Timechain 

Services, for the purpose of obtaining analytics on your use of the Timechain Services, or in connection with our 

marketing activities.





This section does not cover the cookies that we use. Our use of cookies is covered in the  of this 

Privacy Policy.



Under the European General Data Protection Regulation (“GDPR”), we use different legal basis to justify our 

processing of personal data, such as consent, the performance of a contract and your legitimate interests. 

However, these legal bases may not be valid under all jurisdictions and are indicative. For instance, in Canada, 

where such legal basis are not applicable except for consent, we collect, use and disclose such personal data 

with your consent, which may be explicit or implied. You can withdraw your consent at any time; to 

learn how to do so.


Here’s our definition of personal data:



3.	What personal data do you collect, and why?



next section

click here 
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Category of 

Personal 

Data

Electronic

Data

Usage Data

Communication 
Data

Account Profile 
Data

Account Activity 
Data

Financial 
Account Transfer 
Data

Consent Data

Social Media 
Data

Legitimate 
interests; 
compliance with 
legal obligations.

Legitimate 
interests.

Legitimate 
interests.

Consent, 
compliance with 
legal obligations.

Legitimate 
interests, 
consent, contract 
performance

Consent, 
contract 
performance

Legitimate 
interests; 
compliance with 
legal obligations.

Legitimate 
Interests

IP address, mobile identifier, device 
type, operating system and 
Internet browser type.

Time spent on the Timechain 
Services, pages visited, links 
clicked, language preferences, 
pages that led or referred you to 
our website, etc.

First and last names, e-mail 
address, content of 
communications.

Name, email address, phone 
number, home address, data of 
birth, social insurance number or 
any comparable identification 
number issued by a governmental 
authority

Trading activity, order activity, 
deposits, withdrawals, and 
account balances.

Bank account information, public 
cryptocurrency wallet address and 
public keys

Consents

Publicly available information on 
your social media profiles and 
other personal pages. 

This data is collected automatically in order for them to 
function effectively, to fix bugs or to improve the 
security of the Timechain Services. These may be 
collected as part of cookies ( to learn about 
the cookies we use as part of our Website).

click here 

We collect this information for analytics purposes, to 
help us  know more about your use of our Website and 
to improve such Website. These may be collected as 
part of cookies ( to learn about the cookies we 
use as part of our Website).

click here 

When you contact us regarding the Timechain Services, 
we collect your personal data to respond to your 
inquiries.

When you open an account, we need to collect some 
information on you to create your profile but also, for 
legal compliance purposes (we are required to conduct 
some anti-fraud and identity verification checks).

We collect this information to provide you with the 
Timechain Service and to enable you to review your 
activity, including your transactions.

You provide to us this data to facilitate the transfer of 
fiat currency or Digital Assets (as defined below) into 
and out of your Timechain account, such as to your 
bank account information and public cryptocurrency 
wallet address  (we do not collect 
private keys).

and public keys

If you subscribe to our newsletter or otherwise to 
receive communication from us, we will ask for your 
opt-in and we will store it with your profile.



Please note that you can opt-out to our marketing 
communications. You can do so by clicking the 
“unsubscribe” link at the bottom of the emails you 
receive from us. You can also contact us directly to do 
so.


If you follow us or interact with us on social media, we 
may process your personal data for marketing or 
advertising purposes, subject to applicable laws, 
including those on consent.

Examples Purposes and examples of use Legal basis

under the 

GDPR

What about privacy of digital assets and currencies? 



As used herein, “Digital Asset” means a digital asset (also called a “cryptocurrency,” “virtual currency,” “digital 

currency,” or “digital commodity”), such as Bitcoin or Ether, which is based on the cryptographic protocol of a 

computer network that may be (i) centralized or decentralized, (ii) closed or open-source, and (iii) used as a 

medium of exchange and/or store of value.





Please be aware that Bitcoin, Ether, and other Digital Assets are not necessarily truly anonymous.  Generally, 

anyone can see the balance and transaction history of any public Digital Asset address. We collect your Digital 
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Assets public keys to provide the Timechain Services, but consider them as your personal data for the purpose of 

this Privacy Policy. That being, we (in accordance with this Privacy Policy),

However, regarding Timechain’s practices, please remind that we consider those public keys as your personal 

data.




 and any others who can match your 

public Digital Asset address to other information about you, may be able to identify you from a blockchain 

transaction. This is because, in some circumstances, information published on a block chain (such as your 

Digital Asset and IP address) can be correlated with information that we and others may have. This may be the 

case even if we, or they, were not involved in the blockchain transaction. Furthermore, by using data analysis 

techniques on a given blockchain, it may be possible to identify other information about you. As part of our 

security, anti-fraud and/or identity verification and authentication checks, we may conduct such analysis to 

process such information about you. You acknowledge and agree to allow us to perform such practices. 

We use cookies for our Website to function as intended, to analyze our performance and to improve our 

Website’s security. Under the GDPR, we install essential cookies based on your legitimate interests. However, we 

only install performance and functional cookies based on your consent.



You can also  to learn how to manage your preferences regarding cookies.

















5.	To whom do you disclose my personal data to?



Let’s be clear, we do not sell your personal data to data brokers. We will not disclose, trade, rent, sell or 

otherwise transfer your personal data without your consent, except as set out in this Privacy Policy. 

4.	What cookies do you collect, and why?



click here

Type of 

Cookie

Essential

Performance

Functional

Legitimate 
interests

Consent

Consent

These cookies are required for the Website to function as intended and be secured. For instance, 
essential cookies are used to ensure the functionality of a change from http to https, or to 
remember your cookie preference if you are prompted to accept or refuse certain cookies. We are 
not required to obtain your consent for these cookies.

These cookies, also called analytics cookies, are used to monitor usage and performance, such 
as what pages are visited often, whether there are any bugs, and where do our users come from.  
This information is available to us in the aggregate, and we use it to improve our Timechain 
Services and understand how you interact with our Website. 

These cookies are used to provide you with certain features and functionalities on our Website. 
They are used  to store preferences, such as consent to our legal documents or to cookies, 
account names and language. We also include in this category the cookies that are used for 
embedded content, including embedded content from social media platforms such as Facebook 
or Twitter, including through sharing buttons. These functionalities allow third parties to install 
cookies and, in some cases, to track you across services where their cookies are installed.

Description Legal basis

under the 

GDPR
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5.	To whom do you disclose my personal data to?



Let’s be clear, we do not sell your personal data to data brokers. We will not 
disclose, trade, rent, sell or otherwise transfer your personal data without your 
consent, except as set out in this Privacy Policy. 



We disclose personal data as part of our Timechain Services to the following 
third parties:














n the event of a change of ownership, sale, merger, liquidation, reorganization 
or acquisition of Timechain Technologies Inc., in whole or in part, your personal 
data may also be transferred as part of the transaction. 



6.	Do you use Google Analytics?



Yes, we do. We use Google Analytics as part of Performance cookies on our 
Website. Google Analytics is Google’s analytical tool that helps us to 
understand how users engage with our Website. The information we collect 
through Google Analytics is page views, time spent through the Website, 
number of visitors, the source where they come from, the pages they have 
visited, session and Websites usage, the whole in an anonymous form. It uses a 
set of cookies to collect such information and reports site usage statistics 
without allowing us to identify individual visitors.



7.	Will my personal data travel internationally?



Yes! Although we usually store your personal data in the United States, in the 
context of the Timechain Services, your personal data will be international 
travellers! This is because we use third-party service providers located 
internationally.

Category

Service Providers

IT Service Providers

Law enforcement and 
other authorities

Service providers are used to provide you with some functionalities of our Timechain Services that are outsourced 
to third parties, such as iComply Investor Services and Binance.

We use IT Service Providers to offer you the Services, such as AWS to host the Website and personal data, and 
Fireblocks as our digital asset custody, transfer and settlement platform.

We may receive requests by authorities to access your personal data. We will only share what is strictly required.

Explanations
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Some countries may not offer the same level of protection offered in your 
country for personal data. Prior to sharing your personal data with a service 
provider, we validate that the laws in place are adequate or we implement 
reasonable safeguards, in accordance with our legal obligations.



We keep your personal data as long as necessary (a) for the purposes of the 
collection or (b) as required under applicable laws, whichever is longer.



We strive to implement physical, organizational, contractual and technological 
security features that are proportional to the risks, taking into consideration 
factors such as the sensitivity of the personal data that we collect.






However, it is important to understand that we cannot guarantee the security of 
personal data on the Internet and that you must also take precautions, such as 
not sharing your credentials with anyone. No method of information 
transmission or information storage is 100% secure or error-free, so we 
unfortunately cannot guarantee absolute security. If you have reason to believe 
that your interaction with us is no longer secure, please contact us immediately 
using the contact information provided at the beginning of this Policy.




Of course you do! However, these rights may change depending on where you 
are located in the world. These rights generally include the right to access and 
correct your personal data, as well as the right to withdraw your consent to the 
processing of your personal data (click here to have more information on how 
you can do so).  Under the GDPR (if applicable to you), you have additional 
rights, such as the right to object to the processing of your personal data, the 
right to data portability, the right to erasure and the right to restrict the 
processing of your personal data.



You can exercise your rights at any time by contacting us with the contact 
details provided at the top of this Privacy Policy. 



8.	How long do you retain my personal data?



9.	How do you keep my personal data secure?



10.	Do I have any rights over my personal data?



[NTD: If possible, add some technical security measures you have in 
place.]
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Once we receive your request, we will get back to you within 30 days. It’s 
possible that we cannot comply with your request, for instance, if it’s not 
applicable under the law. If we can’t process your request, we will provide you 
with explanations.



When you exercise your rights, we may have to request personal data to 
validate your identity. If your request is lengthy and difficult, and if we are 
allowed to do so by law, we may charge you a reasonable fee to assist you.



If you are not satisfied with how we process your request, you can 
communicate with your local data protection authorities or privacy 
commissioners, and lodge a complaint. We will provide you with explanations 
on how to do so in our response to your request, based on your location.



Under the GDPR, if applicable, you are entitled to the following rights:

●	The right of access: under the right of access, you have the right to gain 
access to your data free of charge in a commonly used format – such as an 
electronic format if the request is made electronically.



●	The right to rectification: you are entitled to have your personal data rectified 
if inaccurate or incomplete and we will respond to such request within one 
month if not deemed complex. 



●	The right to erasure: ‘the right to be forgotten’, or right to erasure, means you 
have the right to request that your data be deleted easily and securely where 
there is no compelling reason for possession and continued processing.



●	The right to restrict processing: you have the right to ‘block’ or restrict 
processing of personal data, in certain circumstances.



●	The right to data portability: you also have the right to data portability, which 
allows you to obtain and reuse your personal data across different services for 
your own purposes.



●	The right to object: the right to object means you have the right to object to 
direct marketing (including profiling), processing based on legitimate interest, 
and purposes of scientific/historical research and statistics, in which case we 
must stop processing personal data immediately and at any time, with no 
exemptions or grounds to refuse, free of charge.

If you are located in the European Union and you want to learn more about 
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your rights, you can consult this guide published by the Information 
Commissioner’s Office of the United Kingdom. 



If you are still not satisfied, you can lodge a complaint to the Office of the 
Privacy Commissioner of Canada using this online form, or to your local 
privacy regulators if you are located in Europe.



If you are located in Canada, you can also contact the Office of the Privacy 
Commissioner of Canada’s Information Center:



Telephone

9:00 am to 4:00 pm EST

Toll-free: 1-800-282-1376



Mailing address

Office of the Privacy Commissioner

30 Victoria Street

Gatineau, Québec

K1A 1H3





11.	If I gave consent for you to process my personal data, may I opt-out?



Yes, whenever we process your personal data based on your consent, you can 
withdraw that consent at any time by contacting us or by using the 
functionalities that we make available to you as part of the Timechain Services.



12.	Do you respond to “Do Not Track” signals?



If you are a resident of California, you have the right to ask companies to stop 
tracking you on the Internet. Please note that we do not respond to Do Not 
Track signals.  However, if you have a legitimate request about your personal 
data, be sure that we will try our best to assist you!



13.	How can I manage my cookies?



It is easier than you think! However, some functionalities of our Services may 
require cookies in order to perform as expected, or for security purposes. You 
can control your cookie preferences through your browser. Depending on the 
browser that you are using, different instructions are applicable. Click on your 
browser for more information:
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●	Google Chrome

●	Firefox



●	Safari



●	Internet Explorer



●	Opera

reach out to us

(You can also browse in Incognito Mode while using Chrome.)








Yes. We plan on adding many functionalities and on continuing to develop our 
Timechain Services. As a result, we may need to modify this Privacy Policy to 
reflect new processing activities, adapt to new laws and regulations or reflect 
technological changes or corporate changes, such as a result of a merger and 
acquisition. We may also change this Privacy Policy at our sole discretion. You 
can view the date of the latest update at the top of this page, and you can 
always  should you have any questions.

14.	Can you change this Privacy Policy?




