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Lab Physical Interface Connections 
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Frame Relay Switch Configuration 

Local 
Router 

Local 
Interface 

Local 
DLCI 

Remote 
Router 

Remote 
Interface 

Remote 
DLCI 

R1 S0/0 102 R2 S0/0 201 
R1 S0/0 103 R3 S1/0 301 
R1 S0/0 113 R3 S1/1 311 
R1 S0/0 104 R4 S0/0 401 
R1 S0/0 105 R5 S0/0 501 
R2 S0/0 202 R1 S0/0 102 

R2 S0/0 203 R3 S1/0 302 
R2 S0/0 213 R3 S1/1 312 
R2 S0/0 204 R4 S0/0 402 
R2 S0/0 205 R5 S0/0 502 
R3 S1/0 301 R1 S0/0 103 
R3 S1/0 302 R2 S0/0 203 
R3 S1/0 304 R4 S0/0 403 

R3 S1/0 305 R5 S0/0 503 
R3 S1/1 311 R1 S0/0 113 
R3 S1/1 312 R2 S0/0 213 
R3 S1/1 314 R4 S0/0 413 
R3 S1/1 315 R5 S0/0 513 
R4 S0/0 401 R1 S0/0 104 
R4 S0/0 402 R2 S0/0 204 
R4 S0/0 403 R3 S1/0 304 
R4 S0/0 413 R3 S1/1 314 
R4 S0/0 405 R5 S0/0 504 
R5 S0/0 501 R1 S0/0 105 
R5 S0/0 502 R2 S0/0 205 
R5 S0/0 503 R3 S1/0 305 
R5 S0/0 513 R3 S1/1 315 
R5 S0/0 504 R4 S0/0 405 
R6 S0/0/0 51 BB1 S0 51 
R6 S0/0/0 100 BB1 S0 100 
R6 S0/0/0 101 BB1 S0 101 
R6 S0/0/0 201 BB1 S0 201 

R6 S0/0/0 301 BB1 S0 301 
R6 S0/0/0 401 BB1 S0 401 

 

Ethernet Connections 
Local 

Device 
Local 

Interface 
Remote 
Device 

Remote 
Interface 

R1 Fa0/0 SW1 Fa0/1 
R2 Fa0/0 SW1 Fa0/2 
R3 Fa0/0 SW1 Fa0/3 
R3 Fa0/1 SW2 Fa0/3 
R4 Fa0/0 SW1 Fa0/4 

R4 Fa0/1 SW2 Fa0/4 
R5 Fa0/0 SW1 Fa0/5 
R5 Fa0/1 SW2 Fa0/5 
R6 Fa0/0 SW1 Fa0/6 
R6 Fa0/1 SW2 Fa0/6 
IPS C&C SW1 Fa0/10 

IPS Sensing SW2 Fa0/10 
ASA1 Mgmt SW1 Fa0/12 
ASA1 E0/1 SW1 Fa0/13 
ASA1 E0/0 SW2 Fa0/12 
ASA1 E0/2 SW2 Fa0/13 
ASA2 Mgmt SW1 Fa0/14 
ASA2 E0/1 SW1 Fa0/15 
ASA2 E0/0 SW2 Fa0/14 
ASA2 E0/2 SW2 Fa0/15 

AAA/CA Inside SW1 Fa0/20 
Test PC Inside SW2 Fa0/20 

SW1 Fa0/23 SW2 Fa0/23 
BB3 E0 SW1 Fa0/24 
BB2 E0 SW2 Fa0/24 
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1. Initial Configuration 
 

1.1. Note that any reference to “X” in an IP address throughout these tasks 
refers to your rack number, and any reference to “Y” in an IP address 
refers to the router or device number. 
 

1.2. Load the provided initial configuration files for devices R1, R2, R3, R4, 
R5, R6, SW1, and SW2.  At this point some devices may not have IP 
reachability until the security devices in the transit path are configured 
in later tasks.  The default enable password for the routers is “cisco”. 
The default login and password for the IPS 42XX is 
“cisco/ciscoids4210” (notice it’s “ids” and not “ips”) 

 
1.3. Configure the hostnames of the ASAs as RackXASA and the IPS as 

RackXIPS. 
 

1.4. Set the IP address of the Test PC’s inside interface to 192.168.0.100/24 
and use 192.168.0.12 as the default gateway.  Note that you may need 
to remove the default gateway from the outside interface. 

 
1.5. The AAA Server should be preconfigured with the IP address 

10.0.0.100/24.  Use 10.0.0.11 as the default gateway.  Note that you 
may need to remove the default gateway from the outside interface. 

 
1.6. Advertise R6’s Loopback0 interface into OSPF. Configure R6 for 

EIGRP route exchange with BB1, and authenticate the adjacency using 
the password value of “CISCO”. 

 



INE’s CCIE Security Bootcamp for CCIEv3.0 Technology Scenarios 
 

Copyright © INE www.INE.com 
- 8 - 

2. ASA Firewall 
 
2.1. Configure ASA1 and ASA2 in multiple security context mode as follows: 
 

o Configure contexts “AAA-SERVER” and “TEST-PC” on ASA1 to 
accomplish this.  

o Use configuration files named “AAA.cfg” and “PC.cfg”.  The “AAA-
SERVER” context should be allocated interfaces Ethernet0/0 and 
Ethernet0/1.100.   

o From within the context mode these interfaces should appear as 
“outside” and “inside”.   

o The “TEST-PC” context should be allocated interfaces Ethernet0/0 
and Ethernet0/1.200.   

o From within the context mode these interfaces should appear as 
“outside” and “inside”.   

o These links should have their Ethernet MAC addresses 
automatically assigned to them. 
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2.2. ASA1 and ASA2 will be running in an active/active failover configuration 
for their security contexts.  Configure them as follows:   

 
o Configure ASA1 so that it is active for the context “AAA-SERVER”, 

while ASA2 is active for the context “TEST-PC”.   
o The active address for the “inside” interface of context “AAA-

SERVER” should be 10.0.0.11 and the standby address should be 
10.0.0.12.   

o The active address for the “inside” interface of context “TEST-PC” 
should be 192.168.0.12 and the standby address should be 
192.168.0.11.   

o The active address for the “outside” interface in context “AAA-
SERVER” should be 180.X.101.100 and the standby address 
should be 180.X.101.200.   

o The active address for the “outside” interface in context “TEST-PC” 
should be 180.X.101.101 and the standby address should be 
180.X.101.201.   

o The failover interface (Ethernet0/2) should use VLAN 11 and the IP 
addresses 172.16.0.11 on ASA1 and 172.16.0.12 on ASA2.   

o Stateful failover should occur within 5 seconds if the active device 
is unresponsive. 

 
2.3. Configure static routing as follows: 
 

o Configure the ASAs so that both contexts AAA-SERVER and 
TEST-PC have default routes pointing to R1.  

o Configure R1 with a static route for the 10.0.0.0/24 network that 
points to context AAA-SERVER, and a static route for the 
192.168.0.0/24 network that points to context TEST-PC.   

o Redistribute these static routes into OSPF on R1 in order for the 
AAA Server and Test PC to reach the rest of the network. 

o Ensure the AAA Server/Test PC use 10.0.0.11/192.168.0.12 as 
their default gateways respectively. 

o Once complete you should be able to telnet to R1 from both the 
AAA Server and the Test PC. 
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2.4. Configure the ASA firewalls so that both the AAA Server and the Test 
PC can ping R1, R2, R3, R4, and R6.   

 
o When the AAA Server pings any of these devices its packets 

should be translated to the IP address 180.X.101.51.   
o When the Test PC pings any of these devices its packets should be 

translated to the IP address 180.X.101.52.   
o Use an access-list to allow returning ICMP echo-reply packets 

within context AAA-SERVER, but do not use an access-list to allow 
return pings inside context TEST-PC.   

o Any other traffic (e.g., HTTP, telnet, etc.) from either of these PCs 
should not be network address translated. 

 
2.5. Configure the ASA failover pair so that telnet management is allowed on 

the inside interfaces of both security contexts.  When devices on the 
“inside” connect via telnet they should be required to authenticate with 
the password “cisco”.  

 

� Note 

At this point remove ASA2 from the failover pair, erase its configuration, and 
switch to single-context mode. Ensure that the TEST-PC context successfully 
fails over to ASA1. 
 

2.6. Configure ASA2’s connection to SW2 in VLAN29. Configure ASA2’s 
interface E0/1 so that subinterface E0/1.59 on this link is the inside 
interface with a security level of 100 and uses the IP address 
180.X.59.9/24.  Subinterface E0/1.92 on this link should be the DMZ 
interface with a security level of 50 and use the IP address 
192.10.X.9/24.  The outside interface should map to E0/0, have a 
security level of 0, and use the IP address 180.X.29.9/24. 

 
2.7. Configure RIPv2 between R5 and ASA2.  Authenticate routing updates 

exchanged between these neighbors using an MD5 hash of the 
password CISCO.  Ensure that ASA2 can ping VLAN 50 once complete.  
R2 should not be receiving RIP updates from ASA2. 

 
2.8. Configure OSPF area 0 on the link between ASA2 and R2 using 

process-id 1. All OSPF area 0 adjacencies in the network should be 
MD5 authenticated using the password CISCO. 

 
2.9. Configure OSPF area 51 on the link between ASA2 and BB2 using 

process-id 2. 
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2.10. Redistribute between OSPF process 1 and RIPv2 on ASA2.  Ensure 
that devices on the outside of ASA2 can ping R5’s Loopback0 
interface. 

 
2.11. BGP peering sessions have been preconfigured for you.  Configure 

ASA2 to allow the peering session between R5 and R1.  Once 
complete R5 should be able to telnet to the Loopback0 interfaces of 
R1 and R6. The use of static routing is allowed to accomplish this 
task. 

 
2.12. Two web servers in VLAN 200 need to be reached from the network 

outside of ASA1.  Configure ASA1 to allow HTTP and HTTPS 
connections to these servers using the minimum amount of access-
list lines necessary.  The servers have addresses 192.168.0.58 and 
192.168.0.45, but should be seen as 180.X.101.58 and 
180.X.101.45 from the outside network respectively. 

 
2.13. Enable URL filtering on ASA2 for users accessing the Internet from 

the 192.10.X.0/24 subnet.  Prevent any attempts to use external 
proxy servers on port 8080.  The URL filtering server has been 
installed on the AAA/CA server having the IP address 10.0.0.100. 
Allow normal Internet access if the filtering server fails. 
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3. IOS Firewall 
 

3.1. Configure CBAC on R4 treating the connection to R6 as the inside 
interface and the connection to R3 as the outside interface.  All TCP, 
UDP, and ICMP traffic that is originated from behind R4 should 
automatically be permitted back in when returning from R3.   

 
3.2. For additional security configure R4 so that all packets which contain 

their own routing information are dropped, and that half-open TCP 
connections are reset after 15 seconds. 

 
3.3. Ensure that R4 and R6 can still ping and traceroute to R1. Do not permit 

ICMP echo-replies using an ACL entry to accomplish this. 
 

3.4. Allow R6 to be managed via SSH from any device within the 
180.X.0.0/16 network. R4 should allow any SSH session to pass-
through. Keep telnet access intact with your solution. 

 
3.5. Packets denied by CBAC should be logged via syslog to the AAA 

Server.  Include the layer 2 address of the denied packet in the syslog 
message. 

 
3.6. Users who are connected to R6 using SSH should not be able to initiate 

telnet sessions from the CLI. Do not manipulate the line transport 
protocols to accomplish this. 

 
3.7. Configure R6 to drop packets received from BB1 for which it does not 

have a route installed in the routing table via the Frame Relay link. Log 
all violations. 

 
3.8. Configure R5 to drop all TFTP requests from users on VLAN 50.  Do not 

use an access-list to accomplish this. 
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3.9. Configure R5 to drop IRC traffic from users in VLAN 50 during the 
work hours of 8am – 5pm GMT Monday through Friday.  Assume that 
users are connecting to IRC servers on ports 6667 – 7001.  To 
ensure accurate time R5 should get NTP time from the AAA Server. 

 
3.10. Configure zone-based firewall on R3 as follows: 
 

o Assign the Frame-Relay and Fa0/1 interfaces to the “PUBLIC” 
zone and Fa0/0 interface to the “PRIVATE” zone.  

o Allow the hosts on the “PRIVATE” zone to ping, traceroute (UNIX 
variant), telnet, and SSH to the “PUBLIC” zone.  

o Additionally allow the users on the “PRIVATE” zone to access 
public resources using HTTP and FTP, as well as name 
resolution through DNS. 

 
3.11. Allow the PUBLIC zone hosts to ping the PRIVATE zone hosts but 

limit the rate of ICMP Echo packets to 64Kbps. Using ZFW features 
allow only the necessary routing and VPN traffic sourced from the 
“PUBLIC” zone to terminate on R3. Allow anyone to connect to R3 
via SSH and to ping the router from the “PUBLIC” zone but do not 
allow anyone logged into R3 to do the same. 

 
3.12. Using application inspection on R3 reset any HTTP connections that 

violate the protocol standards or attempt to misuse the HTTP 
connection. Additionally reset any connections that attempt to use 
non-ASCII characters (ASCII uses 7bits encoding) in HTTP headers. 
Log anyone accessing the site “digg.com” to the syslog server 
10.0.0.100 
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4. VPN 
 

4.1. Create new Loopback16 interfaces on R1 and R6 with the IP addresses 
16.0.0.1/32 and 16.0.0.6/32 respectively.  

 
o Isolate these interfaces into a VRF named VPN16. 
o Provide connectivity between the two subnets using static routes.  
o All IP traffic between these two segments should be IPSec 

authenticated using an SHA hash.   
o Use the pre-shared-key “R1TOR6” for ISAKMP authentication 

along with an SHA hash, and DH exchange using group 5.   
o Tunnel endpoints should use the respective Loopback0 interface IP 

addresses. 
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4.2. Configure R3 to allow communication from the Test PC to BB3 using an 
IPsec based VPN.   

 
o The Test PC will be connecting using the Cisco ezVPN Client.  

Configure R3 to accept this connection using group name 
VPN_CLIENT with the pre-shared key CISCO, and an extended 
authentication (XAUTH) login and password pair of 
TESTPC/CISCO.   

o Once connected, the Test PC should be allocated IP addresses 
from the network 180.X.253.0/24.   

o BB3 should only have a route back to the Test PC when it is 
connected.   

o Use 3DES and MD5-HMAC for IPsec encryption and 
authentication.   

o The Test PC should only send traffic that is destined to the 
networks 30.0.0.0/16 and 204.12.X.0/24 over the IPsec tunnel.  

o The VPN users should be automatically assigned to the “PRIVATE” 
security zone. 

 
4.3. Limit the aggregate bandwidth that BB3 can send to the ezVPN clients 

to 768Kbps, with a burst value of 12000 bytes.  Ensure that this policy 
applies to the Frame-Relay sub-interface. 
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4.4. Configure R6’s additional Ethernet interface in VLAN 60 with the IP 
address 180.X.60.6/24 and advertise this into OSPF. Configure the 
network so that traffic from R6’s VLAN 60 going to VLAN 92 and any 
routes learned from BB2 is IPsec encrypted using 256-bit AES.   
Additionally this traffic should be authenticated with the HMAC variant of 
SHA.  

 
o R6 and ASA2 should use MD5 hashes and 3DES encryption for 

IKE Phase 1 negotiation and use R5 as the PKI CA to allow for IKE 
Phase 1 authentication.   

o BB2 should not see any routes other than what is necessary to 
reach VLAN 60. 

 
4.5. Configure ASA2 to allow communication from the Test PC to BB2 using 

an IPsec based VPN.   
 

o The Test PC will be connecting using the Cisco Easy VPN Client.  
Configure the firewall to accept this connection using the group-
name EZVPN, pre-shared group key of ASA2PSK, and an 
extended authentication (XAUTH) login and password of 
VPNUSER/CISCO.   

o Once connected, the Test PC should be allocated IP addresses 
from the network 180.X.252.0/24.   

o Use 3DES and MD5-HMAC for IPsec encryption and 
authentication.   

o The Test PC should only send traffic that is destined to VLAN 92 
and any routes learned from BB2 over the IPsec tunnel. 
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4.6. Configure a fully meshed DMVPN network between R1, R5, and R2 
with R1 as the hub.   

 
o The tunnel interfaces on these devices should use Loopback0 as 

the source, and addressing in the format 10.255.254.Y/24, where Y 
is the router number.   

o Create and advertise the Loopback1 and tunnel interfaces of these 
routers into EIGRP AS 10. The IP addresses to be used should be 
10.255.255.Y/32.  

o All traffic passing over the tunnels should be IPsec encrypted using 
128-bit AES and authenticated with the SHA variant of HMAC.  
ISAKMP should be negotiated using the pre-shared key “DMVPN”, 
MD5 hashing, 3DES encryption, and group-5 DH exchange.   

o Ensure that R2 can initiate an on-demand GRE tunnel to R5 and 
vice-versa, and that all of these routers have reachability to each 
others’ Loopback1 interfaces  

o Do not use multiple crypto isakmp key statements to 

accomplish this.  
o Enable DMVPN Phase 3 features with your existing DMVPN 

configuration. 
 

4.7. Configure ASA2 to accept remote SSL VPN connections on its outside 
interface. The connected users should have their IP addresses 
allocated from the pool 192.168.120.1-192.168.120.100. Allow the 
remote users to access only the VLAN50 subnet of R5.  Authenticate 
the connecting users locally using the username “SSLVPN” and the 
password of “CISCO1234”. 
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4.8. Modify your DMVPN configuration to use a single group SA for tunnel 
traffic encryption 

 
o Configure both R3 and R4 as the group key servers, and use the 

same ISAKMP settings you used for DMVPN scenario.  
o The group members should authenticate with the key servers using 

pre-shared key value of “GETVPN”. Eliminate the previously used 
wildcard keys.  

o Enable unicast re-keys and set the replay windows size to 5 
seconds. 

 
4.9. Configure R6 to terminate SSL VPN tunnels for the remote users. 

Allocate the IP addresses from the local pool 10.X.1.1-10.X.1.100. Use 
RC4 and MD5 for SSL encryption/hash. The remote users should be 
able to access the whole 180.X.0.0/16 subnet. However, do not 
redistribute the reverse routes injected into the local routing table of R6 
for this purpose. Keep the SVC client installed on the end-user’s PC. 
Use the local name “SSLVPN” along with the password of “CISCO” for 
authentication. 
 

4.10. (Optional) Configure R5 to accept the clients connecting from 
TestPC using PPTP and authenticate them locally using the name 
PPTPUSER and the password of CISCO. The clients should be 
allocated IP addresses from the range 180.X.251.0/24 and be able to 
ping to any destination in the network. Protect communications using 
mandatory MPPE encryption with automatic key size. 

 
4.11. (Optional)  Configure ASA2 to accept incoming L2TPoverIPsec 

connection from the TestPC: 
 

o Use a pre-shared key value of “CISCO” for IPsec authentication 
and local username/password L2TPUSER/CISCO for PPP 
authentication.  

o Allocate IP addresses from the local pool 180.X.250.0/24 and 
ensure the users can reach to BB1 and R5 subnets.  

o Use the WINS/DNS server 180.9.59.5 
o Use the default-domain INE.com 
o Note: This configuration will break your ezVPN connectivity from 

the TestPC to ASA2 – this is OK with the scenario. 
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5. Identity Management 
 

5.1. Configure R5 to locally authenticate incoming SSH sessions using the 
username and password ROUTER5/CISCO.  When users authenticate 
with this combination they should be automatically authorized to the 
exec privilege level 10.  Users at this level who issue the show run 

command should see all available interfaces, their assigned IP 
addresses, access-lists applied to the interfaces, and the access-list 
entries configured globally.  

 
5.2. Configure ASA2 to do remote authentication and local authorization for 

a user named LEVEL5.  When this user logs in via telnet from the inside 
interface with the username and password LEVEL5/CISCO, the firewall 
should forward the request to the AAA Server via RADIUS.  If 
authentication is successful, the user should be allowed to authorize 
locally with the level 5 password LEVEL5.  Once authorized this user 
should be allowed to view the entire running-configuration, but should 
not be allowed to make any changes. 

 
5.3. Configure R2 to be managed via its web interface using port 8081.  

When the Test PC connects to the web interface it should be required to 
authenticate with the username and password R2WEB/CISCO.  R2 
should then forward this request on to the AAA Server via TACACS+ for 
validation. 
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5.4. Your network administrators have requested a simple way to be able to 
determine who is currently logged into R2.  To accomplish this configure 
a user in the AAA Server named CHECKUSERS with the password 
CISCO.  When your administrators telnet into R2 and authenticate with 
this combination the command show users should automatically be 

run.  Once the command output is complete the administrator should be 
disconnected.  Use TACACS+ to accomplish this. 

 
5.5. Configure a new Loopback2 interface on R2 with the IP address 

2.2.2.2/32 and advertise it into OSPF.  Configure a dynamic access-list 
on R2 in such a way that R1 cannot ping this new Loopback2 interface.  
In order for R1 to successfully ping this interface it should be required to 
telnet into R2 and authenticate with the username and password 
combination of PINGLO2/CISCO.  No other devices beyond R1 should 
be able to ping this loopback interface without authenticating.  Use 
TACACS+ to accomplish this. 

 
5.6. Configure R3 to do remote authentication, authorization, and accounting 

via TACACS+ with the AAA Server.  Users who telnet into R3 with the 
username SUPERUSER and the password CISCO should be placed 
into privilege level 15, and be allowed to issue any command they want.  
Users who telnet into R3 with the username PEON and the password 
CISCO should be placed into privilege level 1.  These users should only 
be able to issue the commands show ip route, show ip bgp, and 

show ip cef.  All commands issued by either user should be 

accounted for in the AAA Server. 
 

5.7. When users connect to R5 and fail authentication they should see the 
message “Access denied.  Your connection attempt has been logged.”  
Allow for 5 failed attempts before disconnecting the user. 
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5.8. Recently a worm infected computers in VLAN 50 and propagated itself 
to other computers using TCP port 139. To prevent this in the future 
configure ASA2 so that all outbound connections on port 139 must first 
be authenticated prior to being allowed.   

 
o VLAN 50 users should authenticate by telneting to 180.X.29.100 

and entering the user NO_WORMS and the password CISCO.  If 
authentication is successful they should be allowed to make TCP 
port 139 connections out of the network.  Use RADIUS to validate 
these users’ authentication requests. 

 
o Enforce a per-user ACL download which permits any to any 

communications with your solution. 
 

5.9. For added security users in VLAN 200 should also be required to 
authenticate prior to using TCP port 139 based applications.   

 
o Configure the network so that when the Test PC creates an HTTPS 

connection across R1 to the port 4343 it is requested to 
authenticate with the username and password TEST_PC1 and the 
password CISCO.  

 
o R1 should then forward this request to the AAA Server via 

TACACS+ for validation.  If authentication is successful the Test PC 
should be allowed to use TCP port 139, however other 
unauthenticated users should still be blocked from using this port.  

 
o A user who has failed authentication for 3 times should be denied 

from further authentications for 300 seconds.  
 

o Explicitly block the IP 192.168.0.101 from being able to 
authenticate with the router. 
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5.10. Configure SW1 with a management interface in VLAN 50 using the 
IP address 180.X.50.7 with its default gateway set to R5.   

 
o Hosts that try to connect on switchports Fa0/7 and Fa0/8 should 

be forced to authenticate via 802.1x prior to being allowed 
access.  Hosts that authenticate with the username and 
password VLAN50/CISCO should be placed into VLAN 50.   

o Hosts that authenticate with the username and password 
VLAN59/CISCO should be placed into VLAN 59.  If 
authentication fails they should be placed into VLAN 666. 

 
5.11. Configure R1 to block all remote login attempts once a brute-force 

password attack is detected. The brute-force attack is defined as 
logging using incorrect credentials more than 10 times a minute. 
Block the potential attackers for 15 minutes. However, do not block 
the admin hosts connecting from 192.168.0.0/24 subnet. 
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6. IPS 
 

6.1. Configure the Command & Control interface of the IPS device with the 
IP address 204.12.X.13/24.  Use R3 as the IPS’s default gateway.  
Allow telnet and HTTPS management from the AAA Server’s IP 
address of 10.0.0.100. HTTPS connections should be accepted at port 
34443. 

 
6.2. Configure the network so the IPS stays in line of the traffic going 

between R1/ASA1 and R2/ASA2 device pairs. You are allowed to 
create new VLANs and change VLAN assignments to accomplish this. 
The two traffic flows should be assigned to different virtual sensors in 
the IPS. 

 
6.3. Configure the IPS to be able to manage both R5 and ASA2 as blocking 

devices.  The IPS should login via SSH to both devices using the 
username and password pair ciscoips/cisco. 

 
6.4. Configure the IPS Event Manager Express on the AAA Server to 

receive alerts from the IPS sensor.  For testing purposes configure the 
IPS sensor to trigger an alarm on all ICMP Echo/Echo-Reply messages 
flowing across the connection between R2 and ASA2. 
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6.5. ASA2 has constantly been receiving ICMP Ping of Death attacks from 
the host 31.3.0.1.  Configure the IPS sensor so that ASA2 always shuns 
traffic from this host.  This configuration should never time out.  Ensure 
that the AAA Server can never be shunned by the IPS. 

 
6.6. Configure the IPS sensor so that any user behind R2 who issues the 

case-insensitive command delete flash while telnetted into R5 has 

their connection blocked inline.  Additionally, an alarm should be 
generated if this event occurs.  Allow all telnet traffic to R5 for 
verification of this configuration. This configuration should not affect 
traffic between R1 and ASA1. 

 
6.7. To prevent password cracking attack against R1, configure the IPS to 

generate a high severity alarm if the case-insensitive string “password” 
is detected in a telnet session 3 times within 20 seconds. This policy 
should not affect traffic flowing between R2 and ASA2.  

 
6.8. Configure the IPS to inspect traffic flowing between R1 and ASA1 in 

order to detect machines infected with Internet worms. Assume the 
hosts on subnets 10.0.0.0/24 and 192.168.0.0/24 are the internal part of 
your network. Use the unallocated subnet 180.X.200.0/24 from your 
address space to reduce the number of false positives.  Create a new 
anomaly detection profile to accomplish this task. 

 
6.9. The host 192.168.0.100 often runs the nmap utility, confusing the AD 

engine. Configure the IPS so that this host never triggers any anomaly 
signature. 

 
6.10. Configure R6 to drop inline any attacker using IP loose source route 

options. For testing enable triggering an alarm on ICMP echo 
signatures and configure the IPS subsystem to notify syslog. 
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7. Advanced Security 
 

7.1. Configure SW1 so that hosts in VLAN 50 cannot use the IDENT 
protocol.  This filtering should automatically apply to any new hosts 
added to VLAN 50 on SW1 in the future. 

 
7.2. To prevent unauthorized hosts on the segment between R3 and R4 

configure the layer 2 domain so filter out all IP ARP requests and replies 
on this segment.  Ensure that R3 and R4 still maintain communication 
on this segment. 

 
7.3. For additional security on R4 disable CDP and Proxy-ARP on the 

connection to R3.  Additionally limit all ICMP unreachable messages to 
one per second, and ensure that R4 will not reveal its subnet mask to 
hosts scanning its interface connecting to R3. 

 
7.4. Switchports Fa0/7 and Fa0/8 on SW2 connect to hosts in VLAN 60.  

These hosts are allowed to connect to the network with their PCs and 
their IP Phones, but no other devices are permitted.  Configure SW2 so 
that port Fa0/7’s phone with the MAC address 00-03-6B-F2-50-4E and 
port Fa0/8’s phone with the MAC address 00-03-6B-F4-2D-8E are 
allowed to send traffic along with the users’ PCs.  Traffic from devices in 
excess of this on either port should be dropped and logged to the AAA 
Server via syslog. 

 
7.5. Port Fa0/19 on SW1 connects to a fictitious DHCP server in VLAN 60.  

Configure the switches to prevent the spoofing of this server by any 
other devices in VLAN 60. 

 
7.6. Configure ASA2 to drop all fragmented IP packets received from BB2. 
 



INE’s CCIE Security Bootcamp for CCIEv3.0 Technology Scenarios 
 

Copyright © INE www.INE.com 
- 26 - 

7.7. Ports Fa0/18 and Fa0/19 on SW2 connect to a public meeting room.  To 
ensure the integrity of your spanning-tree domain configure SW2 so that 
these ports are immediately disabled if a spanning-tree BPDU is 
received in them.  Two minutes after a violation of this policy has 
occurred the port should stop blocking traffic. 

 
7.8. Configure SW2 to prevent broadcast storms on the ports connecting to 

the meeting room by limiting broadcast reception on these interfaces to 
500Kbps.  

 
7.9. Ports Fa0/21-23 on SW1 connect to SW2.  Ensure SW1 puts these 

ports in root-inconsistent state if it detects SW2 attempting becoming a 
root bridge for any of the VLANs in the topology. 

 
7.10. Configure R6’s VLAN46 interface to log any fragmented ICMP ECHO 

packets having the text string “BBBB” (in both upper/lower case) in 
the first 64 bytes of the payload. 

 
7.11. Configure R6 so that the input rate of ARP packets is limited to 100 

per second. Only allow management protocol sessions including SSH, 
Telnet, HTTP and HTTPs to be terminated on VLAN46 interface. 
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8. Network Attacks 
 

8.1. Configure R1 to mitigate Denial of Service attacks by implementing 
source based remotely triggered black-hole filtering via BGP.  R3 and 
R6 should be configured as edge filtering devices by dropping packets 
from offending source received from BB3 and BB1 respectively.  If an 
attack occurs, R1 should be able to mitigate this by configuring a static 
route to Null0 with a tag of 666 for the attacker’s source address.  Use 
the IP address 169.254.0.1 as the next-hop address for black-holing 
traffic. 

 
8.2. To prevent ICMP flood attacks configure R6 so that all ICMP traffic 

received from BB1 is limited to 64Kbps.  All ICMP in excess of this 
should be dropped. 

 
8.3. To prevent network mapping configure R6 so that it will not inform hosts 

reachable through the connection to BB1 what routes it does not have 
installed in the routing table. 

 
8.4. To prevent possible TCP related attacks configure the TEST-PC context 

of ASA1 so that all TCP traffic transiting the inside and outside 
interfaces have their checksum verified.  Additionally packets should 
be dropped if they have the reserved bits set in the TCP header, or 
have data in SYN packets.  Furthermore all TCP packets with 
timestamps should have this field stripped. 
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8.5. Configure ASA1’s context AAA-SERVER to prevent TCP SYN DoS 
attacks against the AAA Server by limiting the number of half-open TCP 
sessions to 20 at a maximum.  Additionally the number of total open 
sessions should be limited to 50 for this server.  Half open sessions 
older than 15 seconds should be dropped. 

 
8.6. The AAA Server will be running FTP for corporate file storage.  Prevent 

the upload of malicious code to this server by disallowing files with the 
extensions “.exe”, “.bat”, “.com”, “.vbs”, and “.jar”. Hide the original FTP 
server banner with your solution. 

 
8.7. Configure R1 to mitigate “AS 7007 Incident” BGP attack by not 

accepting more than 250,000 prefixes from any of its BGP peers.  Once 
the 200,000 prefix threshold is breached a syslog message should be 
sent to the AAA Server. 

 
8.8. Enable basic threat detection on ASA2. Set the detection threshold for 

average ACL packet drop per 3600 seconds to 900 drops. The burst 
rate should be set to 100 packet drops. The firewall should detect and 
automatically shun any host attempting a network scanning attack. 
Ensure the hosts sharing the same subnet as the AAA/CA server are 
never shunned. 

 
 


