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CCIE SP Mock Lab Exam 2 

Lab Overview: 
This lab scenario is a mock lab exam designed to simulate the conditions of 
Cisco® Systems’ CCIE™ Service Provider Lab exam.  This lab should be 
completed within eight and a half hours.  The only resource that should be used 
while configuring this lab the Cisco® documentation set.  This documentation is 
available in both CD format, and online at: 

http://www.cisco.com/web/psa/products/index.html 

Lab Instructions: 
Prior to starting, ensure that the initial configuration scripts for this lab have been 
applied. 

Refer to the attached diagrams for interface and protocol assignments.  Any 
reference to X in an IP address refers to your rack number, while any reference 
to Y in an IP address refers to your router number. 

Lab Do’s and Don’ts: 
 Do not change or add any IP addresses from the initial configuration 

unless otherwise specified 
 Do not change any interface encapsulations unless otherwise specified 
 Do not change the console, AUX or VTY passwords or access methods 

unless otherwise specified 
 Do not use any static routes, default routes, default networks, or policy 

routing unless otherwise specified 
 Save your configurations often 
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Questions: 
Feel free to ask the proctor questions during this mock lab exam, and during the 
actual CCIE™ lab exam.  Keep in mind that the proctor will not give you the 
answer to a question in the exam, nor will they confirm whether your solution to a 
task is valid.  The only type of help that the proctors are allowed to give you is 
clarification of the actual exam questions, and any issues relating to hardware 
problems.  In order to properly simulate the conditions of the CCIE™ Lab exam, 
the instructors of this class will only answer clarification questions during the 
exam. 

Grading: 
A score of 80 points is required to pass this mock exam. A section must work 
100% with the requirements given in order to be awarded the points for that 
section. No partial credit is awarded. If a section has multiple possible solutions, 
choose the solution that best meets the requirements. 

 

GOOD LUCK! 
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1. Layer 2 Technologies 
Basic Layer 2 and Layer 3 settings have been preconfigured for you in this lab. 

1.1 Layer 2 Troubleshooting 

 There are two issues introduced into the initial configurations that affect 
per-link connectivity. 

 Isolate and resolve the issues in order to return the Layer 2 configurations 
to the baseline and proceed with further tasks. 
 

4 Points 
 
 

1.2 Frame-Relay 

 Configure the Frame-Relay link between R4 and R5 according to the 
diagram provided. 

 R4 should dynamically learn IP to DLCI mapping for the remote endpoint. 

 Do not allow R5 to send any Inverse-ARP requests on its Frame-Relay 
interface. 

 Use the physical Frame-Relay interface. 

 
3 Points 
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2. Interior Gateway Routing 

2.1 IS-IS L2 

 Configure IS-IS L2 on the link between R2 and R4. Use the area number 
49.1245 and system IDs in the format 000Y.000Y.000Y where Y is the 
router number. 

 Configure IS-IS L2 on the link between R1 and R2 using the same 
numbering conventions. 

 Do not use the command isis circuit-type level-2-only on R2 
to accomplish this task. 

 

4 Points 
 
 

2.2 IS-IS 

 Advertise Loopback0 interfaces of R1, R2 and R4 into ISIS as L2 links. Do 
not use the command ip router isis to accomplish this. 

 Configure so that there is no pseudo-node LSP generated for the link 
between R2 and R4. 

 Configure so that both R2 and R4 indicate themselves as not preferred for 
traffic routing during 15 seconds after a reboot. 
 

3 Points 
 
 

2.3 IS-IS L1 

 Configure IS-IS L1 on the links between R1 & R5 and R4 & R5. 

 Ensure that R5 will generate the pseudo-node LSP for the link between 
R4 and R5. 

 Advertise Loopback0 interface of R5 into ISIS. 

 Increase the default IS-IS hello packet interval by 3 times on the link 
between R4 and R5.  
 

3 Points 
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2.4 IS-IS Route Leaking 

 Configure R1 and R4 so that R5 is able to learn the /32 routes to the 
Loopback0 interfaces of all L2 routers. 

 Ensure that only the Loopback0 subnets of R1, R2, and R5 are allowed to 
leak to L1 routers. 

 

3 Points 
 
 

2.5 Routing Stability 

 Configure all IS-IS routers to flood the LSP that causes a topology change 
before performing SPF. 

 In order to decrease the effect of flapping links on routing topology 
stability, configure so that all ISIS routers perform SPF computation 10ms 
after the topology change. 

 The second consecutive SPF should be delayed by 30ms and the 
maximum delay should not exceed 10 seconds. 

 

3 Points 
 
 

2.6 OSPF Optimization 

 Configure OSPF settings on the link between R1 and R3 so that only the 
minimal amount of LSAs are generated for this link. 

 At the same time, ensure that it takes just one second to detect a loss of 
neighbor on this link 

 

3 Points 
 
 

2.7 IS-IS Security 

 In order to increase routing security, configure the shared links between 
R1 & R5 and R2 & R4 so that the ISIS routers will only establish 
adjacencies with the already configured routers, based on their CLNS 
addresses. 

 

4 Points 
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3. BGP 

3.1 BGP Troubleshooting 

 There are two issues introduced into the initial configurations that affect 
BGP connectivity. 

 Isolate and resolve the issues in order to return the BGP configurations to 
the baseline and proceed with further tasks. 
 

4 Points 
 
 

3.2 BGP Peering 

 Configure the EBGP session between R5 and BB2 and authenticate it 
using the password value of CISCO. 

 BB2 is configured to accept the BGP session from the AS number 200; 
configure R5 to accommodate this requirement. 

 Do not advertise the link connected to BB2 into any IGP. 
 

3 Points 
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4. MPLS 

4.1 Frame Mode MPLS 

 Configure MPLS label distribution inside AS 1245 using an IETF standard 
protocol. 

 Configure the routers so that labels are only generated for their local 
Loopback0 /32 prefixes. 
 

4 Points 
 
 

4.2 CsC Label Exchange 

 Configure label exchange on the CsC link between R1 and R3 using the 
IETF standard protocol. 

 Establish the LDP session off the physical interface IP addresses.  

 

3 Points 
 
 

4.3 CsC Label Exchange 

 Configure label exchange on the CsC link between R5 and R6 using BGP. 

 Configure R6 to advertise the label for its Loopback0 interfaces to R5. 
 

3 Points 
 

 
4.4 Traffic Engineering 

 Configure the routers in AS 1245 so that traffic from R4 to R1’s Loopback0 
prefix prefers the path across R5. 

 You configuration should not depend on the route to the mentioned prefix 
learned by R5. 

 You are allowed one static route to accomplish this. 

4 Points 
 



Internetwork Expert’s CCIE SP 5-Day Bootcamp Mock Lab 2
 

Copyright © 2009 Internetwork Expert www.InternetworkExpert.com
8 

 

5. VPN 
AS1245 provides CsC services to AS 36 using LDP and BGP for label exchange 
on the respective peering links. AS36 has two customers which have contracted 
L3 VPN services. The first customer (Customer A) uses RIPv2 as the routing 
protocol and its CE routers are BB1 and BB3. The second customer (Customer 
B) uses EIGRP as the routing protocol, and its CE routers are R7 and R8. 

5.1 Carrier-supporting-Carrier 

 Configure routers in AS 1245 to provide CsC services to AS 36.  

 Use RD and RT values of 1245:100 to accomplish this task. 

 Use R4 as the VPNv4 route-reflector to accomplish this task. 

 By the end of this task you should be able to establish a tagged path 
between Loopback0 interfaces of R3 and R6. 

 

4 Points 
 
 

5.2 PE-CE Routing 

 Configure RIPv2 on the links between R3 & BB3 and R6 & BB1 preserving 
learned metrics. 

 Use RD/RT values of 36:100 to provide L3 VPN services between BB1 
and BB3. 

 By the end of this task BB1 and BB3 should learn each other’s prefixes. 
 

4 Points 



Internetwork Expert’s CCIE SP 5-Day Bootcamp Mock Lab 2
 

Copyright © 2009 Internetwork Expert www.InternetworkExpert.com
9 

 

5.3 PE-CE Routing Features 

 Configure EIGRP AS 100 on AS 36’s connections to R7 and R8. Ensure 
R7 and R8 prefer the paths across the PE routers to reach each other. 

 Use RD/RT values of 36:200. 

 Ensure that EIGRP prefixes learned by PE routers will not result in a 
feedback routing loop between the PEs. 

 Use a scalable approach to resolve this issue.   
 

4 Points 
 
 

5.4 Internet Access 

 Configure R5 and R6 to provide access to BB2 prefixes for users in 
Customer B networks. 

 You are allowed to use address translations and default static routes to 
accomplish this. 

 By the end of this task R7 and R8 should be able to ping BB2 networks. 

 

4 Points 
 



Internetwork Expert’s CCIE SP 5-Day Bootcamp Mock Lab 2
 

Copyright © 2009 Internetwork Expert www.InternetworkExpert.com
10 

 

6. IP Multicast 

6.1 Anycast RP 

 Configure Multicast inside AS 1245 using PIM Sparse Mode. 

 R2 and R4 should represent the RP for the whole autonomous system 
using the IP address 150.X.100.100 

 Both R2 and R4 should disseminate this information through the AS using 
a PIMv2 standard protocol. 

 R2 should be the preferred source of group to RP-set mapping 
information.  
 

4 Points 
 
 

6.2 VPN Multicast 

 AS 1245 should provide multicast VPN services to AS 36 using the MDT 
default group address of 239.1.245.100. 

 Use PIM Sparse-Mode and R6’s Loopback0 IP address for the RP. 

 To verify your configuration, join R6’s interface connected to R5 to the 
group number 239.1.1.1 and make sure R3 can ping it. 
 

4 Points 
 

6.3 CsC Multicast 

 Using PIM Dense mode, allow R7 and R8 to send multicast feeds across 
the provider clouds. 

 Use MDT group 239.1.36.200 in AS36 to accomplish this task. 

 Verify your configuration by joining group 239.1.1.1 on R7. 
 

3 Points 
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7. QoS 
Per the agreement between AS 36 and AS 1245, traffic marked with MPLS EXP 
value of 2 is guaranteed to be delivered across AS 1245 at a premium rate. 
Traffic marked with MPLS EXP value of 1 is treated as a “Scavenger” type traffic 
by AS 1245 devices. 

7.1 Admission Control 

 AS 36 has been contracted to guarantee 2Mbps of bandwidth between 
BB1 and BB3. 

 Configure R3 and R6 to meter the input traffic rate from BB1 and BB3 and 
mark traffic conforming the contract with MPLS EXP 2. 

 Traffic exceeding the contract should be marked with MPLS EXP 1. 

 If the traffic rate exceeds 4Mbps the violating packets should be dropped. 
 

3 Points 
 
 

7.2 Low-Latency Queuing  

 Enforce the rate of 4Mbps for the outgoing packets on AS36’s connection 
to BB1. 

 Real-time VoIP traffic marked with DSCP value of EF should be provided 
priority treatment if their rate does not exceed 512Kbps. 

 Telnet and SSH traffic (incoming/outgoing connections) should be 
guaranteed 128Kbps on this link. 

 All other flows should be scheduled using WFQ. 
 

3 Points 
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8. Security 

8.1 Control Plane Security 

 Authenticate IS-IS L1 adjacencies using the clear text password value of 
CISCO. 

 Authenticate OSPF adjacency between R1 and R3 using MD5 
authentication and the password value of CISCO. 
 

3 Points 
 
 

8.2 DoS Prevention 

 Configure R5 to prevent TCP SYN flooding attacks sourced from behind 
BB2. 

 Limit the incoming rate of TCP SYN packets to 1Mbps. 

 Ensure that BGP connections are not affected by this policy. 

 Do not use MQC to accomplish this task. 

 

3 Points 
 

 

9. System Management 

9.1 Secure Access 

 Configure R1 for secure access using the SSH protocol and authentication 
incoming users against the local database. 

 Use the name and the password value of CISCO for this task. 

 Do not accept unencrypted connections on R1. 

 Only allow hosts in the subnet 150.X.0.0/16 to connect to R1. 

 Do not allow any logged in user to initiate an outgoing telnet connection. 
Do not use an access-list to accomplish this. 
 

4 Points 
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9.2 SNMP 

 Allow hosts within the 150.X.24.0/24 subnet to access R4 and R5 using 
SNMPv2c authenticated by community string of CISCO. 

 Allow the management stations to reload the routers. 

 Both routers should send reliable SNMP messages pertaining to BGP 
events to the station with the IP address 150.X.24.100. 
 

3 Points 
 
 

10. IP Services 

10.1 Router Redundancy 

 Configure routers R2 and R4 to simulate a single virtual router on the 
VLAN24 segment with the IP address of 150.X.24.254. 

 Use IETF standard protocol to accomplish this task. 

 For added security, authenticate the packet exchange using the password 
value of CISCO. 

 R2 should be the primary gateway if its connection to R1 is up. 

 Test connection availability using an ICMP SLA probe. 

 
3 Points 
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