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Installing & Running Wireshark

Requirements
 Compatible PC
e Software

Preparing to install
 Downloading Wireshark

* Selecting and prepping target
 Version 1.12.0

 WinPcap
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WinPcap driver
« Used to capture data
* NIC promiscuous mode
 Wireshark cannot be used without it
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Run installation

o Uninstall older version
* Plug-ins

 WinPcap

» Global settings

* Personal settings

* Tools
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Finish installation
 |[aunch and check Wireshark
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Go Capture Anslyze Statistics Telephony.

Ip
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Filter:

80211 Channel:| |~ |Channel Offset:| |~ [FCS Filter | All Frames

g
WIRESHARK
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Interface List

Live st ofthe capture interfaces
fcouns incoming packets)

A Start
Choose Gne or more interfaces to capture from then Start
£2] Local Area Connection™ 11
2] Wireless Network Connection
&% VMware Network Adapter VMnet8
£2] Blueteoth Network Connection
52 Local Area Connection _
& VMware Network Adapter VMnetl <

I

.@‘ Capture Options

Sian 2 capture wih deisied opians

Capture Help

@ How to Capture

Step by step to 2 successful capture setup

Network Media

Fretri

Ready to load or capture Profile: Custom

[+] pression...  clear  Appy  save  TCPFuN

None [ wirelessSettings.. Decryption Keys.

The World's Most Popular Network Protocol Analyzer
Version 1.12.0 (v1.12.0-0-g4fabA1a from master-1.12)

= Open

Open 2 previousy captured fie

Open Recent

ARP

TA\Network\Wireshark\ hdrm\201405_00049_20140618122434.peap (1435 kB)

T\Netwerk\Wireshark\hdrm\201405_00040_20140618122400.pap (10 ME)

® Sample Captures

A rich sszortment of exampie capture ies on the wiki

Filter

Website

Vist the projects websie

User's Guide

The Users Guide (local version, # instaled)

Security

Work with Wieshrk a5 securely a5 passible

I

File View Go Capture Analyze Statistics Telephony Tools Help
4w BEXE AEPDTL Qaed @®mx g I
Filter: B Bepression...  Clesr  Apply  Ssve TCPFull  ARP  Filter
80211 Channel| | + |Channel Offset:| | + | FCS Filter:| All Frames None E Wireless Settings... Decryption Keys.
INo. Time Source Destination Protocol Address Expert  Type Leng »
33 2014/23/ 1410.121.90.3 224.0.0.2 HSRP 0L:00:5e:00:00:02,10: IP
34 2014/237 1410.121.90.2 224.0.0.2 HSRP 01:00:5e:00:00: pr
35 2014/237 1410.121.90.155 239.255.255.25SSDP OIEOCESEEGRG : Chat 1P 1
36 2014/237 145c:ff:35:0c:39:2Broadcast ARP Ff=Ff=Ff=Ffo 3 ARP
37 2014/237 1410.121.78.3 224.0.0.2 HSRP 01:00:5e:00:0f Ipr
38 2014/237 1410.121.78.3 224.0.0.2 HSRP 01:00:5e:00:00: IpP
39 2014/237 1410.121.68.131 255.255.255.25DB-LSP-DISC ff:ff:ff:ff:ff: IP 1
40 2014/237 1410.121.68.131  255.255.255.25DB-LSP-DISC ff:ff:ff: ff:Ff: ff,00: Ipr 1
412014/237 1410.121.90.127 10.121.91.255 DB-LSP-DISC ff:ff:ffiffff: f 3 pP L
42 2014/237 1410.121.90.3 224.0.0.2 HSRP 01:00:5e:00:00: P
43 2014/237 1410.121.78.2 224.0.0.2 HSRP 01:00:5e:00:0 Ipr -
44 2014/237 1410.121.90.2 224.0.0.2 HSRP 01:00:5e:00:0f Ipr
45 2014/237 1410.121.78.3 224.0.0.2 HSRP 01:00:5e:00:0 IP
46 2014/237 1410.121.90.120 239.255.255.25SSDP 01:00:5e:7f:f : chat 1P 1=
47 2014/237 1410.121.78.2 224.0.0.2 HSRP 01:00:5e:00:0 Ipr
48 2014/237 1410.121.90.3 224.0.0.2 HSRP 01:00:5e:00:00: IpP
49 2014/237 1410.121.90.2 224.0.0.2 HSRP 01:00:5e:00:00:02,00: IP =

I ] »

Frame 1: 62 bytes
Ethernet II, Src:
Internet Protocol

@ Cisco Hot Standby

User Datagram Protocol, Src Port: 1985 (1985), Dst Port: 1985 (1985)

01 00 5e 00 00 02 00 00
00 30 00 00 00 00 01 11
00 02 07 c1 07 cl1 00 1c
00 00 63 69 73 63 6Ff 00

@ [ Local Area Connection: <live capture in progre | Pa | Profile; Custom

on wire (496 bits), 62 bytes captured (496 bits) on interface 0
A11-HSRP-routers_00 (00:00:0c:07:ac:00), Dst: IPv4mcast_02 (01:00:5e:00:00:02)
version 4, src: 10.121.90.2 (10.121.90.2), Dst: 224.0.0.2 (224.0.0.2)

Router Protocol

0c 07 ac 00 08 00 45 c0
74 80 0a 79 5a 02 e0 00
ed eb 00 00 10 01 03 82
00 00 0a 79 5a 01

<l




Questions?



