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Digital Forensics

What is “digital forensics”?

Using Wireshark for forensics

o (Capturing sensitive data

« Capturing cleartext (data, credentials, etc.)

« Network mapping (IP addressing, DNS, etc.)

Wireshark and privacy

o (Get permission!
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fter: | ftp

Time
91 0.000000000

92 0. 000387000
95 0. 089959000
96 0. 000347000
98 0. 090772000
99 0. 001111000
104 0.087976000
105 0.001952000
112 0.098107000

HExpression... Clear Apply Save

UTC Source
2014-09-30 17:23:27.457515000 130.57.1.44
2014-09-30 17:23:27.458102000 10.121.90.106
2014-09-30 17:23:27. 548061000 130.57.1.44
2014-09-30 17:23:27. 548608000 10.121.90.106
2014-09-30 17:23:27. 639380000 130.57.1.44
2014-09-30 17:23:27. 640491000 10.121,90.106
2014-09-30 17:23:27.728467000 130.57.1.44
2014-09-30 17:23:27.730419000 10.121.90.106
2014-09-30 17:23:27. 828526000 130.57.1.44

543 18,097594000 2014-09-30 17:23:45.926120000 130,57.1.44

344 0,000751000
546 0,094911000
547 0,001467000
349 0,090875000
550 0,000522000
332 0,090460000
533 0,001843000
536 0,088755000

2014-09-30 17:23:45,926871000 10.121.90.106
2014-09-30 17:23:46,021782000 130.57.1.44
2014-09-30 17:23:46,023249000 10.121.90.106
2014-09-30 17:23:46,114124000 130.57.1.44
2014-09-30 17:23:46,114646000 10.121.90.106
2014-09-30 17:23:46,205106000 130.57.1.44
2014-09-30 17:23:46,206949000 10.121.90.106
2014-09-30 17:23:46,295704000 130.57.1.44

Destination

10.121.90.10 FTP
130.57.1.44 FTP
10.121.90.10 FTP
130.57.1.44 FTP
10.121.90,10 FTP
130.57.1.44 FTP
10.121.90,10 FTP
130.57.1.44 FTP
10.121.90.10 FTP
10.121.90,10 FTP
130.57.1.44 FTP
10.121.90.10 FTP
130.57.1.44 FTP
10.121.90,10 FTP
130.57.1.44 FTP
10.121.90,10 FTP
130.57.1.44 FTP
10.121.90.10 FTP

Protocol

Info

Response: 220 Welcome to ftp.novell.com, powered by SUSE Linux
Request: USER anonymous

Response: 331 Anonymous login ok, send your complete email address as
Request: PASS anon@localhost

Response: 230 Anonymous access granted, restrictions apply

Request: OPTS UTF8 ON

Response: 200 UTFE set to on

Request: PWD

Response: 257 "/" is the current directory

Response: 220 Welcome to ftp.novell.com, powered by SUSE Linux
Request: USER anonymous

Response: 331 Anonymous login ok, send your complete email address as
Request: PASS anon@localhost

Response: 230 Anonymous access granted, restrictions apply

Request: OPTS UTF8 ON

Response: 200 UTFE set to on

Request: PWD

Response: 257 "/" is the current directory
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Sequence number: {relative sequence number)
[Mext sequence number: 17 (relative seguence number)]
Acknowledgment number: 55 {relative ack number)
Header Length: 20 bytes
0000 0001 1000 = Flags: Ox018 (PSH, ACK)
wWindow size value: 64186
[CalcuTlated window size: 16431616]
[Wwindow size scalipng factor: 256]
. ’ g disabled]
nt pointer: 0
FlsEq/ACK analysis]
ile Transfer Protocol (FTP)
= USER anomymous’rhn
Request command: USER

Request arg: anonymous

07 ac 00 3c 97 Oe 8F d5 1c 08 00 45 00
de 40 00 80 06 00 00 Oa 79 5a 6a 82 33
7f 00 15 79 Oe c5 00 a7 3 9e 8a 50 J&
72 00 00 20 61 6e 6F 6e

73 0d 0a




Questions?



