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Troubleshooting Retransmits

What is a retransmit?

Looking for patterns
e Duplicate ACKs

« Expert output

 Flow Graph output

Possible port scan?

* \When using a tool like nmap, you can see these
patterns
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Info Length
48198-443 [FIN, ACK] Seg=1 Ack=l win=461 Len=0 TSval=1397824194 TSecr=
48198-443 [RST, seq=2 Ack=l win=461 Len=0 Tsval=1397824194 TSecr=

Encrypted Alert

14683-+443 [FIN, ACK] 5eg=38 Ack=l win=513 Len=0 T5val=1397824306 TSecr:
14683443 [RST, 5eq=39 Ack=l win=513 Len=0 TSval=1397824306 TSecr:
52995-443 [FIN, ACK] Seqg=1 Ack=l wWin=140 Len=0 T5val=1397824308 TSecr=
52995-443 [RST, 2 Win=140 Tsval=1397824308 Tsecr=
53179443 [FIN, ACK] Seqg=1 Ack=l wWin=204 Len=0 TSval=1397824378 TSecr=
53179443 ST, 2 win=204 TSval=1397824378 TSecr=
20028-443 [FIN, ACK] 5eqg=1 Ack=1l win=5301 Len=0 T5val=139782437E Tsecr=
20028-443 2 win=501 Tsval=1397824378 TSecr=

55602443 [S¥YN] Seq=0 wWin=5840 Len=0 M55=1380 SACK_PERM=1 T5val=139783
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" Ml Wireshark: 38416 Expert Ir

Errors: 2 (31974) | Warnings: 5 (1051) | Notes: 257 (4305) | Chats: 4 (1086) | Details: 38416 | Packet Comments: 0

Group 1 Protocol 1 Surmmary 1 Count

|+

Sequence ] This frame is a (suspected) retransmission
Sequence TCP Duplicate ACK (#1)

Sequence TCP Duplicate ACK (£2)

Sequence TCP Duplicate ACK (#3)

Sequence TCP This frame is a (suspected) fast retransmission
Sequence TCP Duplicate ACK (#4)

Sequence TCP Duplicate ACK (#5)

["] Limit to display filter

Help
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[E3]




Troubleshooting Retransmits

Errors: 2 (31974) | Warnings: 5 (1051) | Notes: 257 (4305) | Chats: 4 (1086) | Details: 38416 | Packet Comments: 0 |

Group 1 Protocol

B Sequence
Sequence
Sequence
Sequence

Sequence

1 Summary 1 Count

Connection reset (R5T)

Previous segment not captured (commeon at capture start)

This frame is a (suspected) cut-of-order segment

ACKed segment that wasn't captured (common at capture start)

TCP transmission window is now completely full

[T] Limit to display filter




Questions?



