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Troubleshooting DNS 

» Understanding the Domain Name System (DNS) 

» Wireshark and DNS 
• Used to capture the conversation  

• Can see the queries, recursion, and other events 

• Will capture UDP and TCP port 53  

» Ports 
• UDP 53 (standard query) 

• TCP 53 zone transfer  
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Questions? 


