Analyzing Wireless
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What is an SSID?

Using Wireshark to troubleshoot wireless
Issues

e Channel issues

* |ncorrect SSID

 De-Auth

* Probing

e Others
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Digging in to the capture

» Review the packets to look deeper into the frames to
find FCS issues, channeling issues, or general
assoclation issues

Tools used to solve this issue
 \WLAN traffic

 |O Graph

o Capture Window filters
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DS status: Not leaving DS or
More Fragments: This is the 1
Retry: Frame is not being ret
PWR MGT: STA will stay up

No data buffered
protected flag: Dpata is not p
order flag: Not strictly orde
0000 = puration: 0 microsecond

More Data:
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Receiver address: Broadcast (ff:ff:ff:ff:ff:
pestination address: Broadcast (ff:ff:ff:ff:
Transmitter address: Cisco-Li_16:94:73 (00:0
source address: Cisco-Li1_16:94:73 (00:0f:66:
B5S5 Id: Broadcast (ff:ff:ff:ff:ff:ff)
Fragment number: 0
Sequence number: 2700

# Frame check sequence: 0x15fd1705 [correct]

£ IEEE 802.11 wireless LaN management frame
@ Tagged parameters (25 bytes)

0000 18 00 Be 58 10 02 &6c 09 a0 00
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Questions?



