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SUMMARY & CONCLUSIONS 

The second edition of ISO 26262, which is the functional 
safety standard for automobiles, came into effect in 2018.  One 
of the improvements over the first edition is the revision of the 
probabilistic metric for random hardware failures (PMHF) 
formula.  The PMHF is the time-averaged probability of the 
violation of a safety goal (VSG) leading to inoperability during 
the life of a vehicle; it is a crucial metric since it is one of the 
target values for the hardware design of an automobile's 
electronic control unit (ECU). 

However, the mathematical definition is not provided in 
the standard, and only the formula for the calculation is 
presented in Part 10-8.3.2.4.  Moreover, the standard does not 
describe the methodology for deriving the PMHF formula. 
Therefore, in our previous paper, we verified the correctness of 
our model and the methodology by matching the PMHF 
equation of the first edition of the standard.  The second edition 
introduces the reparability of the intended functionality (IF).  
However, the PMHF equation based on our methodology and 
the standard formula do not agree because the case analysis of 
the second edition may be insufficient. 

The standard specifies a fault classification that includes 
detected multiple point faults (MPFs) and latent MPFs.  
However, the standard does not describe whether to repair a 
fault after it has been classified as a detected MPF.  If a detected 
MPF is not repaired, it is considered a latent fault (LF), but an 
LF is a dangerous fault, which contradicts the definition of the 
latent fault metric in the standard that a detected MPF is a safe 
fault.  Therefore, there seems to be a dilemma in the standard. 

The objective of this study is to resolve this dilemma by 
making a clear model based on a plausible real-world scenario 
and to derive a new PMHF equation using a validated 
methodology.  Specifically, we classify detected MPFs as being 
in the operational state of the IF and exclude them from the 
calculation of the state probability leading to a VSG.  
Furthermore, for the first time, we derive a generic PMHF 
equation that is compliant with the standard. 

The PMHF equation in the standard might overestimate the 
PMHF value, and this overestimation may lead to an excessive 
design constraint in terms of an emergency operation tolerance 
time interval (EOTTI).  The PMHF formula derived in this 
study can reduce the EOTTI by a factor of 40 compared to the 
value given in Part 10-Table 6 in the second edition.  Hence, 
our approach has the potential to mitigate the overdesign of 

automotive ECUs. 

1 INTRODUCTION 

Autonomous driving systems must be very reliable during 
their operation.  These systems must be developed with strict 
safety requirements because vehicle control functions are 
implemented by electronic control systems.  To implement such 
a safety-oriented system, the functional safety standard ISO 
26262 was published in 2011 [1] and revised in 2018 [2], which 
we refer to as the first edition and second edition respectively.  
The purpose of this standard is to implement a safety lifecycle 
of automotive electric and electronic systems.   

The product development phase of the safety life cycle is 
further divided into three levels: a system level, a hardware 
level, and a software level.  Specifically, at the hardware level, 
functional safety requirements are validated through a safety 
analysis with safety-related metrics. 

One of these metrics is a probabilistic metric for random 
hardware failures (PMHF).  Reference [2] defines the PMHF as 
the average probability of a safety goal violation per hour over 
the operational lifetime of an item.  Reference [2] specifies the 
PMHF in the following literary forms: 

 Average probability of failure per hour over the 
operational lifetime of the item” [2, Part5 9.4.2.1 NOTE 
1], and 

 “Quantitative target values for the maximum probability of 
the violation of each safety goal at item level due to random 
hardware failures” [2, Part 5 9.4.2.2].   
For the first time, the author of [3] presumed that these 

descriptive definitions could be mathematically written as 
follows: ≔ 1 Pr{item is down at } = ∫ ( ) = ,               (1) 

where 
 : the lifetime of a vehicle;  
 ( ): the point unavailability density (PUD); and 
 : the average PUD. 

The PMHF is a time-averaged PUD according to (1).  Our 
approach is essentially based on (1) and the PMHF derivation 
approach in [3], where (1) is described.  However, the approach 
in [3] has an issue of compliance with the latent fault metric 
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(LFM) definition in [1], [2], which we discuss in detail in 
Sections 5.2.

2 LIST OF ACRONYMS AND SYMBOLS

List of Acronyms Used in This Paper

CTMC Continuous-time Markov chain
DC Diagnostic coverage
DPF Dual-point fault
ECU Electronic control unit
EOTTI Emergency operation tolerance time interval
IF Intended functionality
IFR Intended functionality repairable
IFU Intended functionality unrepairable
ISO International Organization for Standardization
LF Latent fault
LFM Latent fault metric
MPF Multiple-point fault
PMHF Probabilistic metric for random hardware failures
PUD Point unavailability density
RF Residual fault
SM Safety mechanism
SPF Single-point fault
VSG Violation of a safety goal

List of Symbols Used in This Paper

Vehicle lifetime
Periodic inspection duration for MPF
Small time duration, Conditional probability of a detected fault 
over a VSG-suppressed fault, DC for the IF with regard to the residual fault, DC for the IF with regard to the MPF
State probability of each element of the IF 
and SM1
Combined state probability( ) Reliability function of time ( ) Cumulative density function of time ( ) Point availability function of time ( ) Point unavailability function of time 
Time average of the point unavailability 
density functionIF Faulty event that occurs in the VSG 
preventable part of the IFIF Faulty event that occurs in the VSG 
unpreventable part of the IF
Generic PMHF equation for both redundant 
and nonredundant subsystems, PMHF for a nonredundant subsystem, PMHF for a redundant subsystem
Emergency operation tolerance time interval

3 BACKGROUND

Classification of Faults in the Standard

ISO 26262 classifies faults in the following way.  A single 
point fault (SPF) and a residual fault (RF) are faults that are not 

prevented from causing a violation of a safety goal (VSG) by a 
first-order safety mechanism (SM).  On the other hand, a 
multiple-point fault (MPF) is a fault that has been prevented
from leading to a VSG by the first-order SM (first SM) and may 
cause a VSG in combination with another fault. Reference [2]
specifies the definition of the MPF: 
“individual fault that, in combination with other independent 

faults, if undetected and not perceived, could lead to a 
multiple-point failure.” [2, Part 1 3.97]
A latent MPF, which is usually called a latent fault (LF), is 

a class of MPFs that are not detected by the second-order SM
(second SM) and are not recognized by the driver.  On the other 
hand, when a fault occurs in the intended functionality (IF), if 
the VSG is prevented and detected by the first SM, it is 
classified as a detected MPF.

4 RELATED WORK

Very few theoretical studies of the PMHF have been 
published to date [3] – [9]; some of these papers, such as [5] 
and [6] do not even discuss the PMHF derivation in detail. The 
authors of [7] claim that there is no PMHF formula in the 
standard and propose an original formula, but a PMHF formula 
appears in Part 10 in [1], [2].  Reference [8] disregards the 
periodic repairs in [1], [2] and changes the exponential 
distribution to a Weibull distribution.  Therefore, both
References [7] and [8] are considered incompliant with [1], [2].  
Reference [9] first solves stochastic differential equations;
however, since the derivation method is not based on a 
continuous-time Markov chain (CTMC) model, it results in an
inaccurate PMHF equation.

Reference [3] solves, for the first time, the stochastic 
differential equations based on a CTMC model for the PMHF 
formula derivation considering periodic inspections and 
repairs, which are the fundamental assumptions in [1], [2].  The 
authors of [3] verified the correctness of their CTMC model and 
differential equation solution process by deriving a PMHF 
equation that is consistent with the PMHF equation in [1, Part 
10 8.3.3].  Reference [4] discusses how to assemble a 
quantitative FTA based on the PMHF equation [3].

5 ISSUE AND CHALLENGE

Issue with the Second Edition of the Standard

The assumption of the PMHF equation in [1] is proved by 
[3] that the IF is an unrepairable element and SM1 is a 
repairable element.  In [2], however, the IF is supposed to be 
repairable because Reference [2] extends [1], but this is not the 
case, as shown by the inconsistency between the two PMHF 
equations in [2] and [3].

The reason for this seems to be due to a defect in the case 
analysis of [2]. Reference [2] divides the dual-point fault (DPF)
case into two cases: one where SM1 faults after the IF and the 
other where the IF faults after SM1.  However, this does not 
include the case where the IF and SM1 fault alternately and 
consequently does not include the case where both the IF and 
the SM are repairable.



Challenge of Our Study

Reference [3] solves, for the first time, stochastic 
differential equations based on a CTMC model to overcome this 
case analysis issue, as mentioned in Section 5.1.  However, the 
author of [3] considers a detected MPF to be an LF.  On the 
other hand, we consider a detected MPF as a safe fault that is 
repaired instantaneously, as shown in Section 6.1.

Reference [2] does not describe whether to repair a fault 
after it has been classified as a detected MPF.  If a detected MPF 
is not repaired, it is considered an LF, but an LF is a dangerous 
fault, which contradicts the definition of a latent fault metric 
(LFM) that a detected MPF is a safe fault.  Therefore, there 
seems to be a dilemma in [2], [3].  In this paper, we focus on 
resolving this dilemma regarding detected MPFs and thereby 
derive a novel PMHF equation that is consistent with [2]. 

6 PMHF DERIVATION

Model and Alteration of the State Transition

Figure 1, which is based on the figure found in [2], shows 
the structure and the parameters of our subsystem. This 
subsystem consists of three elements: the IF, SM1, and SM2, 
where the IF is the intended functionality, SM1 is the first SM, 
which prevents the IF from becoming a VSG, and SM2 is the
second SM, which prevents SM1 from becoming an LF.

We depict two failure rates of the IF and SM1, which are 
and , respectively, in Figure 1.  We also depict three 

diagnostic coverages (DCs) of SM1 and SM2, which are , ,, , and , , shown in [2, Part 10-8.3.2.4].  We use 
these K-parameters to classify the state probabilities of our
target subsystem in Tables 1 and 2 in the next chapter. The time 
parameter shown in Figure 1 is the time interval for 
periodic inspection and repair of the second SM, which is also 
indicated in [2, Part 10-8.3.2.4].

Figure 2 shows the behavior of the intended functionality 
repairable (IFR) model [3] as represented by a CTMC. It 
presents the behavior in the general case where the IF is 
repairable.  We name the states OPR, LAT1, LAT2, SPF, and 
DPF and present these state names in italics: 

OPR is the initial and operating state in which both the IF and 
SM1 are up.

LAT1 and LAT2 are also operating states; when either the IF 
or SM1 is down and the fault is not detected.  The 
subsystem is in a latent state.

SPF is a single-point failure state caused by a fault in the IF.
DPF is a dual-point failure state where the subsystem is in a 

latent state, which is ultimately caused by a fault in either 
the IF or SM1.
These conventions are almost the same as those in [3], 

however, we alter the detected MPF so that it stays in the OPR 
even if the IF fails.  The real-world scenario for this situation is 
that even if an IF fault occurs, a VSG is prevented, and although 
operation may not be possible, the safety state is maintained for 
the time being. After a certain amount of time, the vehicle is 
taken to a repair facility, where it is repaired; then, the vehicle 
operation can continue.  In this case, the IF does not work; thus,
it is not powered on and the operation time does not increase. 
Since the time between the failure and the repair can be ignored,
the fault detected by SM1 (first SM) is considered 
instantaneously repaired; i.e., no fault occurs in terms of the 
DPF of the IF.

Preparation

We introduce the conditional probability , which 
denotes the detection rate of SM1, as in [9]. This value can be 
0 or 1, depending on the architecture of the subsystem.

  , ≔ Pr{IF fault detected | IF fault prevented}     (2)
If , = 1, the parameter is for a detection subsystem 
(nonredundant subsystem), i.e., when SM1 detects a fault in the 
IF and thus prevents the VSG. In this case, because it detects
the fault, the fault is prevented, and the ratio of detected to 
prevented faults is 100%. If , = 0, the parameter is for a 

Figure 1 –Behavior of the IFR Model when using a CTMC

Figure 2 – A Subsystem Structure in ISO 26262:2018 
(Left) and the Assumed Parameters of this Study (Right)



redundant subsystem, i.e., when SM1 prevents the VSG by 
taking an alternative function of the IF. In this case, the VSG 
is prevented, but SM1 does not perform any detection. 
Therefore, the percentage of the detected portion that is
prevented is 0%.

The generation methods in Tables 1 and 2 are based on [3], 
where the state probability is determined by K-parameters.

Table 1 shows all possible state probabilities of the IF 
designated by three K-parameters of the IF.  Two K-parameters 
are , and , , as shown in Figure 1, and the other K-
parameter is the aforementioned , (2).

Table 1 Classification of the State Probabilities of the First 
Fault in the IF Designated by Three K-Parameters

SM1 
unpreve
ntable1− ,

(i) Faulty=IF down (RF)= 1 − IF,RF ( )
(ii) Faultless= IF up= 1 − IF,RF ( )

SM1
prevent-
able ,

SM1 
detect-
able ,

(iii) Faulty= IF down (LF)⇒Faultless= 
IF up = IF,RF IF,det ( )

(iv) Faultless= IF up= IF,RF IF,det ( )

SM1 
undetect
-able1− ,

SM1 
(second 
SM) 
detectable,

(v) Faulty= IF down (LF)= IF,RF(1− IF,det) IF,MPF ( )
(vi) Faultless= IF up= IF,RF(1− IF,det) IF,MPF ( )

SM1 
(second 
SM)
undetect-
able1− ,

(vii) Faulty=IF down (LF)= IF,RF(1 − IF,det)(1− IF,MPF) ( )
(viii) Faultless= IF up= IF,RF(1 − IF,det)(1− IF,MPF) ( )

Table 2 shows all possible state probabilities of SM1
designated by , , which is the DC of SM2, as shown in 
Figure 1.

Table 2 Classification of the State Probabilities of the First 
Fault in SM1 Designated by a K-Parameter

SM2 detectable,
(ix) Faulty=SM1 down (LF)= SM,MPF ( )
(x) Faultless= SM1 up= SM,MPF ( )

SM2 undetectable1 − ,
(xi) Faulty= SM1 down (LF)= (1 − SM,MPF) ( )
(xii) Faultless= SM1 up= (1 − SM,MPF) ( )

Throughout Tables 1 and 2, all even numbers in 
parentheses, such as (ii), (iv), …, (xii), are faultless, in the up 
state and colored pale green. Odd numbers are fault-receiving
states and are generally colored in pale magenta: (i) is the RF;
(iii) was originally an LF in [3] but is altered to be in the up 
state in this study; and (v), (vii), (ix), and (xi) are LFs.

We color (iii) in Table 1 pale yellow to highlight the 
difference from [3].  We develop a new CTMC model in which
the IF does not go into a latent state, namely, LAT1, when the 
first SM prevents and detects the fault.

In (v), (vi), (ix), and (x), the faults detected by SM2 (second
SM) are periodically repaired and consequently represented by ∶= mod [3]. 

Calculating the Average PUD for OPR SPF (a)

We obtain the average PUD for the transition from OPR to 
SPF via the branch designated (a) in Figure 2.  Based on the law 
of total probability, we integrate the combined state probability 

of OPR multiplied by the micro transition probability from 
OPR to SPF from time = 0 to the vehicle lifetime .  
Then, we obtain:

( ) = 1 Pr{ via (a) at }= 1 Pr{ at ∩ IF down in ( ,+ ]}= ∫ Pr IF down in ( , + ] at ∙Pr at . (3)

Here, using (ii), (x), and (xii), Tables 1 and 2 show the
combined state probability of as follows:Pr at = Pr IF up at ∩ SM up at= 1 − , ( ) ( ), (4)

where ( ) is the point availability.
The conditional probability expression in the integral on 

the right-hand side of (3) then becomesPr IF down in ( , + ] at= Pr IF down in ( , + ] IF up at ∩ SM up at= Pr{IF down in ( , + ]|IF up at } = . (5)
Therefore, we obtain the average PUD for (a) as follows:

( ) = 1 1 − , ( ) ( )= 1 − , ( )− 1 − , 1− , ( ) + , ( )≈ 1 − , − , 1 − , +, , (6)

where ≔ mod .



Calculating the Average PUD for LAT2 SPF (b)

We obtain the average PUD for the transition from LAT2
to SPF via the branch designated (b) in Figure 2.( ) = Pr{ via (b) at } =∫ Pr IF down in ( , + ] 2 at ∙Pr 2 at (7)

Here, using (ii), (ix), and (xi), Tables 1 and 2 show the 
combined state probability of 2 as follows:Pr 2 at = Pr IF up at ∩ SM down at= (1 − , ) ( ) ( ), (8)

where ( ) is a point unavailability.
The conditional probability expression in the integral on 

the right-hand side of (7) then becomes the following, similar 
to (5):Pr IF down in ( , + ] 2 at = . (9)

Therefore, we obtain the average PUD for (b) as follows:

( ) = 1 1 − , ( ) ( )≈ , 1 − , + , .
(10)

Calculating the Average PUD for LAT2 DPF (c)

We obtain the average PUD for the transition from LAT2
to DPF via the branch designated (c) in Figure 2.

( ) = 1 Pr{ via (c) at }= ∫ Pr IF down in ( , + ] 2 at ∙Pr 2 at (11)

Here, using (iii), (iv), (xi), and (xiii), Tables 1 and 2 show 
the combined state probability of 2 as follows:Pr 2 at = Pr IF up at ∩ SM down at =, , + , (1 − , ) ∙ 1 − , ( ) +

, ( ) ( ). (12)

The conditional probability expression in the integral on 
the right-hand side of (11) then becomes the following, similar 
to (5):Pr{IF down in ( , + ]│ 2 at } = (13)

Therefore, we obtain the average PUD for (c) as follows:

( ) = 1 , , + , 1− , ∙ 1 − , ( )+ , ( ) ( )≈ , , 1 − , +
, + , , [(1 −) + ], (14)

where ≔ , + , − , , .

Calculating the Average PUD for LAT1 DPF (d)

We obtain the average PUD for the transition from LAT1
to DPF via the branch designated (d) in Figure 2.( ) = Pr{ via (d) at } =∫ Pr{SM down in ( , + ]| 1 at } ∙Pr{ 1 at } (15)

Here, using (v), (vii), (x), and (xii), Tables 1 and 2 show 
the combined state probability of LAT1 as follows:Pr{ 1 at } = Pr IF down at ∩ SM up at= , (1 − , ) 1 − , ( ) +, ( ) ( ). (16)

The conditional probability expression in the integral on 
the right-hand side of (15) then becomes the following, similar 
to (5):Pr{SM down in ( , + ]│ 1 at } = . (17)

Therefore, we obtain the average PUD for (d) as follows:( )= , 1 − , 1 − , ( )+ , ( ) ( )≈ , ( , ) [(1 − ) + ].
(18)

Total Average PUD as the PMHF

Since the transitions from (a) to (d) in Figure 2 are 
exclusive, we can add all probabilities that lead to a VSG in 
order to obtain the PMHF.  Then, we obtain the generic PMHF 
equation as follows:= ( ) + ( ) + ( ) + ( )= 1 − , + , , 1 −, + , + , (1 −, ) [(1 − ) + ]. (19)

Application to Nonredundant and Redundant Subsystems

After deriving the general equation (19), we apply it to 
nonredundant and redundant subsystems in order to derive the 
respective particular equations. First, in the nonredundant 
subsystem, all prevented faults are detectable; thus, when we 
set , = 1 to (19), we obtain the following:, = 1 − , + , 1 −, + , . (20)

In the redundant subsystem, all faults to be prevented are 
undetectable by SM1, while all are prevented.  Thus, if we set, = 0 and , = 1 to (19), we obtain the following:, = [(1 − ) + ].

(21)



7 ERROR EVALUATION 

The PMHF formula in [2] does not correspond to our 
resulting equations (20) and (21), which are derived using the 
IFR model.  Thus, we evaluate the error as given below. 

The emergency operation tolerance time interval (EOTTI) 
is defined in [2] as , i.e., the time interval in which SM1 
guarantees safety beyond the fault tolerant time interval while 
the VSG is being prevented.  The PMHF can be used to 
calculate the EOTTI.  We obtain (22) by replacing  with 

 in (20) and by setting the target  as the upper 
bound: ≤ , , ,, , , .   (22) 

If the PMHF is overestimated,  is underestimated and 
becomes overly severe as a design constraint [3].  By applying 
(22) to the actual example found in [2, Part 10-12.3.1.2], we 
obtain 1,235 h for , while the [2] presents a value of 31 h 
[2, Part 10-Table 6].  Thus, the value of the EOTTI according 
to [2] may leads to a severe design constraint that is underrated 
by a factor of 40 in this example. 
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