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Abstract
Despite being exceptionally regulated financial institutions, risk management practices (RMPs) of Islamic banks (IBs) have always remained under the limelight due to their impact on financial performance (FP) and the influence of digital technologies (DT). This study aims to investigate the impact of RMPs on FP through the mediating effect of DT. To analyze the linkage between these constructs, we created an index for RMPs, five unique proxies [mobile (MB_DEA), big data (BD_DEA), Internet of Things (IoT), cloud computing (CC_DEA), and social media (SM_DEA)] of DT, and Tobin’s Q as a proxy of FP and operationalized the theory of contingency. The data between 2009-2020 was collected from Indonesian and Malaysian IBs and was analyzed using the two-step generalized method of movements (GMM) technique. The empirical findings represent that RMPs and DT have a significant positive effect on FP. Simultaneously, RMPs have a significant positive effect on two proxies of DT (MB_DEA and SM_DEA), and an insignificant positive effect on the remaining three proxies of DT (BD_DEA, IoT_DEA, and CC_DEA). The findings reveal that DT as a mediator plays a significant mediating role between RMPs and FP. This study contributes to systematizing the RMPs of IBs by integrating digital technologies which eventually will increase the financial portfolios of IBs.
Keywords: risk management; digital technologies, digital risk management; financial performance; Islamic banks

1. Introduction
Despite ongoing global challenges, Islamic financial assets have indicated a steadfastness in their growth by mounting to USD3.25 trillion and are anticipated to surpass USD4.94 trillion by 2025 (IFSB, 2023). These projections are based on the exponential growth of the Islamic banking (IB) sector contributing approximately 69.3% in Islamic financial assets through its global network of 526 Islamic banks (IBs). This remarkable growth in the IB segment is underpinned by indicators of robust shariah governance, digitalization, and Fintech (Ali et al., 2023). The optimistic future outlook for the growth of the IB sector might be compromised due to tightening global economic conditions, geopolitical tension, and varying risk management practices (RMPs) eventually affecting IB financial portfolios (SGIE, 2023).
The financial performance (FP) of IBs started gaining the limelight after the 2008 global financial crisis as numerous studies reported their resilience during and post-crisis era (Hussien et al., 2019; Setyawati et al., 2017). Besides their social purpose, IBs' existence is contingent on serving stakeholders' interest in profit generation. Accordingly, modern-day IBs have transformed their business trajectories by adopting versatile business models to maximize their FP. The stream of literature analyzing FP of IBs highlighted that, it is multidimensional and can be improved by human capital development (Asutay and Ubaidillah, 2023; Nawaz and Haniffa, 2017; Ousama and Fatima, 2015), social initiatives (Mallin et al., 2014), and innovativeness (Khalifaturofi'ah, 2023; Yudruddin, 2023). Also, a few studies deliberated that adhering to their fundamental principles of Shariah compliance and interest prohibition will eventually realize financial benefits for IBs (Widagdo and Ika, 2008).
The literature linking FP of IBs to RMPs is largely underdeveloped as there are only a few notable studies on this discipline (Ali et al., 2022a; Ariffin and Kassim, 2011; Butt et al., 2022). This dearth of studies persists due to the convergence of RMPs of IBs under the theme of studies on shariah governance reporting (Elamer et al., 2017). Whereas, RMPs are an exclusive phenomenon covering overall risks faced by entities operating in dynamic business environments implying that it should be investigated separately. Further, the trade-offs between RMPs and cost and their impact on FP are controversial, particularly in the context of IB (Ahmed and Khan, 2007). A few scholars argue that IBs have started employing novel RMPs due to their relevance to FP and return on investments (Abu Hussain and Al-Ajmi, 2012). Alternatively, seminal studies on RMPs revealed that it is a continuous process and the level of risk transforms based on the business environment of IBs inferring that RMPs do not automatically predict FP (Hassan, 2009). Taking together, the fuzzy evidence on the linkage between RMPs and FP of IBs and the volatility of FP, this research aims to investigate whether RMPs affect FP of IBs.
The emerging IB literature classified risk into financial, business, treasury, and governance risks (Iqbal and Mirakhor, 2007). Following the fluctuations in the type of risks, the management of IBs employs relevant RMPs in a way that financial loss is reduced (Hassan and Aliyu, 2018). These RMPs started experiencing further complications due to structural changes in the business ecosystem of IBs caused by digitalization. Without disregarding the benefits of digitalization (Baker et al., 2023), it is argued that the emergence of digitalization has posed new challenges to employing effective RMPs. Thereby, it is posited that the RMPs and FP of IBs are mediated by digitalization. This assumption can be supported by importing narratives about the impact of digitalization on FP as well as incurring new threats to risk management policy (Aysan et al., 2022).
To investigate the impact of RMPs on FP through the mediating effect of digitalization, this study focuses on the Indonesian and Malaysian IB industry due to three reasons. First, IBs in both countries employ effective RMPs guided by stringent shariah governance regulations promulgated by respective financial authorities (Wahyudi et al., 2015). Second, the IB industry in both Indonesia and Malaysia has experienced tremendous changes in the business landscape powered by digitalization (Muryanto et al., 2022; Rahim et al., 2023). This will allow estimating whether digitalization has streamed new risk management challenges and simultaneously unpack its potential to improve the FP of IBs. Third, IB share in domestic banking for both jurisdictions has recently shown uptrends (IFSB, 2023) offering an opportunity to determine whether it resulted due to changes in FP of IBs or other IB assets. To empirically examine this linkage, this study employs the data envelopment analysis (DEA) technique allowing us to record the time series changes in FP through RMPs and digitalization. The usage of the DEA technique to estimate the FP of IBs is common as it produces statistically robust results for analyzing complex econometric models (Abduh et al., 2013; Ali et al., 2022b).
Given the considerable limitations of earlier studies and the relevance of the Indonesian and Malaysian context, this study expects to extend the existing knowledge by deliberating several contributions. First, to the best of our knowledge past studies are yet to empirically investigate the interrelationship among RMPs, digitalization, and FP of IBs. Hence, this study seeks to contribute to the developing literature on IB by verifying the association between RMPs, and FP through the mediating effect of digitalization. Second, unlike past studies that explored RMPs and digitalization through regular risk analysis and normative assumptions, the present study analyzes both these variables by developing scientific indices covering inclusive aspects of RMPs and digitalization. This will contribute to offering new techniques to estimate RMPs and digitalization for IBs. Third, this study contributes to laying the foundation of methodological strategy comprising of DEA technique for the researchers embarking on RMPs, digitalization, and FP of IB.
The remaining study is structured as follows. Section two presents a literature review and hypotheses followed by methodological approaches in section three. The main findings are presented and discussed in section four. Finally, section five concludes this study with implications, limitations, and recommendations for future studies.
2. Literature review
2.1 The state-of-art of risks in IBs
Generally, ‘risk measures uncertainties associated with business activities of all the entities including banks’ (Oldfield and Santomero, 1997). Both conventional and IBs are equally exposed to different risks in their day-to-day business involving cost, funds, and profits. Čihák and Hesse (2010) conferred that ‘risk estimates uncertainties which essentially predicts the probability of an event to influence output’. Risk in banking operations may generate uncertain profit and loss due to deposits and loan risks in routine business activities. The failure to define, identify, and mitigate risks in daily business activities may cause huge financial disaster for financial institutions and IBs.
The global jurisdictions started taking a great interest in IB RMPs after the Global Financial Crises emerged in 2008 (Abedifar et al., 2015). The failure to understand, identify, and mitigate these risks negatively affects the performance of IBs. Hence, the survival of IBs is jeopardized if they are constantly exposed to excessive risk and involved in excessive risk-taking activities. IBs may exposed to different types of risks (Figure 1) which can be classified into systematic, unsystematic, and the combination of both systematic and unsystematic risks. These risk classifications are further segregated into four themes business, governance, financial, and treasury risk (Iqbal and Mirakhor, 2007). Business risk involves the rate of return and displaced commercial risks indicating insufficient capital to sustain business operation of IBs. It occurs due to macroeconomic, legal, and regulatory changes in the business ecosystem transforming financial infrastructure, payment system, and auditing techniques (Greuning and Iqbal, 2008). Governance risk encapsulates operational, reputational, and shariah risks determining governance issues that occurred due to negligence, diverging from contractual obligations, and a weak internal and external environment. Financial risk comprises credit, market, and equity risks referring to direct financial loss in assets and liabilities (Hassan et al., 2018). Treasury risk involves liquidity and solvency and hedging risks determining poor management of liabilities, short-term liquidity, and cash and equity management.
Figure 1. Types of risk faced by IBs.
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The uniqueness of IBs lies in their operational fundaments and RMPs. IBs are shariah regulated business entities implying that due to their surge for shariah compliance, IBs are at the stake of higher risk compared to conventional counterparts. Past studies (see, Abedifar et al. 2013; Ahmed and Khan, 2007; Akkizidis and Khandelwal, 2008; Hassan and Dicle, 2005; Sundararajan and Errico, 2002) analyzing RMPs of IBs verified this argument and contended that IBs face dual risk of regulatory and shariah compliance. While shariah-specific risk involves, risk related to profit and loss sharing (PLS) contracts and IBs generic risk arising due to their legal, corporate governance, and market orientation (Makiyan, 2008). A few seminal studies on RMPs of IBs in Organization of Islamic Corporation (OIC) member countries concluded that the size of IBs is linked to default and insolvency risk (Abedifar et al. 2013; Čihák and Hesse 2010). While, another study contradicted these findings and claimed that the size of IBs has no relationship with financial or treasury risk (Beck et al., 2013). Some studies claimed that the IB failure rate is significantly lower due to dual governance mechanisms and lower risk generating higher profit (Pappas et al., 2014; Saeed and Izzeldin, 2016).
Islamic finance scholars argue that IBs are forced to take higher risks due to the nature of PLS-based contracts requiring them to employ PLS or non-performing loans (NPLs) principles for deposit and lending activities (Sundararajan and Errico, 2002). Although in PLS-based contracts (for example Mudarabah and Ijarah) the relationship between the bank and its customer changes from lender and borrower to investor and entrepreneur creating an equitable way for wealth and its distribution, the nature of this contract itself is controversial placing IBs at a higher risk (Rosly, 1999). IBs’ mechanism for collecting deposits collection and funds provision in their IB contracts also increases risks of equity-based financing and credit. Ironically, IBs' profit-sharing and loss-bearing (non-PSLB) contracts (such as Salam and Ijarah) equally exhibit risks of credit and commodity pricing (Sundararajan and Errico, 2002). A few other factors exposing IBs to higher risk involve unfavorable regulatory infrastructure, scarce hedging instruments, and nascent inter-bank money markets (Akkizidis and Khandelwal, 2008). Further, IBs are unable to employ effective risk mitigation strategies through options, futures, and forward instruments as these are incompatible with shariah principles (Ahmed, 2011).
2.2 RMPs and the FP of IBs
The stream of literature on RMPs of IBs elucidates that effective RMPs are indispensable for survival, profit optimization, and achieving responsible banking operations of IBs. The need for a sound risk management policy was first recognized after the Global Financial Crisis in 2008 by the Basel Committee on Banking Supervision (BCBS) which promulgated risk guidelines for commercial banks (Abu Hussain and Al-Ajmi, 2012). Undoubtedly, sound RMPs are critical and more relevant for financial service providers than any other business entity (Rahman and Shahimi, 2010). This contention is made following the consequences of the failure of banks as the systematic, financial, and economic effects may supersede the individual banks. According to Coffin (2009), RMPs shield institutions' assets and profits through the reduction of potential losses and the mitigation of losses’ impact. Numerous past studies have acknowledged the efficacy of RMPs in increasing the FP of banks by reducing financial risk and avoiding risk-taking (Galai et al., 1999; Waring and Glendon, 1998). In the IB context, evidence suggests that corporate governance and financial disclosure are more effective in prohibiting IBs from excessive risk-taking compared to shariah boards (Hassan and Mollah, 2014).
Nair et al. (2014) investigated the impact of RMPs on the FP of performance of IBs in Qatar and found that certain risk management strategies such as assessment analysis, risk identification, and credit assessment are interconnected. Another study on IBs in Bahrain concluded that the FP of IBs is affected by eight different liquidity ratios (Masood and Javaria, 2017). Similarly, Mollah et al. (2017) drew empirical data from 52 IBs and 104 conventional banks in 14 countries and reported that IBs' governance structure allows them to take higher risks and often improves their FP. Whereas, a recent study on the nexus between risk-governance and governance-based FP revealed that there is a weak relationship between them and further emphasized the significance of internal risk governance to enhance the FP of IBs (Jallali and Zoghlami, 2022). Some studies claimed that due to the complexity of IB operations, effective RMPs may serve as the guideline to maximize their FP (Chong et al., 2019; Hassan Al-Tamimi et al., 2015; Siddiqui, 2008).
2.3 Hypothesis development
The theoretical underpinnings of this study are based on Otley’s (1980) theory of contingency for the management of risk in accounting. The propositions of this theory are derived from classical contingency theory initially proposed by Fiedler (1964) to outline the situational variables of good management (Moniz, 2010). This theory is highly effective in rationalizing the institutional needs, factors, and strategies to employ RMPs (Woods, 2009). Primarily, this theory advocates the lack of a commonly accepted system suitable for all organizations under all conditions (Otley, 1980). Accordingly, contingency theory identified different variables, grouped them into environment, technology, structure, size, and strategy, and suggested that successful implementation of RMPs contingent upon these variables (Collier and Wood, 2011). In the context of IBs, contingency theory serves as a guideline to establish effective RMPs by identifying the rules mandatory for the formulation of an efficient risk management structure (Hudin and Hamid, 2014). Past studies have extensively employed this theory to understand IBs’ RMPs and investigate the impact of RMPs on FP of IBs (Elbahar, 2016; Kulchmanov et al., 2016; Lesmana and Haron, 2019; Rashid et al., 2017). Hence, it is argued that contingency theory is rational to design the theoretical model of this study to empirically investigate the impact of RMPs on the FP of IBs with digitalization as a mediator. The theoretical framework of this study is presented in Figure 1.
Figure 1. Theoretical framework.
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The theory of contingency conferred that due to underlying differences in institutional environment, organizations exhibit different RMPs which may differ in their effectiveness and create different results (Woods, 2009). Since risk management is considered a continuous process, therefore the efficacy of this process relies on the effectiveness of the organizational environment (Hassan, 2009). It is inferred that to fulfill stakeholders' demand for profit maximization, organizations may employ a range of RMPs to increase their FP. The regulators of IBs such as Bank Negara Malaysia (BNM) and the Financial Services Authority of Indonesia [Otoritas Jasa Keuangan (OJK)] play a critical role in fostering the implementation of effective RMPs by creating certain policies (Ariffin, 2022). A number of past studies have confirmed the positive impact of RMPs on FP of IBs by mitigating, financial, credit, business, and governance risks (Abu Hussain and Al‐Ajmi, 2012; Hassan, 2009; Nair et al., 2014; Mollah et al., 2017). Conversely, a few recent studies indicated a weak relationship between RMPs and FP of IBs (Ali et al., 2022a; Butt et al., 2022; Hidayat et al., 2021). The above arguments lead us to propose the first hypothesis (H1) of this study.
H1: RMPs have a positive effect on the FP of IBs.
The contingency theory asserts that achieving organizational objectives through RMPs is contingent on managing the complex business environment created by technology (Otley, 1980). Modern-day organizations have started adopting contingency conditions by managing technological factors to ensure organizational effectiveness (Otley, 1980). Accordingly, IBs are required to develop control systems suitable to the contingent factors influencing their FP (Lesman and Haron, 2019). The conventional literature on RMPs refers technology to the adoption of production technologies (Woods, 2009). However, this study conceptualized technology as the adoption of digital technologies by IBs in the wake of the Fintech revolution (Aysan et al., 2022). Following, the IBs surge to potentially minimize business, credit, and treasury risks, digitalization has become the next business frontier for IBs (Muryanto et al., 2022; Rahim et al., 2023). It is deduced that IBs motivated to achieve efficiency in RMPs are likely to consider subscribing to digitalization. This leads to the prediction of the second hypothesis (H2) of this study as follows;
H2: RMPs have a positive effect on the digitalization of IBs.
[bookmark: _Hlk158009250]The contingency theory also advocates that developing technological capabilities allows improves organizations' RMPs as well as FP (Woods, 2009). The adoption of digital technologies in banking refers to the usage of mobile, big data, the Internet of Things, cloud computing, and social media platforms for the delivery of financial services allowing IBs to reduce operational costs on hand and overcome financial risk on other hand (Yudaruddin, 2023). The findings of recent studies have confirmed that the emergence of digital technologies has significantly improved the FP of IBs particularly situated in developing countries (Baker et al., 2023; Kharrat et al., 2024; Suandi et al., 2023). Accordingly, the third research hypothesis (H3) is proposed as follows;
H3: Digitalization has a positive effect on the FP of IBs.
Following the contentions of the theory of contingency, IBs’ FP is contingent on implementing effective RMPs which are alternatively influenced by additional factors for example digitalization. RMPs are a continuous process, differ in their effectiveness, and tend to be affected by external factors (Al Rahahleh et al., 2019; Hassan, 2009), this study posits that digitalization may mediate the relationship between RMPs and FP. Indeed, digitalization has overhauled the global financial system by laying the foundation of robust RMPs to overcome different types of risks (Unal and Aysan, 2022; Aysan and Unal, 2023). Simultaneously, it has streamed novel risk management challenges to the global IB industry. IBs' continuous exposure to digital risk management issues such as system security, data protection, and ethical business practices may reduce their FP. Hence, the fourth research hypothesis (H4) is as follows;
H4: Digitalization mediates the relationship between RMPs and FP of IBs.
3. Research methods
3.1 Sampling and data
The present study examines the impact of RMPs on the FP of Indonesian and Malaysian IBs between 2009 and 2020. The study period is selected carefully so that the estimates of constructs produce accurate results. Both jurisdictions started improving their RMPs for IBs after the 2008 global financial crisis to comply with Basel requirements (Chazi and Syed, 2010; Kassim and Abd. Majid, 2010). This allowed gaining an insight into emerging RMPs and verifying their impact on the FP of IBs. Further, notable events occurred within this timeline which include ‘Indonesia’s IB Vision 2010’ and ‘Malaysia’s Shariah Governance Framework 2010’ laying the foundation of novel RMPs in these jurisdictions. Moreover, the rise of Islamic Fintech in Indonesia and Malaysia during 2010 pushed IBs to digitalize their business operations leading us to to investigate whether RMPs motivated IBs for digitalization as well as measure its effect on FP. Hence, it is deduced that our time selection is suitable to examine the impact of RMPs on the FP of IBs through the mediating effect of digitalization. The first sample consists of 6164 observations of 16 (Indonesia = 8; Malaysia = 8) different IBs. However, we excluded 8 IBs due to incompleteness of information which will also enable us to compare this study’s findings later on. During data screening, another 597 observations were omitted due to missing information on RMPs. Our final sample had an unbalanced panel dataset of 3243 observations of 8 (Indonesia = 4; Malaysia = 4) IBs between 2009 and 2020. Table 1 reports descriptive statistics of sampled IBs. The data for RMPs, digitalization, and FP was retrieved from the annual reports of sampled IBs and the Worldscope database. Notably, Bank Islam Malaysia Berhad produced the highest [685 (21.12%)] observations followed by Bank BNI Syariah [613 (18.90%)].
Table 1. Descriptive statistics of sampled IBs.
	Bank name
	f
	%

	Bank Islam Malaysia Berhad
	685
	21.12

	Bank BNI Syariah
	613
	18.90

	CIMB Islamic Bank Berhad
	528
	16.28

	HSBC Amanah Malaysia Berhad
	417
	12.85

	Bank Syriah Mandiri
	323
	9.95

	Maybank Islamic Berhad
	278
	8.48

	Bank BCA Syriah
	229
	6.98

	Bank BRI Syariah
	170
	5.24

	Total
	3243
	100



3.2 Experimental variables
This study operationalized three main variables namely RMPs, FP, and digitalization (DT) to test our research hypotheses. RMPs are deployed as an explanatory variable and measured through a scale developed by Hassan (2009) and Khalid and Amjad (2012). This scale exhibits six sub-dimensions of RMPs with 41 items containing estimates for understanding risk and risk management (8 items), risk assessment and analysis (7 items), risk identification (5 items), risk monitoring (6 items), risk analysis (6 items), and general RMPs (9 items). The scale items were imported from Hassan (2009) and Khalid and Amjad (2012) and were modified according to the context of this study. We developed an index using these dimensions and evaluated the RMPs of each IB by adding scores of dimension items (relevant action/statement available in annual report = 1, no action/statement available in annual report = 0). The developed scale indicates that all IBs comply with the regulations of the Shariah Governance Framework 2010. The scale used for estimating RMPs is presented in Appendix A.
DT as a response variable was evaluated by creating five unique proxies of mobile (MB_DEA) indicating the provision of mobile application by IBs, big data (BD_DEA) estimates the use of big data capabilities particularly in risk management systems, the Internet of Things (IoT_DEA) determines usage of internet sensors, software, and other technologies for the delivery of financial services, cloud computing (CC_DEA) shows the use of availability of computer system especially storage and computing power, and social media (SM_DEA) represents the use of social media platforms to promote IB products and services. DT was estimated following a similar method to evaluate the DT level of IB ranging from 5 (mobile, big data, the Internet of Things, cloud computing, and social media platforms are used) to 0 (mobile, big data, the Internet of Things, cloud computing, and social media platforms are not used). Recently, IBs have started employing these technologies in the creation and delivery of IB products and services which has created new risk management challenges (Aysan et al., 2022; Kharrat et al., 2024).  Also, there is a lack of empirical evidence about the impact of these technologies on the FP of IBs (Muryanto et al., 2022). Hence, this study also bridges this knowledge gap by estimating their impact on the FP of IBs.
FP as an outcome was evaluated by Tobin’s Q technique. This method is adopted following previous studies analyzing the impact of RMPs on FP of IBs as it allows estimating the actual effect of bank’s risk-related practices on FP (Ajili and Bouri, 2018; Elbahar, 2016; Jabari and Muhamad, 2021). Tobin’s Q has established the reputation of overcoming management’s manipulation of improving FP using different accounting methods therefore, the use of this proxy is justified as it will accurately estimate the FP of IBs.
To ensure that the results of this study are not affected by to influence of external variables, we used financial crises (FINC), financial leverage (LEV), bank size (SIZE), and sales growth (SALE) as the control variables. These variables are imported in this study following the procedures outlined in the past studies to estimate the FP of IBs (Ali et al., 2022b; Ariffin and Kassim, 2011; Asutay and Ubaidillah, 2023; Baker et al., 2023). Table 2 presents the variables operationalized in this study.
Table 2. Variables and measurements.
	Variable
	Type
	Symbol
	Effect
	Definition
	Source

	Financial performance
	Dependent
	FP
	+
	It is measured by Tobin’s Q ratio which determines the bank’s value creation ability by employing its assets and is measured by a ratio between (book value of total assets – book value of shareholder’s equity + market value of shareholders’ equity) and (book value of total assets (Ali et al., 2022b).
	Worldscope

	Risk management practices
	Independent
	RMPs
	+
	It is measured through a 41-item index comprising of understanding risk and risk management, risk assessment and analysis, risk identification, risk monitoring, risk analysis, and general RMPs (Hassan, 2009; Khalid and Amjad, 2012). It may range from ‘41’ (relevant action/statement disclosed in annual report) to ‘0’ no action/statement disclosed in annual report.
	Annual reports

	Mobile
	Mediator
	MB_DEA
	±
	Provision of mobile application by IBs, ‘1’ mobile applications are provided; ‘0’ not provided.
	Annual reports

	Big data
	Mediator
	BD_DEA
	±
	In the use of big data capabilities particularly in risk management systems, ‘1’ BD is used; ‘0’ BD is not used.
	Annual reports

	Internet of Things
	Mediator
	IoT_DEA
	±
	It determines the use of internet sensors, software, and other technologies for the delivery of financial services, ‘1’ IoT is used; ‘0’ IoT is not used.
	Annual reports

	Cloud computing
	Mediator
	CC_DEA
	±
	Evaluate the use of availability of computer systems especially storage and computing power, ‘1’ CC is available; ‘0’ CC is not available.
	Annual reports

	Social media
	Mediator
	SM_DEA
	±
	Indicates the use of social media platforms to promote IB products and services, ‘1’ SM is used’ and ‘0’ SM is not used.
	Annual reports

	Financial crises
	Control
	FINC
	±
	‘1’ after FINC; ‘0’ before FINC.
	Worldscope

	Financial leverage
	Control
	LEV
	±
	Total debt divided by total assets
	Worldscope

	Bank size
	Control
	SIZE
	±
	The natural log of total assets of IBs.
	Worldscope

	Sales growth
	Control
	SALES
	±
	The natural log of difference in net sales.
	Worldscope



3.3 Econometric model
This study aims to verify the hypothetical relationship between RMPs, DT, and FP. Before we embark on investigating this linkage, it is crucial to address the endogeneity issues to ensure the reliability and validity of findings (Ali et al., 2022b). Generally, endogeneity issues in statistical analysis are resolved by employing a generalized method of moments (GMM) technique which uses internet instruments based on lagged values of dependent variables (Blundell and Bond, 1998; Ali et al., 2022b). Following GMM's capability of recovering data loss during estimation through a two-step GMM model, this study corroborates the dynamic two-step GMM model allowing us to simultaneously resolve endogeneity and causality issues in model estimation. These procedures are consistent with the findings of recent studies analyzing the FP of IBs (Asutay and Ubaidillaha, 2023; Baker et al., 2023).
The impact of RMPs on FP (H1) is examined by following GMM regression model;

Where FP determines financial performance estimated through Tobin’s Q proxy and as an alternate response variable; β is the coefficient of the degree of change; β1FPit – 1 represents the first legged of the dependent variable; RMPs is the explanatory variable which represents risk management practices, C is control variables; i determines each bank, t is the year, μ is the time effect (fixed), and git symbolizes the error term.
Similarly, to verify the impact of RMPs on DT (H2), the GMM regression model is as follows;

[bookmark: _Hlk158054800]While, DT signifies the digitalization of IBs measured through five unique proxies (MB_DEA, BD_DEA, IoT_DEA, CC_DEA, and SM_DEA) and is a response variable; β is the coefficient of the degree of change; β1DTit – 1 represents first legged of the dependent variable; RMPs is the explanatory variable which represents risk management practices, C is control variables; i determines each bank, t is year, μ is the time effect (fixed), and git symbolizes the error term.
The impact of DT on FP (H3) is investigated by following GMM regression model;

Where FP determines financial performance estimated through Tobin’s Q proxy and as an alternate response variable; β is coefficient of degree of change; β1FPit – 1 represents first legged of dependent variable; DT signifies digitalization of IBs measured through five unique proxies (MB_DEA, BD_DEA, IoT_DEA, CC_DEA, and SM_DEA), C is control variables; i determines each bank, t is year, μ is the time effect (fixed), and git symbolizes the error term.
To investigate DT’s mediating role (H4), we employed followed GMM regression model;

Whilst, FP indicates the financial performance of IBs; FPit – 1 represents the first lagged of the dependent variable; DT is the mediator representing digitalization; C represents bank-specific characteristics (control variables).
4. Findings and discussion
Table 3 presents the descriptive statistics of RMPs, DT, and FP containing, mean median, standard deviation, minimum, and maximum values of our main values. It is observed that the mean and standard deviation values for explanatory, outcome, and mediating variables are positive indicating a meaningful peak distribution and the high performance of RMPs, DT, and FP. The index value of 41 represents the high performance of RMPs and a value of 0 represents the low performance of RMPS from the panel of selected DT and FP which are positively affected by positive means and standard deviations of RMPs. It is also established that increasing RMPs is likely to improve FP and DT conferring that RMPs may improve FP and DT of Indonesian and Malaysian IBs. 

Table 3. Descriptive statistics.
	[bookmark: _Hlk158217046]Variables
	Observation
	Mean
	Median
	STD. DEV.
	Minimum
	Maximum

	Dependent
	
	
	
	
	
	

	FP
	3196
	2.86
	3.01
	0.83
	0.78
	13.40

	Mediating
	
	
	
	
	
	

	MB_DEA
	3135
	1.46
	1.49
	0.52
	0.90
	2.00

	BD_DEA
	3110
	14.52
	14.86
	3.02
	6.28
	27.42

	IoT_DEA
	3068
	0.02
	0.04
	0.44
	1.60
	1.94

	CC_DEA
	3064
	27.32
	27.85
	3.14
	15.86
	37.52

	SM_DEA
	3012
	0.28
	0.31
	0.40
	0.02
	8.58

	Independent
	
	
	
	
	
	

	RMPs
	3143
	30.18
	30.46
	8.08
	0.00
	41

	Control
	
	
	
	
	
	

	FINC
	2954
	0.28
	0.31
	0.17
	0.00
	1.00

	LEV
	2984
	0.50
	0.58
	0.30
	0.02
	1.42

	SIZE
	2919
	42.06
	42.19
	2.03
	37.86
	49.26

	SALES
	2808
	3.38
	3.73
	1.18
	0.66
	4.35



The correlation between observable variables of this study is estimated through a correlation matrix (Table 4). The findings of correlation show that RMPs have a positive correlation with FP and DT. Further, the correlation between RMPs and FP appears strong, RMPs and DT weak, and DT and FP is strong. This finding leads to inferring that RMPs and DT may significantly improve FP of IBs and RMPs may weakly influence DT. The correlation matrix also highlights the negative correlation between FP and FINC representing the negative effect of FINC on FP. Another key aspect was the positive correlation of RMPs with FINC, LEV, SIZE, and SALEs disseminating that RMPs may also improve these FP indicators.
Table 4. Correlation matrix.
	
	FP
	MB_DEA
	BD_DEA
	IoT_DEA
	CC_DEA
	SM_DEA
	RMPs
	FINC
	LEV
	SIZE
	SALES

	FP
	1.00
	
	
	
	
	
	
	
	
	
	

	MB_DEA
	0.16*
	1.00
	
	
	
	
	
	
	
	
	

	BD_DEA
	0.19*
	0.22*
	1.00
	
	
	
	
	
	
	
	

	IoT_DEA
	0.14*
	0.26*
	0.33*
	1.00
	
	
	
	
	
	
	

	CC_DEA
	0.12*
	0.29*
	0.38*
	0.42*
	1.00
	
	
	
	
	
	

	SM_DEA
	0.09*
	0.11*
	0.26*
	0.30*
	0.38*
	1.00
	
	
	
	
	

	RMPs
	0.23*
	0.10
	0.13
	0.26
	0.22
	0.21
	1.00
	
	
	
	

	FINC
	-0.06
	-0.17
	-0.11
	-0.23
	-0.16
	-0.23
	-0.28
	1.00
	
	
	

	LEV
	0.36*
	0.14*
	0.06*
	0.29*
	0.24*
	0.22*
	0.18*
	0.14
	1.00
	
	

	SIZE
	0.19*
	0.22*
	0.15*
	0.12*
	0.32*
	0.46*
	0.41*
	0.38*
	0.34*
	1.00
	

	SALES
	0.21*
	0.33*
	0.32*
	0.41*
	0.48*
	0.28*
	0.32*
	0.18*
	0.20*
	0.16*
	1.00


Note: Definitions of variables are available in Table 2.
[bookmark: _Hlk158280538]* shows a significance level at 5%.

To test the hypotheses of this study through two-step GMM regression, we controlled the endogeneities of dynamic, simultaneous, and omitted variables following Aslam et al., (20221), and Ullah et al. (2018) criteria. First, we used p values to detect the serial autocorrelation (AR) in our econometric models as it allows confirming whether the model suffers from AR issues. The findings of the two-step GMM regression are reported in Table 5. It is observed that AR(1) has a significant whereas AR(2) has an insignificant p-value leading us to predict that the models of this study are free from AR problems. The results in Table 5 corroborate that RMPs were estimated through 41 indicators and DT through five novel proxies (MB_DEA, BD_DEA, IoT_DEA, CC_DEA, and SM_DEA). Corresponding to the discussion in the literature review, it is observed that only two proxies of DT (MB_DEA and SM_DEA) are positively associated with RMPs while all five proxies of DT ((MB_DEA, BD_DEA, IoT_DEA, CC_DEA, and SM_DEA) show a positive linkage with FP. Overall, we evaluated 16 models to analyze the relationship between RMPs, DT, and FP.

Table 5. The results of two-step GMM-regression.
	Dependent variables
	
	
	
	
	
	

	Variables
	Model 1
MB_DEA
	Model 2
FP
	Model 3
FP
	Model 4
SM_DEA
	Model 5
FP
	Model 6
FP

	Lagged of dependent variables
	0.035***
(0.009)
	0.042***
(0.013)
	0.648***
(0.018)
	0.386***
(0.016)
	0.571***
(0.022)
	0.620***
(0.073)

	RMPs
	0.006***
(0.002)
	
	0.005***
(0.003)
	0.010***
(0.000)
	0.013***
(0.001)
	

	MB_DEA
	
	0.009***
(0.002)
	0.011***
(0.003)
	
	
	

	SM_DEA
	
	
	
	
	0.005***
(0.010)
	0.004**
(0.006)

	FINC
	-0.021*
(0.002)
	-0.014**
(0.006)
	-0.025**
(0.013)
	-0.019***
(0.006)
	-0.026***
(0.010)
	-0.031***
(0.004)

	LEV
	0.058**
(0.007)
	0.054***
(0.005)
	0.046***
(0.012)
	0.053**
(0.007)
	0.043***
(0.016)
	0.047***
(0.004)

	SIZE
	0.018**
(0.004)
	0.015*
(0.002)
	0.023**
(0.000)
	0.027**
(0.008)
	0.015**
(0.001)
	0.009**
(0.002)

	SALES
	0.038**
(0.004)
	0.034***
(0.010)
	0.040***
(0.011)
	0.041***
(0.018)
	0.032***
(0.004)
	0.037***
(0.004)

	Constant
	0.058***
(0.021)
	0.057***
(0.023)
	0.055***
(0.018)
	0.048***
(0.016)
	0.054***
(0.014)
	0.046***
(0.008)

	Yearly effect
	Yes
	Yes
	Yes
	Yes
	Yes
	Yes

	AR(1) p values
	-2.34
(0.11)
	-2.38
(0.08)
	-2.42
(0.04)
	-2.18
(0.15)
	-2.24
(0.21)
	-2.44
(0.02)

	AR(2) p values
	1.61
(0.25
	0.54
(0.59)
	0.63
(0.51)
	0.83
(0.69)
	0.68
(0.73)
	0.52
(0.78)

	Hansen test
	0.32
	0.38
	0.51
	0.38
	0.52
	0.60

	Observations
	3196
	3135
	3110
	3068
	3064
	3012

	Total IBs
	8
	8
	8
	8
	8
	8


Note: variables definitions are available in Table 2. Values in parentheses represent standard errors. Hansen test estimates overidentifying restrictions.
* shows a significance level of 5%.
** shows a significance level at 10%.
*** shows a significance level at 1%.
The theoretical model of this study hypothesized that RMPs have a positive effect on the FP of IBs (H1). The results of GMM regression presented in models 1, 3, and 5 are significant and positive (β = 0.006, < 0.01; β = 0.005, p < 0.01; β = 0.013; p < 0.01) corroborating that the hypothetical assumptions are supported. This finding reinforces the results of previous studies highlighting the emergence of RMPs as an optimization tool for FP (Chong et al., 2019; Hassan Al-Tamimi et al., 2015; Siddiqui, 2008). Both Indonesian and Malaysian regulatory authorities have promulgated effective risk management regulations to uplift the financial portfolios of the IB sector which has gradually improved the FP of IBs in these jurisdictions (Abu Hussain and Al‐Ajmi, 2012; Ariffin, 2022; Hassan, 2009; Nair et al., 2014; Mollah et al., 2017). However, this result contradicts the findings of Butt et al. (2022) and Hidayat et al. (2021) delineating that some IB contacts are risky and potentially expose IBs to excessive risk. Hence, optimizing IBs’ profitability is also contingent on sound internet risk governance (Jallali and Zoghlami, 2022).
According to H2 of this study, RMPs have a positive effect on digitalization which was evaluated by creating five unique proxies (MB_DEA, BD_DEA, IoT_DEA, CC_DEA, and SM_DEA). The use of these proxies to estimate digitalization was valid as these are commonly used digital technologies by IBs. Further, the hypothesized relationship was supported by the arguments of RMPs’ systematic nature requiring the assimilation of digital technologies to enhance RMPs' effectiveness (Al Rahahleh et al., 2019). The results in models 2, 4, and 6 determine that only two proxies of DT (MB_DEA and SM_DEA) appear significant and positive (β = 0.009, < 0.01; β = 0.005, p < 0.01; β = 0.004; p < 0.01) and the results (models 10, 12, and 16) of remaining three proxies of DT (BD_DEA; IoT_DEA and CC_DEA) are positive and insignificant (β = 0.011, > 0.01; β = 0.002, p > 0.01; β = 0.315; p > 0.01)  elucidating that H2 was also supported. This finding is consistent with the recent studies of Muryanto et al. (2022) and Rahim et al. (2023) encouraged the IB industry to resort to digital technologies to effectively operationalize RMPs. However, it is notable that both Indonesian and Malaysian IBs are yet to fully harvest the low-hanging fruits of digital technologies as a few novel digital technologies namely big data, Internet of Things, and cloud computing are not integrated into many business processes of IBs including RMPs (Aysan et al., 2022; Aysan and Unal, 2023). Therefore, IBs are required to transform their business models by subscribing to novel digital technologies which certainly will rejuvenate their financial portfolios.
Table 5. The results of two-step GMM-regression (continued).
	Dependent variables
	
	
	
	
	
	
	
	
	
	

	Variables
	Model 7
BD_DEA
	Model 8
FP
	Model 9
FP
	Model 10
IoT_DEA
	Model 11
FP
	Model 12
FP
	Model 13
CC_DEA
	Model 14
FP
	Model 15
FP
	Model 16 FP

	Lagged of dependent variables
	0.528***
(0.006)
	0.437***
(0.011)
	0.322***
(0.018)
	0.418***
(0.014)
	0.448***
(0.008)
	0.526***
(0.017)
	0.423***
(0.010)
	0.471***
(0.014)
	0.516***
(0.020)
	0.612***
(0.010)

	RMPs
	0.005*
(0.000)
	0.003***
(0.000)
	
	0.009*
(0.000)
	0.013***
(0.001)
	
	0.005*
(0.000)
	0.003***
(0.000)
	
	0.005***
(0.001)

	BD_DEA
	
	
	0.009***
(0.002)
	0.011
(0.003)
	
	
	
	
	
	

	IoT_DEA
	
	
	
	
	0.004***
(0.006)
	0.002
(0.007)
	
	
	
	

	CC_DEA
	
	
	
	
	
	
	
	
	0.211***
(0.010)
	0.315
(0.014)

	FINC
	-0.033**
(0.008)
	-0.024**
(0.010)
	-0.036***
(0.002)
	-0.025***
(0.001)
	-0.033***
(0.008)
	-0.036***
(0.003)
	-0.041***
(0.012)
	-0.038***
(0.015)
	-0.040***
(0.022)
	-0.033***
(0.011)

	LEV
	0.051**
(0.002)
	0.056**
(0.008)
	0.055*
(0.002)
	0.052**
(0.002)
	0.045**
(0.010)
	0.041**
(0.006)
	0.044**
(0.001)
	0.048**
(0.028)
	0.058***
(0.000)
	0.047**
(0.006)

	SIZE
	0.014***
(0.005)
	0.013***
(0.008)
	0.023***
(0.009)
	0.029***
(0.010)
	0.021***
(0.004)
	0.018***
(0.009)
	0.017***
(0.003)
	0.014***
(0.006)
	0.026***
(0.005)
	0.020***
(0.007)

	SALES
	0.035*
(0.006)
	0.031*
(0.005)
	0.035*
(0.004)
	0.040
(0.001)
	0.036
(0.012)
	0.041
(0.016)
	0.043
(0.008)
	0.049
(0.007)
	0.057
(0.014)
	0.040
(0.011)

	Constant
	0.047**
(0.020)
	0.601**
(0.017)
	0.510**
(0.023)
	0.462*
(0.005)
	0.516**
(0.006)
	0.512*
(0.013)
	0.583*
(0.023)
	0.496**
(0.015)
	0.463*
(0.026)
	0.426**
(0.018)

	Yearly effect
	Yes
	Yes
	Yes
	Yes
	Yes
	Yes
	Yes
	Yes
	Yes
	Yes

	AR(1) p values
	-3.32
(0.09)
	-3.17
(0.05)
	-3.15
(0.08)
	-3.48
(0.04)
	-4.41
(0.06)
	-3.19
(0.10)
	-4.16
(0.03)
	-3.27
(0.09)
	-3.37
(0.07)
	-2.15
(0.06)

	AR(2) p values
	2.18
(0.28)
	1.19
(0.55)
	1.23
(0.62)
	2.09
(0.58)
	1.17
(0.59)
	1.11
(0.66)
	1.10
(0.72)
	0.93
(0.71)
	0.78
(0.74)
	0.64
(0.46)

	Hansen test
	0.48
	0.41
	0.46
	0.37
	0.53
	0.54
	0.52
	0.70
	0.50
	0.66

	Observations
	3080
	2933
	2843
	2703
	3012
	3045
	2921
	2860
	2715
	2847

	Total IBs
	8
	8
	8
	8
	8
	8
	8
	8
	8
	8


Note: variables definitions are available in Table 2. Values in parentheses represent standard errors. Hansen test estimates overidentifying restrictions.
* shows a significance level of 5%.
** shows a significance level of 10%.
*** shows a significance level at 1%.
Moving on to the results of H3 reported in models 3, 5, 9, 11, and 15 it is observed that all five proxies of DT have a significant positive effect on FP (β = 0.011, < 0.01; β = 0.009, p < 0.01; β = 0.009; p < 0.01; β = 0.004; p < 0.01; β = 0.211; p < 0.01) confirming that H3 was supported. This finding is consistent with the studies of Yudaruddin (2023), Suandi et al. (2023), Baker et al. (2023), and Kharrat et al. (2024) delineated that IBs are undergoing tremendous transformations guided by Islamic Fintech. These changes are improving the efficiency of RMPs as well as increasing the FP of IBs in developing countries like Indonesia and Malaysia. A recent study in this regard has claimed that IBs’ adoption of Fintech relies on the diffusion of big data, cloud computing, and Internet of Things technologies (Rahim et al., 2023). Indeed, digital technologies are pertinent and have an exceptional potential for the growth and success of the IB industry (Unal and Aysan, 2022).
To examine the mediating role of digitalization between the relationship of RMPs and FP, we refer to H4. The results of GMM regression in models 3, 5, 8, 11, and 14 show that all five proxies of DT are significant and positive mediators (β = 0.005, < 0.01; β = 0.013, p < 0.01; β = 0.003; p < 0.01; β = 0.013; p < 0.01; β = 0.003; p < 0.01) confirming that H4 was supported. This finding validates the findings of Hassan (2009) delineated that RMPs are a continuous process and vary based on the business environment of IBs implying that RMPs do not directly predict FP. Therefore, to ensure the efficacy of the risk management process, it is essential for Indonesian and Malaysian IBs to integrate digital technologies known for their efficiency and accuracy which certainly will allow IBs to create high-quality products and services at lower cost (Muryanto et al., 2022).
5. Conclusion
This study has attempted to analyze the impact of RMPs on the FP of IBs through the mediator of DT. We constructed a theoretical model following the theory of contingency to empirically analyze the relationship between these constructs. The results of GMM regression indicate that RMPs have a significant positive impact on FP as well as two proxies (MB_DEA and SM_DEA) of DT. The findings elucidate that RMPs have an insignificant positive effect on three proxies (BD_DEA, IoT_DEA, and CC_DEA) of DT. Another finding indicates that all five proxies of DT have a significant positive effect on FP. Finally, it is observed that DT is a significant positive mediator in the relationship between RMPs and FP.
5.1 Research contribution
The findings of this study contribute to the literature in several ways. First, we contribute to the literature on risk management by linking it to digitalization and the performance of IBs which extends the knowledge on risk management. Second, our findings suggest business optimization strategies for the Islamic financial industry which contributes to developing innovative business strategies to improve the market share of IBs. Third, the results of this study predict that the Indonesian and Malaysian IB industries may integrate digital technologies to effectively operationalize RMPs which certainly will improve the corporate governance of IBs and rebuild consumers' trust in IBs. Fourth, the present study highlighted that the financial portfolios of IBs can be improved by systematic operationalization of RMPs through digital technologies. This contributes to offering strategic matrices for IB business owners to ensure their survival in today’s highly competitive business environment.
5.2 Research implications
The results of our study exhibit various implications for theory and practice. From a theoretical aspect, this study has extended the theory of contingency by validating its relevance to IBs for analyzing RMPs and FP through digitalization. The empirical findings determine that all five proxies of DT are positively influenced by RMPs guiding the regulators of IBs to establish market-enabling regulations, particularly pertaining to digital technologies. Simultaneously, the policymakers of IBs may consider the findings of the current study to propose novel risk management policies especially for the developing IB jurisdictions which will the efficiency of the Islamic financial industry. The managers of IBs may refer to the findings of this study to identify the methods to improve RMPs by training their risk management team, especially on the use of digital technologies. The insight of our study is useful for the consults of IBs to recommend business optimization strategies comprising digitally enabled risk management which will improve efficiency and the performance of IBs.
5.3 Limitations and future research
The limitations of this study arise due to theoretical assumptions, data collection, and data analysis procedures. The researchers have statistically validated the theoretical model by performing several tests. However, the use of a single model for both Indonesian and Malaysian contexts may not be ideal as RMPs in Malaysia are shariah focused whereas RMPs in Indonesia focus on general risk which may result in different FP. Therefore, future studies are encouraged to examine the impact of RMPs on FP by creating theoretical models covering these aspects. This study has employed two-step GMM regression which potentially minimizes the endogeneity issues during data analysis. However, these issues may persist due to self-reported data. Future studies are recommended to perform additional measures of difference in difference, generalized, two- and three-stage least squares regression to obtain robust results. Another limitation is associated with the use of RMPs index and proxies to estimate our variables which may not truly reflect the RMPs, digitalization, and financial performance of IBs. Hence, prospective studies are encouraged using other measures such as financial ratios which may truly represent the financial, business, governance, and economic risks of IBs.
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